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We studied a honeypot that is a decoy system to conduct infiltrative observation
for malware infection in order to provide useful information for protection/mitigation
scheme. According to the attack model and adversarial techniques of recent malware
infection, we enumerated basic requirements for design and implementation as follows:
precise detection, inspection performance, information -collection, safeguarding,
camouflaging, and seed URL selection. For precise detection, we proposed
stepwise-detection based on three exploitation phases in order to broaden coverage of
discovering various patterns of known/unknown exploitation. For collecting precise
information, our honeypot coordinates network-based events and host-based events to
identify complex relationship of web contents. For camouflaging, our honeypot uses
high interaction system and a network environment of IP address randomization. For
achieving high-inspection performance and safeguarding, we proposed two approaches:
1) multi honeypot-agent, and 2) multi browser-process. In particular, the second
approach is novel sandbox mechanism for process multiplication on single honeypot OS.
Our proposed sandbox enables process-level execution environment isolation. For seed
URL election, we proposed URL neighborhood lookup to discover potential malicious
URLs in the neighborhood of a malicious URL for blacklist candidates. Our developed
client honeypot, called Marionette, enables us to conduct stable and sustainable
observation for long period and gather the properties of adversarial strategy: 1) Hosting
structure of malicious website, 2) Aggregated malware distribution network, and 3)
Unknown malicious URLSs neighboring known one. Obtained knowledge can accelerate

countermeasures of malware infection.
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