\Y
7l

w3 N x O

i

1 5 LA B Reversing Malicious Intents in Web Scripts: from
Automating Deobfuscation to Assigning Concepts
(V=727 ) 7 MOEEZREL  BFLOBBETba S D
FDLTET]
KX 4 Gregory BLANC

This thesis addresses the problem of how to infer the intentions purported
by malicious client—side scripts when they are concealed to evade
detection.

A central contribution of the thesis is the proposal of a client-side
analysis system able to thwart advanced techniques of evasion such as
obfuscation, while trying to minimize time performance overheads to

preserve usability.

A first stage allows the detection of hierarchical patterns characteristic
of obfuscation, in order to extract suspicious script code. A subtree
matching pushdown automaton identifies such patterns in the abstract syntax

tree representation of script programs.

In a second stage, the programming concepts are revealed by deobfuscating
obfuscated strings using rewriting logic. Obfuscated strings can be reduced
to a normal form by considering deobfuscation as a set of terminating and

confluent rewrite rules.

Finally, the deobfuscated script is decomposed in object units, each
implementing a distinct concept. These concepts are then assigned a
higher—level concept by using prior knowledge of the script programming

language, in order to reverse the initial intention of the developer.
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