[t SGE H
Studies on Authentication and Authorization Mechanism
for Inter-device Communication on Wide Area Network Environment
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This dissertation first introduces the new paradigm for inter-device
communication and its characteristics. A new attempt for inter-device
communication paradigm causes some security problems that need to be solved.
This dissertation shows requirements analysis for security mechanism on
the inter-device communication paradigm. This dissertation first presents
an extension method of the standard network layer's security mechanism,
especially the IPsec protocol and the IKE protocol, for user-level
applications. This attempt shows the feasibility study of the network
laver's security mechanism on the inter-device communication paradigm.
Next, this dissertation presents a novel inter-device authentication and
authorization mechanism guaranteeing explicit ownership. The multiple
ownerships model is the main concept of the proposal. The proposed model
emphasizes the importance of the distinguishing and binding of the device’s
identity and the ownership explicitly. The dissertation shows the design
and implementation of novel smart card software and middleware system based
on IPsec and IKE. This dissertation presents demonstration experiments for
a TV device and a security camera to show the usability of the proposed
inter-device authentication and authorization mechanism. The entire system
works as a security proxy for the target appliance. This dissertation shows
some discussions about life cycle management for devices, hardware
dependent problem, group management methods for devices, prospective
future applications and bridging architecture among heterogeneous systems.
Finally, the dissertation summarizes main contributions and future work.
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