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Although many traceback techniques have been proposed and several network
domains become using traceback systems in their network operation, locating
the true source of attack traffic across the Internet is still difficult.
Difficulties of traceback across the Internet are derived from these two
issues as follows; the difference of the requirements for traceback systems
according to the situation, and the fear of operational violation using
an inter-domain traceback techniques.

In order to achieve an automated inter-domain traceback trial, we studied
an Interconnection architecture for traceback systems. We designed
InterTrack as an interconnection architecture. Based on the phased tracking
stages and the modularization of traceback systems, Intertrack covers
requirements along with the situation to track attack traffic without any
operational violation. We also proposed Ingress Port based traceback and
a layer 2 extension of Hash-based IP traceback as interconnection
techniques for tracking packets from the layer 3 networks to the layer 2
networks and locating the source nodes of packets in layer 2 networks.
Our proposals can achieve a traceback architecture which can track traffic
onmultiple layers across the Internet. Through discussion and evaluations
with prototype implementations, we clarified the feasibility of our

proposals.
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