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Studies on Retrospective Identification of Link Layer Addresses
in Distributed Forensic Databases
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This dissertation presents an approach to assist an investigator with his/her incident
analysis. In unexpected security incidents, one of the most important points is to
ascertain whether or not a computer crime suspect is the culprit, and to avoid false
charges. For this reason, various types of digital evidence are employed by an
investigator to disclose a malicious user's activity. Accordingly, assurance of evidence is
needed for an investigator to reach accurate conclusions. For this purpose, this research
concerns two concepts: reliability and availability of evidence in the field of Computer
and Network Forensics (CNF).

An investigator performs CNF procedures on the basis that the mapping between an
IP address and a link-layer address is assligned correctly. This research, therefore, first
introduces the Self-Confirming Engine (SCE) for the purpose of protecting address
mapping tables in both Address Resolution Protocol (ARP) in IPv4 and Neighbor
Discovery Protocol (ND) in IPv6. Both address resolution protocols are indispensable in
the current Internet, because hosts communicate with each other by obtaining the pair
of IP address and link-layer address. Consequently, even if a malicious user tries to
compromise the tables, an investigator can perform CNF based on the trails of an attack
because evidential information is recorded properly by address resolution procedures
with the SCE. This method makes CNF that depends on various types of evidence both
possible and reliable. The proposed system, moreover, is designed to be as simple as
possible, because éomplexity makes general-purpose uptake/installation impractical in
future digital devices.

Next, this dissertation presents an approach to making individual or obsolete
evidence available, i.e., evidence linking. Even if an IP address or hostname is changed
a long time after the occurrence of an incident, an information source accumulated by

the SCE, called the TDB, is used to resurrect the links among traces recovered by the



investigator. Consequently, by applying the TDB, an investigator can retroactively
identify whether or not an unauthorized access suspect is in fact the trespasser. From
the difference of address mappings between a normal host and a third party, moreover,
the user can prove that he/she is not the malicious host.

Finally, the importance of the two concepts is verified by implementation. An
investigator can reduce the time required to analyze a security incident, and ensure
that CNF works smoothly. Consequently, an investigator can indisputably determine
guilt by applying this method. In this research, reliability and availability of evidence
used as an information source are improved to resolve security incidents, and also
trouble with a host or network. This research indicates that adequate preparation can

enable users to cope with unexpected incidents.



K4 ek IEm
GRSCEAEMROER)
Kiwmix, > b= AFICBT 2BBICER L TEbDOTHY, FE=EFICKDE

WO - WETAEZERWL, EX=2U7 147 G, 1T l\) P A1
DRENIEZIITOND X OIZT D720, FRIMISITHE & 72 5 FHLOEEME 2 MR L,
RFFARGE I ARTFE TREL SR W REIC R D oD DR B EITV, TOHEMMEEZR LI L DT

Do AL DOFERERIIUTICER SN D,

1. AV =Xy FZTHIHENTWD T FVAfiER7Ta ha v CHs Address
Resolution Protocol (ARP) / Neighbor Discovery Protocol (ND) & A > o5 k241
DICOICMEIRFE L 2DV AT b« TV r—a vn 7 L ORI BRIZ OV T
L7, LT, HHRRRIZEY iUTé%ﬁ(fﬁﬂ%%%lﬁ[LL ATV NOIEMERSY
Wzl L, £ L THBOBEZST-DIZHT FU RN EE /2 ZEEZE- TR,
PRSI0 B DB % L’Cﬁ%’%uﬁbé“\%ﬁiignﬁﬁﬁﬁfﬁé xR LT,

2.7 FURAMRROBRFEIZ LV AT HIEHROEE - HEAT L&A WHEZ: Man-in-the-Middle
MitM) BB Z[EHRET 5720, 7 RV AD~ o VU ZICEENE U BICE T O S 25
BT B FikL LT Self-Confirming Engine (SCE) #[7 FL Ak 71 h a8\ T
RREL, FE FMETH &L, TOEMEEZR L, £/2, BEVATLELT
ﬁkﬁfﬂ%ﬂ»%%%é@fi&<\%ﬁ®7nbzw%ﬂ%?5_kTAMHNDm
DOEIMEEZEBRE L, WHEEZ RO DD TN T =% T 7 F v & Lz,

3. SCE #FH#HRy NV—FZHNDKRA MIEAL, 7 RLAD~ v B RSO ER
BEETHZ LI, A VT U RRERRONFTHRR NEY I ET FI/X?PE%%%'JL
BRI 2ERREZFRICL TS, o, AR M0 D OEHREIFIZIE Certification
Authority (CA) %\ /= Public Key Infrastructure (PKI) EFA DY 547> b | H—
/\ﬁ»f’ﬂ EATHOTEICLD, BHREZITHELRETI2HFOHEELMEL WS, Zhick

BT RAT AEREHBRIKGFE LN, T FOFEEFREICLE DD THY
if:ﬂﬁl‘%“/x?‘A@*Uﬂ?%@‘%ﬁ{%ﬁﬁﬁ“a DIFHZIEIZT FLARK A N OFIHE
AR L T AT I a—FTHHI &R LT,

UUED I, KiwidA o7 v MERICLBERFEERBICNDbNT, V2787 R
U A % B CREIL ORI B & 4 L. Y34 A ORI 0 & fIREIC ¢ 2 FIEA R,
EHE LD THY, 74 LYy I A DU RAOSBIZBIT AL LTHEIET
Ho, Flo, ZOEMET A EIZT TR, AEER L ENEBEIRDLNDG R Y bY
— 7 NI BIT AR ET AR ERBRTA200H LT Fu—F L LThH, FOEBE
IERENWENWZ D, Ko TRmUIE L (T%) O LELTSISbLWVEDERD
5,



