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Millimeter wave (mmWave) communication has emerged as a promising technology for next—-
generation wireless networks due to its abundant spectrum resources and potential for multi—
gigabit—per—second data rates. However, the inherent broadcast nature of wireless
transmissions and unique characteristics of mmWave propagation introduce new security
vulnerabilities, particularly to eavesdropping attacks. Physical layer security (PLS), which
exploits the inherent characteristics of wireless channels to ensure secure communication,
offers a promising complementary approach to traditional cryptographic methods.

This thesis investigates PLS mechanisms in two critical mmWave wireless communication
scenarios. First, we study the eavesdropping behavior in hybrid communication systems where
mmWave and microwave links coexist, which is the ground—to—ground (G2G) scenario. We
propose a novel analytical framework to characterize eavesdropping regions based on the
eavesdropper’s selection behavior between mmWave and microwave transmissions. Through
comprehensive analysis of secrecy outage probability (SOP) and secrecy rate metrics, we
reveal how system parameters such as blockage density and selection preferences influence
the eavesdropping regions. We further establish an optimization framework to determine
optimal eavesdropping locations, demonstrating through numerical results that the
eavesdropping region significantly decreases with increasing blockage density and varies with
the eavesdropper’s selection parameter.

Second, we explore secure transmission in Unmanned Aerial Vehicle (UAV)—enabled mmWave
multicast systems, which is the air-to—ground (A2G) scenario. A UAV serves as an aerial base
station to transmit confidential information to multiple ground users in the presence of
eavesdroppers. We develop a comprehensive optimization framework that jointly considers
UAYV deployment and resource allocation to enhance physical layer security. Our analysis
reveals the fundamental trade—off between security and coverage, showing that user group
distribution characteristics significantly impact the optimal UAV altitude and achievable
secrecy rates. Through extensive theoretical analysis and numerical simulations, we
demonstrate that well-clustered user groups achieve superior secrecy performance at lower
UAYV altitudes, while dispersed groups require higher altitudes at the cost of reduced secrecy
rates. The proposed optimization approaches provide practical guidelines for implementing
secure UAV-aided mmWave communications while maintaining quality of service
requirements.
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