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In this dissertation, we explore various approaches to enhancing the security, privacy, and
scalability of blockchain—based access control systems in the Internet of Things (IoT)
environment. In our first work, we propose a layered Blockchain—Based Attribute—Based
Access Control (ABAC) architecture that incorporates a blockchain oracle layer and a
decentralized storage layer to achieve cost efficiency. Specifically, we offload access control
metadata to the decentralized storage layer and bridge the two layers using the blockchain
oracle layer. Experimental results demonstrate significant improvements in gas cost efficiency
compared to similar architectures, while preserving robustness and auditability due to the
previous design.

Starting from our second work, we address the privacy concern of the previous design by
introducing zero—knowledge set—membership proofs into a blockchain—based authentication
scheme. To ensure the security guarantee of the previous approach, we propose zero—
knowledge named proof, a stateless replay attack prevention strategy that ensures the user’s
anonymity against malicious administrators in a scalable manner. This approach enables users
to delegate authentication to an anonymous agent, which carries authentication proofs that can
be verified by administrators through set—-membership proofs. We evaluate the proposed
scheme’s scalability, as well as its time and monetary costs, under both ideal and realistic
environments, demonstrating its practicality. Furthermore, we extend this framework to
support a third—party authorization mechanism, highlighting its real-world applicability.

Finally, in our third contribution, we leverage the Matrix Lookup Argument (MLA), a recent
advancement in zero—knowledge proofs, to extend our previous design into a Blockchain—
Based ABAC scheme, the gold standard for access control in loT ecosystems. By representing
access control metadata as matrices and utilizing the MLA for set—-membership verification,
our scheme enables users to authenticate themselves anonymously while adhering to access
policies. We implement our work to get concrete performance and investigate the cost profile
of our proposal. Our experimental results show that this approach achieves orders—of-
magnitude improvements in proving time, exceeding 1000x for complex policies, compared to
previous techniques. This makes the proposed scheme particularly suitable for resource—
constrained IoT devices.
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