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The development of sensors and smart applances can offer many smart home services, e.g., smart
appliance control, anomaly detection, life logging, and elderly monitoring, However, data from these
devices may contain privacy-sensitive information, which could be misused by attackers using machine
learning. Previous studies applying privacy mechanisms often decrease service utility such as activity
recognition accuracy. To protect privacy-sensitive data in smart home systems using untrusted cloud
infrastructure, we propose a system with four modules: 1) smart sensors/appliances, 2) home gateways
transferring data to a cloud or edge server, 3) edge servers modifying data to protect privacy, and 4) a
cloud server storing/analyzing data to generate services. We assume a threat model where an adversary
can access data in the untrusted cloud server during certain time slots, while residents' data upload
demands vary over time. We propose two privacy mechanisms. The first is controlling the upload of smart
home data to preserve privacy while maintaining service benefits. This involves choices of upload data
type (raw or recognized activity label), upload frequency, timeslot-based risk and benefit assessment, and
optimal choices in each time slot considering trade-offs between risk and benefit. We formulate a
combinatorial optimization problem to determine the data type and upload frequency in each time slot,
considering edge server resource constraints and user preferences. A heuristic algorithm provides
semi-optimal solutions. Simulations using the CASAS dataset showed higher benefits with lower risk
compared to conventional methods, emphasizing the importance of supporting users' decisions on data
uploads to preserve privacy. The second approach uses Rényi differential privacy (RDP) to preserve
privacy but we found that using only RDP decreases data utility. Thus, we propose feature merging
anonymization (FMA) to preserve privacy while maintaining data utility by merging feature data frames
of similar activities from different homes. The expected trade-off is defined so data utility should exceed
privacy preservation, Evaluating the techniques using the HIS and Toyota datasets, FMA lowered person
identification accuracy to 73.85% and 41.18% (from 100%) while maintaining activity recognition
accuracy at 94.62% and 87.3% (compared to 98.58% and 89.28%). Further experiments explored
implementing FMA in a local server, showing the local server can still meet the expected trade-off at

some merging ratios.
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