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45 ZEHB Characterizing the Quality of Third-Party Libraries through Runnability and

Risk Assessment in the Open Source Ecosystem

%K & BODIN CHINTHANET

Third-party libraries become an important part of software development within the
open source community. These library packages provide developers with useful features
without the need to “reinvent the wheel,” with each package often depending on several others.
It is challenging for developers to choose high-quality packages and to quickly respond to their
security vulnerability fixes. The goal of this thesis is to help developers (i) choosing high-
quality packages and (ii) understanding lags from the adoption and propagation of vulnerability
fixes. In particular, the first part of this thesis investigates features that make a good Node.js
package by investigating users, contributors, and runnability of packages. The results from the
survey and the empirical study show that both users and contributors share similar views on
which features they use to assess package quality, especially by using the runnability of
packages. Also, the runnability can be predicted by using the package features. The second part
of this thesis investigates the vulnerability fixes and their lags from both package-side and
client-side. The results from the empirical studies show that most of the commits in the fixing
release are not related to the fix and lags in the adoption and propagation of those fixes depend
on factors such as the severity of the vulnerability. To help developers to prioritize the
development task and reduce the lags, I propose two prototype tools for detecting the vulnerable
codes in the software project and identifying the reachability of those vulnerable codes. Overall,
this thesis shows practical implications to help developers choose a good package and quickly
mitigate the risk of vulnerability from their dependency packages.
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