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Study on High-Accuracy and Low-Cost Recycled FPGA Detection
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Recycled field-programmable gate arrays (FPGAs) are now becoming a global
concern due to the outsourcing of the integrated circuits (ICs) manufacturing. To detect
recycled FPGA, analyzing aging-induced delay degradation in look-up tables (LUTs)
using ring oscillators (ROs) is one of the promising techniques. In this dissertation, to
enhance the detectability, we have focused on developing sophisticated RO designed to
exhaustively characterizing aging deterioration of all paths in all LUTs in the FPGAs
referred to as exhaustive fingerprint (X-FP). In X-FP analysis, the aging degradation of
each path of all LUTs in the FPGA can be accurately captured. However, there are two
potential problems with XFP analysis for efficient recycled FPGA detection. The X-FP
measurement not only increases the testing cost substantially but also yields a large
number of measured frequencies which cannot be handled by typical machine learning
(ML) algorithms when they are used as a feature vector. To tackle these challenges,
firstly we have proposed a cost-efficient recycled FPGA detection by using the virtual
probe (VP) technique. The VP technique enables the accurate prediction of spatial
process variation of all RO frequencies on a die as a fingerprint (FP) by using a very
small number of the testing circuits. Secondly, to handle a large number of feature
vectors in the ML-based detection, we have analyzed FP using with-in die (WID)
variation modeling. WID modeling based feature engineering method efficiently detects
the recycled FPGA with reduced database maintenance cost. Finally, VP and WID
methods are incorporated into the X-FP technique to obtain the combined effect in
recycled FPGA detection. The integration of these three approaches significantly
reduces the cost of testing with high-quality recycled FPGA detection.
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