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Variation-Aware Hardware Trojan Detection through Power Side-channel Analysis
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Hardware Trojans (HTs) are the malicious additions or modifications of circuit
elements: The purpose of this dissertation is to improve the HT detection sensitivity in
ICs using power side-channel analysis. This dissertation presents three detection
techniques in power based side-channel analysis by increasing Trojan-to-circuit power
consumption and reducing the variation effect in the detection threshold.

In the first method, a Golden IC based detection technique hés been developed and
an increased T rojan—to—circuit power consumption has been attaiﬁed by a fine-grain scan
based partitioning. Though Gblden IC based detection suffers from both inter-die and
intra-die variations, the sufficiently small partition size reduces the inter-die variation
effect in the power consumption ratio. However, controlling the flip-flops in a segment
requires a significant amount of extra hardware. The additional constraint of Golden IC
free detectlon poses yet another- challenge. These two issues have been addressed in the
second proposed method by developlng a novel clock tree driven circuit partitioning
techmque. The proposed equal-power self~referenc1ng technique results in elimination
of inter-die variation effects and increases detection sensitivity. To get a heightened
detection sensitivity, the detection threshold has been reduced further in the third
proposed method by addressing the intra-die systematic variation effect and by selecting
a set of patterns that delivers a full toggling coverage.

Incorporating three proposed methods demonstrated that a realistic fine-grain
circuit partitioning and an improved pattern set to increase' HT activation chances can

magnify Trojan detectability.
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