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Pairings on Hyperelliptic Curves of Genus 2 at High Security Levels
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Pairings on hyperelliptic curves including elliptic curves have been applied to many
cryptographic schemes (e.g., functional encryption and its varieties), and the various
optimization methods that increase the speed of pairing éomputations have been
exploited. In contrast to pairings on elliptic curves, hyperelliptic curves are not
considered to be more efficient than elliptic curves for constructing general pairings.
However, the extent of the difference between pairings on elliptic curves and pairings
on genus 2 hyperelliptic curves has not been clarified.

This dissertation is aimed at clarifying this difference by first examining suitable
pairing-friendly genus 2 curves for pairing purposes. Other researchers have pro- posed
the construction of genus 2 curves, we show that the Kawazoe—Takahashi families of
curves are the most efficient for constructing pairing at 192- and 256- bit security levels.
and also provide the cost estimations of several pairings on the curves.

Furthermore, we exploit a new variant of Weil pairing with an automorphism and
‘propose an effective calculation method. This is the first detailed evaluation of pairings

on genus 2 hyperelliptic curves at the high security levels.
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1.  fE$ 2 © pairing—friendly ZREBFAEHEHKRICEVTEEX 2D T 4 LUV, 1B, 192,
256-bit EX a2 VT 4 LARMCEBTHNT I VI OBEEEEL, R#ERRRE LT
Kawazoe-Takahashi BRSSO LNZ L &R LTE.

2. HBEFXF2UT 4 LI EWT, #8722 Kawazoe-Takahashi HEARD/XT A X ZFEL,
Tate—type ~X7 U > 7BV Tid twisted Ate X7 U v I B R CTHDHZ L &BRL,
FOHEHMRaR MMAiA 5 272, BIZ, XUFv—2 T A ML BEE LR EE 5
%, AARNHEEEDET, BFOBEMKRLORT Y 7§ 5 e ML 5 2 72

3. EFHEIXbFOSNESHRECFEEEHAVE Weil-type X7 U ¥ 7 OHFKIZOWT, FEHEBRT
BONTOEREZIREL, i 2 OBBMHRELFIE L7258 b Weil X7V 7 OE
ELTHERRT IV IR/ SZ L&A L. BIZ, Kawazoe-Takahashi Mg % A
T, TOHBREEERA W= Weil-type X7 U > 7 ERMIZFEFHE/2 2 & ORI
HE5x7-.

ISR 2 OBBHER EORT U ST OoNnTEHO TORERNRFEICLHRETHY,

Zhic kY, BREEEERE LORT Y o7 LR A AWIZIEE L OMRRENALNTRY, FE

MEIIZBNT, 7V TG R T 5ROBEER—oDHIEZ 525 b0 HFTE L. %

T, BERIBRLIZRT V7 OmBbFIEL SBOFEEX 2T 4 LVIZBIT LT Y v

J ORERUICIBNTHBEARRETH Y, FCE CRBEZ AW Weil-type X7 U > 71T 20T

Tate-type X7 U 7 & B L TR Y BRANTHER TEX D REEMERH 5.
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