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The detection of network anomalies is an indispensable component of
overall security architecture. As sophisticated attacks grow exponentially,
preserving security with signature-based Network Intrusion Detection
Systems (NIDS) may not sufficient because they cannot detect unknown and
new attacks. In this dissertation, we propose two novel network anomaly

detection methods: S-transform-based and Rényi divergence-based methods.

The S-transform-based anomaly detection method uses S-transform to
convert a traffic signal (e.g., packet rate) to a time-frequency domain and
the method then detects unusual time-frequency behavior caused by
anomalies in the time-frequency domain. The results indicated that our -

improved method provided higher accuracy and lower false positive rates.

The Rényi divergence-based anomaly detection method can detect
anomalies based on the Rényi diyergence of the port pair distributions. The
results indicated that our feature completely outperformed the four
widely-used features, namely the distributions of source IP, destination IP,
source port, and destination port in terms of both accuracy and false positive
rates. Lastly, we compared the performance of our method with a
Kullback-Leibler (KL) divergence-based anomaly detection method. The
results indicated that our method could detect anomalies with 96% accuracy

and was more effective than the KL divergence-based method.
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