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Nowadays, fault tolerance has been playing a progressively important role in covering
increasing soft/hard error rates in electronic devices that accompany the advances of process
technologies. Research shows that wear-out faults have agradual onset, starting with a
temporal/transient fault and then eventually leading to a permanent fault. Error detection is
thus a requiréd function to maintain execution correctness. Currently, however, many highly
dependable methods to cover permanent faults are commonly over-designed by using very .
frequent checking, due to lack of awareness of the fault possibility in circuits used for the
pending executions. |
In this dissertation, to address those issues, a technique has been proposed to add check
instructions selectively ‘on the data-path, where a metric has been introduced for permanent |
defects, as operation defective probability (ODP), to quantitatively instruct the check
operations being placed only at critical positions. By using this selective checking approach, I
can achieve a near-100% dependability by having about 53% less check operations, as
compared to the ideal reliable method, which performs exhaustive checks to guarantee a
zero-error propagation. By this means, I am able to reduce 21.7% power consumption by
avoiding the non-critical checking inside the over-designed approach.

Further, by additionally taking the data importance into account, extra energy savings is
possible from the current over-designed fault tolerable systém. Partial redundancy is a
well-used method to cover single event effects (SEEs) on critical data while leaving less
important data unprotected. Under a low SEE rate, the method can provide a good
cost-effective fault tolerance, while many silent data corruptions (SDCs) may occur under a
high fault rate due to incompléte fault coverage. | |

Thus, a system-level approach is proposed to additionally cover SDCs in a partial redundancy
by a light-weighted error prediction. Simulation results under a stress radiation test condition
show that with an average 8% cost in energy consumption, which can reduce the SDC rate

from 12% to 0.37%, for the workloads those have been studied.
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