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The global communication market is rapidly moving toward IP (Internet Protocol)
telephony. Similar to other IP-based applications, it is vulnerable to several attacks.
Therefore, security concerns become more important for users and service providers. In
this dissertation, real-time attack detection systems are proposed to protect the IP
telephony against Spam over Internet Telephony (SPIT) and Session Initiation Protocol

(SIP) flooding attacks. It consists of three main contributions.

First, a trust-based SPIT detection based on calling behavior and human
relationships is introduced to classify calls. A call duration and its direction as well as a
calling ratio of each user are used to calculate ‘a trust value. This trust value is
automatically adjustable according to the call characteristics in order to keep track of a

current user's behavior and avoid bias in trust value assignment.

Second, \an anomaly-based SIP flooding attack detection system is proposed to
detect a significant deviation in SIP traffic. Three statistical algorithms are used to
analyze incoming traffic to a server: an application of Tanimoto Distance, an adaptive
threshold, and a Momentum Oscillation Indicator. Due to a stateless and low
computational cost of these algorithms, the proposed system can classify traffic in
nearly real-time that is suitable for an IP telephony system.

Lastly, false positive alarms of the flooding attack detection are reduced by using
a trust filtering. A reliable trust value is calculated through the call activities and the
human behavior of each user. The trust value of suspicious callers will be checked

before raising any alarm.
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