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Abstract

Pairings on hyperelliptic curves including elliptic curves have been applied to

many cryptographic schemes (e.g., functional encryption and its varieties), and

the various optimization methods that increase the speed of pairing computations

have been exploited. In contrast to pairings on elliptic curves, hyperelliptic curves

are not considered to be more efficient than elliptic curves for constructing general

pairings. However, the extent of the difference between pairings on elliptic curves

and pairings on genus 2 hyperelliptic curves has not been clarified.

This dissertation is aimed at clarifying this difference by first examining suit-

able pairing-friendly genus 2 curves for pairing purposes. Other researchers have

proposed the construction of genus 2 curves, we show that the Kawazoe-Takahashi

families of curves are the most efficient for constructing pairing at 192- and 256-

bit security levels and also provide the cost estimations of several pairings on the

curves.

Furthermore, we exploit a new variant of Weil pairing with an automorphism

and propose an effective calculation method.

This is the first detailed evaluation of pairings on genus 2 hyperelliptic curves

at the high security levels.
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1. Introduction

Pairing-based cryptosystems have now become a major research topic in cryp-

tography and have attracted more attention because of the increasing interest in

the efficient cryptographic protocols with pairings, e.g., ID-based cryptography.

Modern public-key cryptosystems which are widely used in the implementation

of SSL/TLS today are based on the Diffie–Hellman key exchange protocol [29]

on a multiplicative cyclic group in a finite field or an elliptic curve group, or the

RSA cryptosystem [75].

The traditional cryptosystems, such as RSA and elliptic curve cryptography

run fast and effectively enough to establish secure communication in the Internet.

Such cryptosystems, however, have limited functionality. Instead, pairing-based

cryptosystems are more costly since a cryptographic pairing itself has more com-

plicated mathematical structure and its calculation cost is considerably high.

Thanks to the mathematical features, pairings can be utilized to design efficient

cryptographic protocols which have not been provided by the traditional primi-

tives. Some pairing-based cryptosystems can be utilized in cloud computing with

ensuring the security of cloud services.

This dissertation explores cryptographic pairings that are used to build pairing-

based cryptosystems. Especially, the pairings on hyperelliptic curves of genus 2

are analyzed to clarify the most efficient construction of pairings and their de-

tailed calculation cost. The main contribution of this dissertation is to reveal the

extent of the difference in the performance of a pairing between the elliptic and

genus 2 cases.

The next section describes a short history of cryptographic pairings and basic

pairing-based cryptographic schemes. In Section 1.2, the motivations and objec-

tives of this research are given. The detailed contribution of this research are

showed in Section 1.3 with describing the organization of this dissertation.

1.1 Cryptographic Pairings

1.1.1 Hyperelliptic Curve Cryptography and Pairings

Elliptic curve cryptography (ECC) was proposed independently by N. Koblitz [60]

and V. Miller [68]. The fundamental building block for ECC is the elliptic curve
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discrete logarithm problem (ECDLP) which is the following computational prob-

lem. For an elliptic curve E defined over a finite field Fq and points P,Q P EpFqq,
find an integer a satisfying Q “ aP , if any.

Koblitz [61] suggested a hyperelliptic cryptosystem using Jacobians of hyper-

elliptic curves as arithmetic generalizations on groups of elliptic curves. As in the

case of using an elliptic curve, the discrete logarithm problem in Jacobian of a

hyperelliptic curve which is called hyperelliptic curve discrete logarithm problem

(HCDLP) can be used for designing some cryptographic protocols with hyper-

elliptic curves. Arithmetic on Jacobians of hyperelliptic curves is more complex

than on elliptic curve groups. Alternatively, we can use smaller finite fields, i.e.,

we can employ smaller size keys by using higher genus curves to achieve the same

level of security.

Pairings have been studied in the mathematical research areas e.g., algebraic

number theory and algebraic geometry [73]. The pairing on elliptic curves can

be found in [84]. Especially, the Weil pairing and its detailed properties were

described in [84, Section III.8]. For an elliptic curve E and the Weil pairing e

over Errs which is the r-torsion subgroup of E, the Weil pairing has the following

basic properties [84, Proposition 8.1]:

1. It is bilinear:

epP1 ` P2, Qq “ epP1, QqepP2, Qq,

epP,Q1 ` Q2q “ epP,Q1qepP,Q2q.

2. It is alternating:

epP, P q “ 1.

3. It is non-degenerate:

If epP,Qq “ 1 for all P P Errs, then Q “ O where O is the point at infinity.

The bilinearity is the most important feature for building applications with cryp-

tographic pairings.

Pairings on elliptic curves or higher genus curves have attracted significant

attention and have been applied to many cryptographic schemes, such as ID-

based cryptography. Generally, calculation methods for pairings are complex and
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the cost of pairings is considerably higher than that of arithmetic on curves. In

addition, the cost is considerably higher when using algebraic curves of higher

genus.

1.1.2 Public-Key Cryptosystems Using Pairings

In the literature, pairings were first used to attack elliptic curve cryptosystems

on supersingular curves [66]. In addition, many cryptographic schemes with

pairings have designed so far. Some applications of pairings were initiated by

Sakai et al. [77] that constructed the efficient identity-based encryption firstly,

by Verheul [91] that used the Weil pairing on supersingular elliptic curves for

the certificate systems, and by Joux [52] that offered the protocol for three-party

Diffie–Hellman key exchange. Indeed, the three-party Diffie–Hellman key ex-

change protocol can be designed with a pairing e as follows:

Suppose that three people, Alice, Bob, and Carl want to share a secret

value for the key. At first Alice, Bob, and Carl agree to use an elliptic curve

E and points P,Q on E. Alice chooses a secret integer a and computes

paP, aQq, and publish paP, aQq. Similarly, Bob and Carl publish pbP, bQq

and pcP, cQq, respectively.

In order to compute the shared value, Alice computes the pairing

epbP, cQqa “ epP,Qqabc

with her secret integer a. Bob can obtain the shared value with computing

epaP, cQqb “ epP,Qqabc,

and Carl computes the value

epaP, bQqc “ epP,Qqabc.

Consequently, Alice, Bob, and Carl shared the secret value epP,Qqabc by

using the pairing e.

Note that symmetric pairings ê with distortion maps ϕ where êpP, ϕpP qq ‰ 1 have

been considered for designing pairing-based protocols. However such pairings are

not appropriate to use or inefficient at high security levels at the present time.
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By using the bilinearity of the above Weil pairing e, we can consider the

bilinear Diffie–Hellman (BDH) problem:

given P, g P Errs, ga, gb, where 1 ď a, b ă r, to compute epP, gqab.

Many pairing-based cryptosystems work under the BDH assumption which means

no polynomial time algorithm can achieve non-negligible advantage in computing

the BDH problem.

Identity-based (ID-based) cryptography is the fundamental pairing-based pro-

tocol based on BDH assumption. In ID-based cryptosystems, a user’s public key

can be chosen by themselves where the key identifies the user, for instance their

email address is used. Practical ID-based cryptosystems were offered by [19, 77],

here is the basic system by Boneh and Franklin in 2001 [19].

Setup:

A trusted authority (key generation center) publishes an elliptic curve

E, the modified Weil pairing ê : G1 ˆ G1 Ñ G2 on E, a cryptographic

hash function H1 : tIDu Ñ G˚
1 , and a cryptographic hash function

H2 : G2 Ñ t0, 1un for some n.

Pick a random integer s (master secret key) and publish P and sP

where P is a random generator in G1.

Private key extraction:

A user chooses a public key ID.

The trusted authority computes QID “ H1pIDq P G1, and set the

private key dID “ sQID.

Encryption:

In order to encrypt a plain text m under the public key ID, compute

QID “ H1pIDq, choose a random integer r, and set the cipher text to

be

C “ prP, m ‘ H2pêpQID, sP qrqq.

Decryption:

4



For a cipher text pU, V q encrypted using the public key ID, compute

V ‘ H2pêpdID, Uqq “ m

to decrypt.

Many other pairing-based cryptosystems have been developed: proxy re-

encryption [6, 65], broadcast encryption [20], short signature [21], attribute-based

encryption [43, 76], functional encryption [22].

1.2 Motivations and Objectives of This Research

Pairing-based cryptography has attracted attention since there are many useful

cryptographic protocols with pairings as described in the previous section. In the

literature, pairings on hyperelliptic curves are not considered to be more efficient

than elliptic curves for constructing general pairings. In contrast to pairings

on elliptic curves, hyperelliptic curves are not considered to be more efficient

than elliptic curves for constructing general pairings [38]. Hyperelliptic curves,

however, have some features that can be considered advantageous for pairings

listed in [7] as open problems as an extension of those in [38]. For instance, the

automorphism groups of genus 2 curves are larger in size, and have twists of a

higher degree. Therefore, construction of the most efficient pairing for a given

genus 2 curve and the extent of the difference between the elliptic and genus 2

cases remain unclear.

This dissertation is aimed at clarifying this difference by first examining suit-

able pairing-friendly genus 2 curves for pairing purposes. Other researchers have

proposed the construction of genus 2 curves [37, 47, 54, 58]. Our work focuses on

the Kawazoe-Takahashi families [58] of curves for which we evaluate the costs in

detail.

Scott [79] noted that the Weil pairing may become more efficient than the Tate

pairing at a high security level since the cost of arithmetic in the extension field

is much higher and the final exponentiation is unnecessary for Weil pairing. We

undertook to compare different methods for the computation of various pairings

on genus 2 curves by evaluating a Weil-type pairing with an efficiently computable

automorphism in addition to Tate-type pairings. Our research led to the proposal
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of a new variant of Weil pairing with an automorphism and in this paper an

effective calculation method for the pairing was provided.

1.3 Contributions

This dissertation comprehensively explores pairings on hyperelliptic curves of

genus 2. To reveal the state-of-the-art results of previous works on pairings,

Chapter 2 first reviews the definitions and fundamental properties of pairings,

and introduce the state-of-the-art pairing-friendly curves of genus 1 and 2.

The main contributions are outlined with describing the organization of this

dissertation.

1. A selection of appropriate curves for an effective pairing is revealed in Chap-

ter 3. The selection is done by examining which optimization methods for

reducing the cost of computing a pairing can be applied to the case of us-

ing pairing-friendly curves of genus 2. The Kawazoe-Takahashi families of

curves are an optimum choice for an effective pairing at the 192- and 256-bit

security levels.

2. Detailed cost estimation of pairings on Kawazoe-Takahashi curves at the

192- and 256-bits security levels are provided in Chapter 5. Efficient con-

structions of the pairings is analyzed carefully, and one can see that the

twisted Ate pairing is the best choice. For the twisted Ate pairing, the

scaled cost is approximately 3.6 and 4.4 times more than the cost of pairing

on the BLS12 curve at the 192-bit security level and on the BLS24 curve

at the 256-bit security level, respectively.

In addition, the benchmark results of the pairings on the Intel 64-bit plat-

form are reported in Chapter 6. By using the library mcl which can generate

optimum codes for field arithmetic and implementing multiplications in the

first quadratic extension field in the lazy reduction way, the latency of our

pairing is approximately 4 higher than the state-of-the-art in elliptic case

for the 192-bit security level.

This is the first comprehensive study of the detailed evaluations of pairings

on genus 2 curves at the high security levels.
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3. A new invariant of Weil-type pairing with an efficiently computable auto-

morphism of a curve is proposed in Chapter 4. This result can be considered

as a generalization of the methods that were used to construct the omega

pairing on the elliptic curve by Zhao et al. [95]. Furthermore, this approach

enables the Weil-type pairing in the Hess-Vercauteren framework. An ef-

fective method for computing the pairing which is evaluating the Miller

function at effective parts of input divisors without normalizing the Miller

function was provided.
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2. Pairings on Hyperelliptic Curves of Genus 1

and 2

This chapter presents the previous works of pairings on genus 1 and 2 hyperelliptic

curves. An overview of constructions of pairings and pairing-friendly hyperelliptic

curves of genus 1 and 2 are given. Then the state-of-the-art results of pairings

are described.

2.1 An Overview of Pairings

This section presents an overview of the various pairings on hyperelliptic curves.

Let C be a hyperelliptic curve defined over Fq and let JacCp» Pic0Cq denote the

Jacobian variety of C. Let r be a positive integer and Fqk be an extension field of

Fq such that r|pqk ´ 1q and JacCpFqkq contains no elements of the order r2. The

smallest integer k, which holds the above condition is known as the embedding

degree of JacC with respect to r. For a divisor class D P JacCpFqkqrrs, fr,D is

known as the Miller function and denotes a rational function associated with

the principal divisor rD. In general, for an integer i, the Miller function fi,D is

defined as a rational function with divisor

pfi,Dq “ iD ´ ρpiDq,

where ρpDq is the reduced divisor, which is equivalent to D. Note that we also

denote ρpiDq by risD.

Let D and E “
ř

nPP be divisors with disjoint support. Then the modified

Tate-Lichtenbaum pairing t is defined as follows:

t : JacCpFqkqrrs ˆ JacCpFqkqrrs Ñ µr Ă Fqk

pD,Eq ÞÑ fr,DpEqpqk´1q{r “

˜

ź

P

fr,DpP qnP

¸pqk´1q{r

,

where µr is the group of r-th roots of unity.

The map t is bilinear and non-degenerate, and the value of t is independent

of the representation of the divisor classes. After we evaluate the Miller function

8



fr,D at E, we need to perform the final exponentiation to obtain the pairing value

fr,DpEqpqk´1q{r.

One can also define the Weil pairing

e : JacCpFqkqrrs ˆ JacCpFqkqrrs Ñ µr Ă Fqk

pD,Eq ÞÑ
fr,DpEq

fr,EpDq
.

There is no final exponentiation when computing the Weil pairing.

By limiting the domains of pairings to the eigenspaces of the Frobenius map,

more efficient pairings known as Ate pairings [44] and twisted Ate pairings [92],

which have a shorter Miller loop, were exploited. These pairings are examples of

Hess-Vercauteren (HV) pairings [7] constructed by Hess [49] and Vercauteren [90]

as a general framework for pairings on Frobenius eigenspaces.

Let π be the q-th power Frobenius map. We take G1 and G2, which are

subgroups of JacCpFqkq, as follows,

G1 :“ JacCpFqkqrrs X ker pπ ´ r1sq,

G2 :“ JacCpFqkqrrs X ker pπ ´ rqsq.

Note that the group G1 is included in JacC over the defining field Fq and G2 is

contained in JacCpFqkqzJacCpFqq.

We consider hpxq “
n
ř

i“0

hix
i P Zrxs such that hpsq ” 0 pmod rq for an integer

s, and a generalized Miller function fs,h,D, which is any function with

n
ÿ

i“0

hiρpsiDq.

Let s ” qi pmod rq for some j P Z. We then obtain the HV pairing [7, Theorem

4.1]

as,h : G2 ˆ G1 Ñ µr

pD2, D1q ÞÑ fs,h,D2pD1qpqk´1q{r

satisfying

as,hpD2, D1q “ tpD2, D1q
hpsq{r,
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where D1 is disjoint from D2. as,h is non-degenerate if and only if hpsq ı 0

pmod r2q. Since it is possible to select a polynomial hpxq, where |hi| ď r1{φpkq [90],

the HV pairing is a product of Miller functions with loop length plog rq{φpkq,

which is the optimal loop length.

If C has a twist Ct of degree d, i.e., d is the minimal integer satisfying that

there exists an isomorphism ϕ : Ct Ñ C over Fqd , then a twisted version of the

HV pairing and the Weil pairing in the HV framework exists [7, Remark 4.4],[49,

Theorem 1]. In the twisted case, we remark that the automorphism rξmsπe plays

an important role, where m “ gcdpk, dq, e “ k{m, and ξm is a unique primitive

m-th root of unity. For more details, see [92, 50]. Then rξmsπe acts on G2 as

r1s (i.e., the identity map) and rξms acts on G1 as rqes (i.e., rξmsπe acts as rqes);

therefore, we can reverse the roles of G1 and G2 in HV pairings.

For se “ pei pmod rq, we then have that

atwist
se,h : G1 ˆ G2 Ñ µr

pD1, D2q ÞÑ fse,h,D1pD2q
pqk´1q{r,

and

ese,h : G1 ˆ G2 Ñ µr

pD1, D2q ÞÑ
fse,h,D1pD2q

fse,h,D2pD1q

satisfying

atwist
se,h pD1, D2q “ tpD1, D2q

hpsq{r, ese,hpD1, D2q “ epD1, D2q
hpsq{r

are also bilinear and non-degenerate pairings [49, Theorem 1].

In general, the above twisted HV pairing atwist
se,h

and the Weil-type HV pairing

ese,h cannot be computed as a product of Miller functions with an optimal loop

length for e ą 1. Aranha et al. [2, 5] provided the β Weil pairing

β : G1 ˆ G2 Ñ µr

pD1, D2q ÞÑ

e
ź

i“0

fq,h,rqisD1
pD2q

fq,h,D2prqisD1q
,

which can be computed as 2e generalized Miller functions with an optimal loop

length. In [2], the authors showed that the β pairings on various families of
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pairing-friendly elliptic curves are well-suited for computing a single pairing in

parallel on a multi-processor.

2.2 Pairing-Friendly Curves

Curves with somewhat small embedding degree and large prime-order subgroup

of their Jacobian variety are suitable for constructing secure and efficient pairings.

For a JacCpFqkqrrs, the size of prime order r and the size of extension field Fqk
must be larger than corresponding key sizes determined by each security level.

The detailed security levels and the corresponding bit size of keys are described in

Section 3.1. ρ “ pg log qq{ log r is known as the ρ-value, which is a characteristic to

indicate their effectiveness for constructing a pairing. The definitions of pairing-

friendly can be found in some literature. By [35, Definition 2.3], an elliptic curve

EpFqkq is pairing-friendly if the following condition hold:

1. there is a prime r ě
?
q dividing 7EpFqkq, and

2. k ă plog2 rq{8.

And Balakrishnan et al. [7, Section 3.1] noted that a Jacobian variety is pairing-

friendly if it holds that

k ď 60 and r ą 2160.

This section briefly reviewed pairing-friendly curves on elliptic and genus 2

hyperelliptic curves.

2.2.1 Pairing-Friendly Elliptic Curves

In the elliptic case, Freeman et al. [35] provided the comprehensive taxonomy

of pairing-friendly curves including their original constructions. The essential

method for constructing hyperelliptic curves is the complex multiplication (CM)

method [85].

For constructions of supersingular curves, their cardinality can be computed

easily. It is therefore easy to construct the curves. However, the supersingular

curves with high embedding degree can be defined only the fields of small charac-

teristics, there is no hope to obtain an effective pairing on these curves as noted

in Section 3.1.
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Cocks and Pinch offered an algorithm for constructing pairing-friendly (ordi-

nary) curves with arbitrary embedding degree in their unpublished manuscript [27].

Note that the Cocks-Pinch method can be generalized for constructing hyperel-

liptic curves with higher genus [34, 36]. Brezing and Weng [25], and Baretto,

Lynn and Scott [14] proposed the methods that construct parametric families of

pairing-friendly curves where cardinalities of defining fields qpxq and prime orders

rpxq are parametrized. In the elliptic case, we have the following suitable families

of pairing-friendly curves: Kachisa-Schaefer-Scott (KSS) [55], Barreto-Naehrig

(BN) [15], and Barreto-Lynn-Scott (BLS) [14]. They have 1 ď ρ ă 2.

2.2.2 Pairing-Friendly Hyperelliptic Curves of Genus 2

In the genus 2 case, we do not have an optimal (i.e., the ρ-value is approximately

1) pairing-friendly approach yet. Freeman [34] proposed the construction of genus

2 curves of the prescribed embedding degree with a ρ-value around 8. Free-

man and Satoh [37] constructed pairing-friendly genus 2 curves by using pairing-

friendly elliptic curves over a finite extension of the base finite field. Kawazoe and

Takahashi [58] provided an algorithm for constructing genus 2 curves of the form

y2 “ x5 `ax by the closed formula for their Jacobian properties. An extended re-

sult for [58] is given by [54]. The result by Guillevic and Vergnaud [47] can be con-

sidered as a generalization of [37, 58]. The curves constructed by [37, 47, 54, 58]

have ρ-values in the range 2 ă ρ ă 4. Appropriate pairing-friendly genus 2

curves (cyclotomic families of curves obtained by the Brezing-Weng method) are

presented in Table 1 in [47].

2.3 State-of-the-Art

This section reports the state-of-the-art of pairings on genus 1 and 2 curves with

a focus on high security levels.

2.3.1 Pairings on Elliptic Curves

In the elliptic case, many pairings have been exploited, and many fast implemen-

tations of pairings at high security levels have been considered. For the 128-bit

security level, an optimal Ate pairing on BN curves [15] is ideally suitable and
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several implementation results for the pairings are proposed [17, 31, 56, 71]. As

noted previously, Aranha et al. [2] showed the optimum choice of curves for a fast

pairing at the 192-bit security level is the BLS family of embedding degree 12.

Scott [81] offered many important results of pairing implementations on pairing-

friendly families of curves. Scott used BLS24 curves for the 256-bit security level,

and this is the best choice in this case.

It is also important to consider an effective method of fixed-argument pairings

or products of pairings for a particular protocol [78, 81]. Zhang and Lin [93] ana-

lyzed which curves are suitable for computing products and quotients of pairings.

According to their results, the best choice is KSS16 curves for the 192-bit security

level, and BLS27 curves might be better for the 256-bit security level.

The table 1 shows the recommended choice of pairings on elliptic curves.

Table 1. Recommended pairings on elliptic curves at high security levels

Security level Pairing

128 optimal Ate on BN12 curves

192 optimal Ate on BLS12 curves

256 optimal Ate on BLS24 curves

2.3.2 Pairings on Genus 2 Curves

In [26, 74], a supersingular genus 2 curve with embedding degree k “ 4 is used

for evaluation of the pairings. Their curves, however, are not suitable for high

security levels.

The pairing on a genus 2 curve competitive with pairings of elliptic curves

for the first time was the ηT pairing on the supersingular curves over binary

fields [12]. Galbraith et al. [41] showed the explicit supersingular curve equations

with embedding degree k P t4, 5, 6, 12u. For k “ 6, a given curve C : y2 “ x6 ` 1

is one of real model curves. Galbraith, Lin and Mireles Morales [39] provided an

R-ate [64] pairing on C for the 80-bit security level.

Fan et al. [32] proposed a modified Tate pairing on a family of ordinary curves

with embedding degree k “ 4 with an efficiently computable automorphism. They

evaluated the pairing for the 80-bit security level. In this research, a Weil-type
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pairing with an efficiently computable automorphism is given in Section 4, and

this pairing is more effective for high security levels.

A Twisted Ate pairing on genus 2 curves is defined by Zhang [92]. In the

literature, the ordinary curves with twists of degree 8 are used to construct Ate

and twisted Ate pairing without any detailed cost estimation.
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3. Selection of Appropriate Genus 2 Curves for

Efficient Pairings

This chapter considers how we should select a pairing-friendly genus 2 curve for

constructing an efficient pairing. At first the target security level is clarified, and

then several methods for speeding up pairings are explained. The requirements

for constructing a fast pairing with an appropriate pairing-friendly curve are

organized in order to facilitate the selection of appropriate curves.

3.1 Security Levels

For the r-torsion subgroup of Jacobian variety JacCpFqqrrs and the embedding

degree k, the bit lengths of r and qk should be at least 384 and 7936, respec-

tively [18, NIST and ECRYPT II Recommendations], to construct a pairing at

the 192-bit security level. For the 256-bit security level, the bit lengths of r and

qk should be at least 512 and 15424, respectively. The table 2 shows key sizes,

that are size of subgroups r and size of extension fields qk, and embedding degrees

with various ρ-values for desired security levels. Note that genus g in the table

should be 1 or 2.

Table 2. Recommended key sizes for pairings at desired security levels follow-

ing [18, NIST and ECRYPT II Recommendations]

Security Subgroup Extension field Embedding degree pkq

level size prq size pqkq ρ « 1 ρ « 2 ρ « 3 ρ « 4

128 256 3248 12.7g 6.3g 4.2g 3.2g

192 384 7936 20.6g 10.3g 6.9g 5.2g

256 512 15424 30.1g 15.0g 10.0g 7.5g

Recently, a major theoretical and practical breakthrough in the computation

of discrete logarithms in finite fields of small characteristics and also other fields

was made [8, 10]. As a result, type 1 [40] (symmetric) pairings defined on su-

persingular curves over finite fields of small characteristics have been vulnerable.

Note that the most efficient pairing on genus 2 curves was an ηT pairing over

the binary field [12]. Some type 1 pairings, however, still exist and are obtained
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by using supersingular curves over large characteristic fields in the elliptic case

[89, 94] and in the genus 2 case [39] that are unsuitable for achieving high secu-

rity levels because of their small embedding degrees. We should therefore select

ordinary pairing-friendly curves of genus 2 for our pairings.

Very recently, Kim and Barbulescu [59] provided a new variant of the Num-

ber Field Sieve algorithm which is known as exTNFS (extended tower number

field sieve) for discrete logarithms in Fpn and improved the asymptotic com-

plexity. Their proposal method improved the polynomial selection by combin-

ing the TNFS (tower number field sieve) [11] construction with the conjugation

method [9]. Furthermore, the methods sTNSF [53] and sexTNFS [51, 59] for

the characteristic p which has a special form affect the key length of pairings on

families of pairing-friendly curves. For the usual LQ-notation

LQpℓ, cq “ exp
`

pc ` op1qqplogQqℓplog logQq1´ℓ
˘

where FQ “ Fpn , the current key sizes are chosen for the asymptotic complexity

given by LQp1{3, p64{9q1{3q. For the case that p has a special form which is given

by a polynomial, we should use LQp1{3, p32{9q1{3q asymptotic complexity by the

sexTNFS algorithm.

Hence we should extend the size of extension fields Fpk for constructing a

secure pairing in future. However, it remains too early to determine the bit sizes

of the keys for the security levels with their complexity formulas. We therefore

take the key sizes described as above for our pairings.

3.2 Speeding Up Pairings

Many techniques for speeding up computations of pairings have been exploited in

the literature. For the Tate pairing tpD1, D2q “ fr,D1pD2q
pqk´1q{r where D1, D2 P

JacpFqkqrrs, the Miller function evaluated at D2: fr,D1pD2q can be computed by

the following standard Miller’s algorithm.

For f computed by Miller’s algorithm, we obtain the desired value by per-

forming the final exponentiation f pqk´1q{r.
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Algorithm 1 Miller’s algorithm

INPUT: A Reduced divisor D1 P JacCpFqkqrrs and a divisor D2 P JacCpFqkqrrs

where D1 X D2 “ H, and an integer s “
N
ř

i“0

si2
i

OUTPUT: fs,D1pD2q

1: D Ð D1

2: f Ð 1

3: for i “ N ´ 1 downto 0 do

4: Compute r2sD and line function G where r2sD “ 2D ´ divpGD,Dq

5: D Ð r2sD

6: f Ð f 2 ¨ GD,DpD2q

7: if si “ 1 then

8: Compute ρpD ` D1q and line function G where ρpD ` D1q “ D ` D1 ´

divpGD,D1q

9: D Ð ρpD ` D1q

10: f Ð f ¨ GD,D1pD2q

11: end if

12: end for

13: return f

3.2.1 Field Constructions

Koblitz and Menezes [62] proposed pairing-friendly fields Fpk (not to be confused

with pairing-friendly curves) where p “ 1 pmod 12q and k is of the form 2i3j. In

this case, Fpk can be constructed by an irreducible polynomial xk ´ α where α is

neither a square nor a cube in Fp.
As noticed in [16, Section 4], the condition that p “ 1 pmod 12q is not appli-

cable to some cases of pairing-friendly elliptic curves. Instead, Benger and Scott

proposed a towering-friendly field Fqm [16, Definition 2] where q is a prime power,

for which all prime divisors of m also divide q´ 1. Then a towering-friendly field

Fqm is the tower of sub-extensions which can be constructed by binomials. We

can therefore implement a pairing effectively in a towering-friendly field.
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3.2.2 Squaring in Cyclotomic Subgroups

In the literature, cyclotomic subgroups of the multiplicative group of finite fields

have been used for compressing representation of elements in the cyclotomic sub-

group for public-key cryptosystems [82, 86, 87]. Granger and Scott [46] extended

the methods to perform arithmetic, especially a squaring in the extension field

using the cyclotomic subgroups offered by [88, 45]. Indeed, they showed that a

squaring in the order Φ6pqq cyclotomic subgroup of Fq6

GΦ6pqq “ ta P Fq6 | aΦ6pqq “ aq
2´q`1 “ 1u

requires 3 squarings in Fq2 in q “ 1 pmod 6q.

Karabina [57] provided a new squaring formulae and comprehensive squar-

ing formulas in GΦ6pqq including the results by Granger and Scott by computing

Gröbner bases. These squaring formulas are effective for performing a final ex-

ponentiation since gΦkpqq “ 1 for g “ f
qk´1
Φkpqq where

f
qk´1
r “ f

qk´1
Φkpqq

¨
Φkpqq

r . (1)

If q “ 1 pmod 6q and k is divisible by 6, we can apply the squaring methods to

compute the exponentiation g
Φkpqq

r (the hard part of the final exponentiation).

3.2.3 Final Exponentiation

As noted in the previous subsection, the final exponentiation (1) can be divided

into two parts, i.e., computing g “ f
qk´1
Φkpqq and computing g

Φkpqq

r which is known

as the hard part. It is easy to compute g since this computation can be performed

with pi-Frobenius effectively.

For simplicity, we suppose that q “ p. For given parameters r, p, and k, the

dedicated methods for performing the hard parts has been exploited [28, 48].

Scott et al. [83] presented a procedure to speed up a hard part with computing

vectorial addition chain for performing a multi-exponentiation. Especially, their

method is useful for families of curves, that is, the case that parameters rpxq

and ppxq is parametrized by a variable x [4, 17]. Their method can be presented

briefly as follows. For l “ Φkppq{r, we write l as a p-adic number

l “ l0 ` l1p ` ¨ ¨ ¨ ` lφpkq´1p
φpkq´1.
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After performing pi-Frobenius gp
i
we then compute gl by performing a multi-

exponentiation with a short vectorial addition chain derived from the coefficients

li. Indeed, the addition chain can be computed using the set of coefficients for the

polynomials lipxq where lipxq can also be parametrized with rpxq and ppxq. On

the whole, the computation of hard part with the method by Scott et al. consists

of three part:

1. computing gp
i
,

2. performing hx several times for computing gx
i
where h is an element in the

cyclotomic subgroup,

3. performing a multi-exponentiation with a short vectorial addition chain in

order to obtain gl.

3.2.4 Arithmetic in Divisor Class Group

This subsection presents Cantor’s algorithm for genus 2 curves for adding general

divisor classes. In contrast to the elliptic case, arithmetic in Jacobian group is

more complicated. We should therefore reduce the cost as much as possible.

Algorithm 2 presents the standard Cantor’s algorithm in JacC for

C : y2 ` Hpxqy “ F pxq.

Note that we can obtain the rational function pdpxqpy ´ vpxqqq{u1pxq where

ρpD1 ` D2q “ D1 ` D2 ´ div

ˆ

dpxqpy ´ vpxqq

u1pxq

˙

. (2)

By using the notations in Algorithm 1 we have GD1,D2 “ pdpxqpy ´ vpxqqq{u1pxq.

In general case, we can perform a doubling in JacCpFpq with 22 multiplica-

tions, 5 squarings and an inversion in Fp, and an addition with 22 multiplications,

3 squarings and an inversion in Fp using affine coordinate system [63]. In the pro-

jective coordinate system, a doubling requires 38 multiplications and 6 squarings,

and an addition requires 47 multiplications and 4 squarings in Fp respectively.
Fan, Gong, and Jao provided the explicit formula for adding divisors and the

dedicated coordinate system by [33] for

C : y2 “ fpxq, fpxq “ x5 ` f3x
3 ` f2x

3 ` f1x ` f0
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Algorithm 2 Cantor’s algorithm [38, Algorithm 1]

INPUT: A Reduced divisor D1 “ ru1, v1s and D2 “ ru2, v2s.

OUTPUT: A reduced divisor ρpD1 ` D2q.

1: d1 Ð gcdpu1, u2q “ e1u1 ` e2u2

2: d Ð gcdpd1, v1 ` v2 ` Hq “ c1d1 ` c2pv1 ` v2 ` Hq

3: s1 Ð c1e1, s2 Ð c1e2, s3 Ð c2

4: u Ð pu1u2q{d2, v Ð ps1u1v2 ` s2u2v1 ` s3pv1v2 ` F qq{d mod u

5: while degpuq ą g do

6: u1 Ð MonicppF ´ vH ´ v2q{uq, v1 Ð p´H ´ vq mod u1

7: u Ð u1, v Ð v1

8: end while

9: return ρpD1 `D2q “ ru1, v1s.

By using their method a doubling can be performed with 35 multiplications and 5

squarings in Fp, and a mixed addition requires 36 multiplications and 5 squarings

in Fp.

3.2.5 Denominator Elimination

In the Miller loop (Algorithm 1), the rational functions GD,D and GD,D1 are

evaluated the input divisor D2. We suppose that GD,D or GD,D1 is of the form

py ´ vpxqq{u1pxq as described in the previous subsection. Assume that D1 is

defined over Fp. If D2 “ ru2pxq, v2pxqs has u2pxq defined over proper subfield Fpd
of Fpk , the denominator of GD,D or GD,D1 evaluated at D2 is defined over Fpd ,
therefore the value becomes trivial after final exponentiation. This optimization

is known as denominator elimination [13].

3.3 Selection of Curves

A construction of an efficient pairing requires us to use a pairing-friendly curve

C with the following features:

• C has a higher degree twist such that we can reduce the costs of arithmetic

in the extension fields.
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• The extension field Fqk can be constructed as a tower field such as [16].

• The form in which a polynomial for C is defined is simple such that we can

use an explicit formula for computing divisors in JacC .

We first consider the twists of C. In the genus 2 case, we can obtain a twist

of degree at most 10, where charpqq ą 5. As described in [92, Section 3], for the

curve

C : y2 “ x5 ` a

over Fq, where q “ 1 pmod 5q, we have a twist of degree 10

Ct : y
2 “ x5 ` ac pc P Fqq,

where

ψ : JacCt Ñ JacC ; px, yq ÞÑ pc´ 1
5x, c´ 1

2yq.

The form of ψ does not permit the use of the denominator elimination method to

compute the pairing. Furthermore, we do not have an explicit method to generate

curves of such form with a lower ρ-value. Hence, it is necessary to consider other

curves.

Then, it is natural to consider a curve with degree 8. The methods by Kawazoe

and Takahashi [58] provide families of curves

C : y2 “ x5 ` ax,

and these curves have a twist

Ct : y
2 “ x5 ` acx pc P Fqq

if q “ 1 pmod 8q and we have that

ψ : JacCt Ñ JacC ; px, yq ÞÑ pc´ 1
4x, c´ 1

8yq.

In this case we can use the denominator elimination method. In addition, we can

perform arithmetic in the divisor class group by using an explicit formula and a

dedicated coordinate system [33].
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For efficient arithmetic in the extension fields, the embedding degree k should

be of the form 2i3j. In accordance with the security parameters q, r, we should

take k “ 16 and k “ 24 for the 192-bit and 256-bit security levels, respectively. As

described in Section 5.4.4, we can use the methods of squaring in the cyclotomic

subgroup GΦ6pp4q, where k “ 24, by specifying appropriate parameters for the

curve.

We conclude that Kawazoe-Takahashi curves are the most efficient for con-

structing a pairing at the high security level.

3.4 Summary

This chapter proposed that the Kawazoe-Takahashi cyclotomic families are suit-

able for constructing pairings for the high security levels in genus 2 case. The

selection of curves is based on the analysis of several methods for speeding up

computations of pairings, e.g., efficient constructions of extension fields, suitable

twists for adopting the denominator elimination technique, and so on.
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4. The Optimal Weil Pairings with the Efficiently

Computable Automorphisms

This chapter describes some Weil-type pairings on the Kawazoe-Takahashi curves

C with their automorphisms.

4.1 Main Results

Instead of the β pairing described in Section 2.1 and the Weil-type pairing in

the Hess-Vercauteren framework, we evaluate Weil pairings with automorphism

given as follows.

Theorem 1. Let m be an integer satisfying λ4 ` 1 “ mr, and β “ p4λ3q´1

pmod rq. For D1 P JacCpFpqrrs and D1
2 P JacCtpFpqrrs where D1 X ψpD1

2q “ H,

suppose that φpD1q “ rλsD1, φ̂1pD1
2q “ rλsD1

2 and D1
2 is reduced. Then

ˆ

fλ,D1pψpD1
2qq

fλ,D1
2
pψ´1pD1qq

˙pk{2´1

“

ˆ

fλ,D1pψpD1
2qq

fλ,ψpD1
2qpD1q

˙pk{2´1

“ epD1, ψpD1
2qqβmppk{2´1q

is a non-degenerate bilinear pairing.

This result can be considered as a generalization of the methods that were

used to construct the omega pairing on the elliptic curve by Zhao et al. [95]. This

approach enables the Weil-type pairing in the Hess-Vercauteren framework to be

computed as follows.

Theorem 2. For the divisors D1, D
1
2 in Theorem 1 and hpxq

n
ř

i“0

hix
i P Zrxs where

hpλq ” 0 pmod rq,

eλ,hpD1, ψpD1
2qqp

k{2´1 “

ˆ

fλ,h,D1pψpD1
2qq

fλ,h,ψpD1
2qpD1q

˙pk{2´1

“

ˆ

fλ,h,D1pψpD1
2qq

fλ,h,D1
2
pψ´1pD1qq

˙pk{2´1
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is a non-degenerate bilinear pairing satisfying

eλ,hpD1, ψpD1
2qqp

k{2´1

“ epD1, ψpD1
2qqmppk{2´1q ¨

ˆ

fλ,D1pψpD1
2qq

fλ,ψpD1
2qpD1q

˙

˜

degh
ř

i“1
´hiiλ

i´1

¸

ppk{2´1q

.

In order to prove Theorem 1 and 2, we obtain the following results.

Lemma 4.1. In a situation similar to above, we have that

ˆ

fλ,D1prλisψpD1
2qq

fλ,D1
2
prλisψ´1pD1qq

˙

“

ˆ

fλ,D1prλi´1sψpD1
2qq

fλ,D1
2
prλi´1sψ´1pD1qq

˙λ

.

Proof. It suffices to show

fλ,D1prλisψpD1
2qqfλ,D1prλi´1sψpD1

2qq´λ

“ fλ,D1
2
prλisψ´1pD1qqfλ,D1

2
prλi´1sψ´1pD1qq´λ.

We then have

fλ,D1prλisψpD1
2qqfλ,D1prλi´1sψpD1

2qq´λ

“ fλ,D1prλisψpD1
2q ´ λrλi´1sψpD1

2qq

“ fλ,D1p´divpfλ,rλi´1sψpD1
2qqq

“ fλ,rλi´1sψpD1
2qprλsD1 ´ λD1q

“ fλ,φ̂i´1pψpD1
2qqprλsD1 ´ λD1q

“ fλ,ψpD1
2qpφ

i´1prλsD1 ´ λD1qq

“ fλ,ψpD1
2qprλisD1 ´ λrλi´1sD1qq

“ fλ,D1
2
pψ´1prλisD1 ´ λrλi´1sD1qq

“ fλ,D1
2
prλisψ´1pD1q ´ λrλi´1sψ´1pD1qq.

For a rational function f with order ´r, the leading coefficient at P8 denoted

by lc8 pfq can be defined by pzrfqpP8q where z is a uniformizer at P8.
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Lemma 4.2. For D1
2 P CtpFpeq, we have

fi,ψpD1
2q “ α ¨ pfi,D1

2
˝ ψ´1q

since divpfi,ψpD1
2qq “ divpfi,D1

2
˝ ψ´1q. Suppose that D1

2 is reduced. Then

α “

$

’

’

&

’

’

%

c´
2pi´1q

d ¨
lc8

´

fi,ψpD1
2q

¯

lc8

´

fi,D1
2

¯ pr ffl iq,

c´ 2i
d ¨

lc8

´

fi,ψpD1
2q

¯

lc8

´

fi,D1
2

¯ pr ‌ iq.

Proof. First we consider the case r ffl i. Let z “ x2{y be a uniformizer at the

infinity point P8. The Miller functions fi,D1
2
and fi,ψpD1

2q have a pole of order

2pi ´ 1q at P8. It therefore holds that

fi,ψpD1
2q

fi,D1
2

˝ ψ´1
“

f2
z2pi´1q

f1
z2pi´1q ˝ ψ´1

“
z2pi´1q ˝ ψ´1

z2pi´1q
¨

f2
f1 ˝ ψ´1

“ c´
2pi´1q

d ¨
f2

f1 ˝ ψ´1

where we write that

fi,ψpD1
2q “

f2
z2pi´1q

, fi,D1
2

“
f1

z2pi´1q

with the uniformizer z “ x2{y. We can evaluate the function at P8 and obtain

α “ c´
2pi´1q

d ¨
lc8pfi,ψpD1

2qq

lc8pfi,D1
2
q
.

When r ‌ i, the proof is similar, where fi,D1
2
and fi,ψpD1

2q have a pole of order 2i

at P8.

Proof of Theorem 1. We consider that

fλ,D1pψpD1
2qq

fλ,ψpD1
2qpD1q

“
1

α
¨
fλ,D1pψpD1

2qq

fλ,D1
2
pψ´1pD1qq

.
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By using [12, Lemma 2,3] (the divisors D1 and ψpD1
2q do not need to be reduced),

we have that

fmr,D1 “ fλ4`1,D1

“ γ1 ¨ fλ4,D1
¨ upxq

“ γ1 ¨

˜

3
ź

i“0

fλ
3´i

λ,rλisD1

¸

¨ u1pxq

where γ1 P Fp and D1 “ ru1pxq, v1pxqs with the Mumford representation. Simi-

larly, it holds that

fmr,D1
2

“ γ2 ¨

˜

3
ź

i“0

fλ
3´i

λ,rλisD1
2

¸

¨ u1
2pxq,

where γ2 P Fpe and D1
2 “ ru1

2pxq, v1
2pxqs with the Mumford representation. From

Lemma 4.1, we have that

fλ
3´i

λ,rλisD1
pψpD1

2qq

fλ
3´i

λ,rλisD1
2
pψ´1pD1qq

“ θi ¨

ˆ

fλ,D1prλisψpD1
2qq

fλ,D1
2
prλisψ´1pD1qq

˙λ3´i

“ θi ¨

ˆ

fλ,D1prλisψpD1
2qq

fλ,D1
2
prλisψ´1pD1qq

˙λ3

where θi P Fp. We therefore obtain that

epD1, ψpD1
2qqmppk{2´1q “

˜

γ1θ

γ2αm
¨

ˆ

fλ,D1prλisψpD1
2qq

fλ,ψpD1
2qprλisD1q

˙4λ3

¨
u1pψpD1

2qq

u1
2pψ

´1pD1qq

¸pk{2´1

“

ˆ

fλ,D1prλisψpD1
2qq

fλ,ψpD1
2qprλisD1q

˙4λ3ppk{2´1q

,

where θ “
3

ś

i“0

θi since
u1pψpD1

2qq

u1
2pψ´1pD1qq

P Fpk{2 and α is contained in a proper subfield

of Fpk when the Miller functions are normalized by Lemma 4.2.

Proof of Theorem 2. Let m be an integer such that hpλq “ mr. For a divisor and

the generalized Miller function fs,h,D, it holds that

fs,h,D “

degh
ź

i“0

fhi,rsisD ¨

degh
ź

i“1

grti´1sD,rhisisD,
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where ti “
i

ř

j“0

hjs
j and grasD,rbsD is the normalized rational function with the

divisor rasD ` rbsD ´ ra ` bsD. By using this, we have that

fmr,D1
“ fř

hiλi,D1

“

degh
ź

i“0

fhiλi,D1
¨

degh
ź

i“1

grti´1sD,rhisisD

“

degh
ź

i“0

fhi
λi,D1

¨

degh
ź

i“0

fhi,rλisD1
¨

degh
ź

i“1

grti´1sD,rhisisD

“

degh
ź

i“0

fhi
λi,D1

¨ fλ,h,D1 .

Hence, it holds that

fλ,h,D1 “ fmr,D1
¨

degh
ź

i“0

f´hi
λi,D1

.

We have a similar result for fλ,h,ψpD2q. We then obtain

fλ,h,D1

fλ,h,ψpD2q

“ epD1, ψpD1
2qqm ¨

degh
ź

i“0

ˆ

fλi,D1

fλi,ψpD1
2q

˙´hi

“ epD1, ψpD1
2qqm ¨

ˆ

fλ,D1

fλ,ψpD1
2q

˙

řdegh
i“0 ´hiiλ

i´1

.

By Theorem 1,
ˆ

fλ,D1pψpD1
2qq

fλ,ψpD1
2qpD1q

˙pk{2´1

is a pairing. Hence, we obtain the desired result.

An efficient computation of Weil-type pairings requires us to select a reduced

divisor as the first argument and evaluate the Miller function at an effective part

of the reduced divisor such as the Weil pairing on points in the elliptic case [67,

Proposition 8].

Lemma 4.3. Suppose that D1 and ψpD1
2q are reduced, and D1 X ϵpψpD1

2qq “ H.

Then we have
˜

fλ,D1
pψpD1

2qq

fλ,D1
2
pψ´1pD1qq

¸2ppk{2´1q

“

ˆ

fλ,D1pϵpψpD1
2qqq

fλ,D1
2
pϵpψ´1pD1qqq

˙2ppk{2´1q

.
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Proof. Although we only consider the case λ ffl r, the proof is almost the same

when λ ‌ r.

Let ĂD1 “ D1 ` divpzb1q be a divisor equivalent to D1 and let z “ x2{y be

a uniformizer at P8. We assume that ϵpD1
2q X divpzb1q “ H. If O “ p0, 0q P

supppD1
2q then we can take px ´ 1q2{y as z so that ϵpD1

2q and divpzb1q have

disjoint support. This does not affect the validity of the proof. We write Di “

ϵpDiq ´ biP8, where bi “ degpϵpDiqq. Then

λĂD1 ´ rλsĂD1 “ λD1 ` divpzb1λq ´ rλsD1

“ divpfλ,D1 ¨ zb1λq,

and we can see that

fλ,D1
pψpD1

2qq

fλ,D1
2
pψ´1pD1qq

“
fλ,ĂD1

pψpD1
2qq

fλ,D1
2
pψ´1pĂD1qq

“
fλ,D1 ¨ zb1λpD1

2q

fλ,D1
2
pψ´1pĂD1qq

“
fλ,D1pϵpD1

2qq ¨ zb1λpϵpD1
2qq

fλ,D1
2
pψ´1pĂD1qq ¨ pfλ,D1 ¨ zb1λqpb2P8q

.

Now we have zb1λ “ xb
2
1λ{yb1λ and pc´ 5

d q2 P Fpk{2 . Hence, zb1λpϵpD1
2qq2ppk{2´1q “ 1.

Moreover, it follows that

fλ,D1 ¨ zb1λpb2P8q2ppk{2´1q “ 1

since fλ,D1 ¨ zb1λ is Fp-rational.
For the Miller function

fλ,D1
2
pψ´1pĂD1qq “ fλ,D1

2
pϵpψ´1pD1qqq ¨ fλ,D1

2
pψ´1pdivpzb1q ´ b1P8qq,

it suffices to show that

fλ,D1
2
pψ´1pdivpzb1q ´ b1P8qq2ppk{2´1q “ 1.

Let Q “ pxQ, yQq P CtpFpq be a general point satisfying that divpx ´ xQq X

divpfλ,D1
2
q “ H where divpx ´ xQq “ Q ` ιpQq ´ 2P8. We write P “ pxP , yP q “
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ψpQq. Then the support of divpfλ,D1
2
q and that of ψ´1pdivpx ´ xP q ` b1P8q are

disjoint since

ψ´1pdivpx ´ xP q ` b1P8q “ Q ` ιpQq,

where ι is the hyperelliptic involution of Ct. Hence, we have

fλ,D1
2
pψ´1pdivpx ´ xP q ` b1P8qq2ppk{2´1q “ 1

by Lemma 1 of [30]. Therefore, it follows that

fλ,D1
2
pψ´1pdivpzb1q ´ b1P8qq2ppk{2´1q

“
`

fλ,D1
2
pdivpzb1q ´ b1P8q ¨ fλ,D1

2
pψ´1pdivpx ´ xP q ` b1P8q

˘2ppk{2´1q

“
`

fλ,ψpD1
2qpdivpzb1 ¨ px ´ xP qqq

˘2ppk{2´1q
.

Since divpfλ,ψpD1
2qq X divpzb1q “ H, by using Weil reciprocity we obtain

`

fλ,ψpD1
2qpdivpzb1 ¨ px ´ xP qqq

˘2ppk{2´1q

“
`

pzb1 ¨ px ´ xP qqpλψpD1
2q ´ rλsψpD1

2qq
˘2ppk{2´1q

.

The values evaluated by rational functions z2b1 and px ´ xP q at the divisors

ψpD1q pD1 P JacCtpFpeqq are in Fpk{2 . Therefore, it holds that

`

pzb1 ¨ px ´ xP qqpλψpD1
2q ´ rλsψpD1

2qq
˘pk{2´1

“ 1.

Note that when D1 is non-degenerate we have that

˜

fλ,D1
pψpD1

2qq

fλ,D1
2
pψ´1pD1qq

¸2ppk{2´1q

“

ˆ

fλ,D1pϵpψpD1
2qqq

fλ,D1
2
pϵpψ´1pD1qqq

˙2ppk{2´1q

.

since b1 “ 2 in the proof of the lemma.

The following result ensures that we do not need to normalize the Miller

functions by raising the pairing value to the p2ppk{2 ´ 1qq-th power.

Lemma 4.4. It holds that

lc8

`

fi,ψpD1
2q

˘2ppk{2´1q
“ 1.
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Proof. In the Cantor algorithm, the leading coefficients of the line functions
y´vpxq

upxq
, where vpxq “ b3x

3 ` b2x
2 ` b1x ` b0 in the Miller loop, are given by

lc8

ˆ

y ´ vpxq

upxq

˙

“ ´b3.

When we compute

ψpDq ` ψpD1q “ ψpD2q ` div

ˆ

y ´ vpxq

upxq

˙

at a certain Miller step when computing fi,ψpD1
2q, we write the corresponding

polynomial as

v1pxq “ b1
3x

3 ` b1
2x

2 ` b1
1x ` b1

0,

D ` D1 “ D2 ` div

ˆ

y ´ v1pxq

u1pxq

˙

.

Then, we can see that

vpxq “ c
1
d b3x

3 ` c´ 1
d b2x

2 ` c´ 3
d b1x ` c´ 5

d b0.

Indeed, for a point ψppx1, y1qq “ pc´ 2
dx1, c´ 5

dy1q, it holds that

vpc´ 2
dx1q “ c´ 5

d ¨ vpx1q “ c´ 5
dy1;

Therefore, all the points in supppψpDq ` ψpD1qq are on the curve defined by

y ´ vpxq. Since lc8

`

fi,ψpD1
2q

˘

is the product of ´c
1
d b3, pb3 P Fpeq, it suffices to

know that p´c
1
d b3q

2ppk{2´1q “ 1. This holds by considering that ´c
2
d P Fpk{2 .

This result enables us to compute the Weil-type pairing with normalized Miller

functions as

˜

fnorm
λ,D1

pϵpψpD1
2qqq

fnorm
λ,ψpD1

2q
pϵpD1qq

¸2ppk{2´1q

“

ˆ

fλ,D1pϵpψpD1
2qqq

fλ,D1
2
pϵpψ´1pD1qqq

˙2ppk{2´1q

.

Note that when D1
2 is non-degenerate, it requires us to raise the value to the

ppk{2 ´ 1q-th power since degpϵpD1
2qq “ 2.

By using Lemma 4.3 and 4.4, we obtain an efficient method for computing

the Weil pairing with automorphism.
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Theorem 3. Let m be an integer satisfying λ4 ` 1 “ mr, and β “ p4λ3q´1

pmod rq. For reduced divisors D1 P JacCpFpqrrs and D1
2 P JacCtpFpqrrs, where

D1 X ψpD1
2q “ H, suppose that φpD1q “ rλsD1, φ̂1pD1

2q “ rλsD1
2. Then

ˆ

fλ,D1pϵpψpD1
2qqq

fλ,D1
2
pϵpψ´1pD1qqq

˙2ppk{2´1q

“

˜

fnorm
λ,D1

pϵpψpD1
2qqq

fnorm
λ,ψpD1

2q
pϵpD1qq

¸2ppk{2´1q

“ epD1, ψpD1
2qq2βmppk{2´1q (3)

is a pairing.

We omit the proof of the theorem.

4.2 Discussion

Fan et al. [32] provided the Tate pairing on the two families of non-supersingular

genus 2 hyperelliptic curves with the efficiently computable automorphisms. In-

deed, they used the Kawazoe-Takahashi curve

C : y2 “ x5 ` ax, a P Fp, p ” 1 pmod 8q

with embedding degree k “ 4 for the 80-bit security level, and used the auto-
morphism φ : C Ñ C; px, yq ÞÑ pζ28x, ζ8yq where ζ8 P Fp is a primitive 8-th root
of unity. The characteristic polynomial of φ is T 4 ` 1 and let λ be a root of the
characteristic polynomial in Fr. Then, they provided the variant of Tate pairing

TrpD1, D2qm “

´

fλ3

λ,D1
pD2q ¨ fλ2

λ,D1
pφ̂pD2qq ¨ fλ

λ,D1
pφ̂2pD2qq ¨ fλ,D1pφ̂3pD2qq ¨ u1pD2q

¯ppk´1q{r

where φ̂ is the dual isogeny of φ. The loop length of each Miller function log2 λ

is around plog2 rq{4, therefore the pairing is super-optimal [90] nevertheless four

Miller functions should be evaluated.

The detailed cost estimation of our Weil pairings with an automorphism will

be described in the next chapter 5. It is clear that the cost of our pairing is

considerably less than that of a Tate-type pairing with an automorphism for high

security levels.
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4.3 Summary

This chapter proposed a new variant of Weil pairing with an efficiently com-

putable automorphism on a genus 2 curve. This result can be considered as a

generalization of [95] in elliptic case.

Indeed, a exponentiation of the standard Weil pairing can be written a Weil-

type pairing whose Miller loop lengths are bit size of an eigenvalue of the auto-

morphism (Theorem 1).

Furthermore, an effective computation method of the Weil pairing with the

automorphism is showed by Theorem 3. From this we can take reduced divisors

for the inputs of the pairing and evaluate the Miller functions at the effective part

of the divisor without performing any normalization for the Miller functions.

In addition, the construction of Weil-type pairing in the Hess-Vercauteren

framework is proved by using the Weil pairing with an automorphism (Theo-

rem 2).
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5. The Pairings on the Kawazoe-Takahashi Fam-

ilies of Curves at the High Security Levels

This chapter provides the detailed cost evaluation of pairings on the Kawazoe-

Takahashi families of curves. Chapter 3 showed that the optimum choice for an

efficient pairing on genus 2 curve is Kawazoe-Takahashi cyclotomic families. Here

an effective construction of the pairing is revealed by constructing optimal HV

pairing, twisted HV pairing, and twisted Ate pairing explicitly. Then the cost

of selected pairing is analyzed carefully in the Miller loop and the computation

of final exponentiation. Furthermore, the cost of a Weil-type pairing with an

automorphism described in chapter 4 is evaluated.

5.1 The Kawazoe-Takahashi Family of Curves with the

Twists of Degree 8

In this section, we consider the Kawazoe-Takahashi families of genus 2 curves and

pairings of different types on the curves. As described in the previous section,

we are required to use twists of a high degree to reduce the cost of computing a

pairing at high security levels. We therefore consider the following curves

C : y2 “ x5 ` ax, a P Fp, p ” 1 pmod 8q,

because such curves may have a twist of degree 8. In this paper, we assume that

the embedding degree k is even. Indeed, we suppose that k is divisible by 8.

There is an efficiently computable automorphism φ induced by a morphism

of C:

φ : C Ñ C

P “ px, yq ÞÑ φpP q “ pζ28x, ζ8yq,

where ζ8 is a primitive 8-th root of unity and note that ζ8 P Fp. The morphism

φ̂ defined by φ̂pP q “ pζ´2
8 x, ζ´1

8 yq induces the dual isogeny of φ and it holds that

φ ˝ φ̂ “ r1s. The characteristic polynomial of φ, φ̂ is T 4 ` 1 and φ and φ̂ act

as a multiplication map by rλs, rλ̂s on the group JacCpFpqrrs pr2 ∤ 7JacCpFpqq,

respectively, where λ and λ̂ are roots of T 4 ` 1 ” 0 pmod rq.
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For this family of curves, we can take twists of degree d. Let c P Fpe be a l-th
power non-residue, where e “ k{d and l ‌ d; hence, the twist of C can be defined

as:

Ct : y
2 “ x5 ` acx,

and we have the isomorphism

ψ : CtpFpkq Ñ CpFpkq

P px, yq ÞÑ ψpP q “ pc´ 2
dx, c´ 5

dyq.

This induces the automorphism ψ : JacCtpFpkq Ñ JacCpFpkq;

rx2 ` u1
1x ` u1

0, v
1
1x ` v1

0s ÞÑ rx2 ` c´ 2
du1

1x ` c´ 4
du1

0, c
´ 3
dv1

1x ` c´ 5
dv1

0s,

rx ` u1
0, v

1
0s ÞÑ rx ` c´ 2

du1
0, c

´ 5
dv1

0s,

O ÞÑ O

with the Mumford representation. Note that denominator elimination techniques

can be used since c´ 2
d P Fpk{2 .

Similarly, there is an efficiently computable automorphism φ1 induced by

φ1 : Ct Ñ Ct

P 1 “ px1, y1q ÞÑ φpP 1q “ pζ28x
1, ζ8y

1q,

and the dual isogeny φ̂1 derived from φ̂1pP 1q “ pζ´2
8 x1, ζ´1

8 y1q.

For a divisor D, ϵpDq denotes the effective part of reduced divisor ρpDq. We

also write that D1 X D2 “ H when divisors D1 and D2 have disjoint support.

5.2 For the 192-bit Security Level

Here we consider the Kawazoe-Takahashi family of hyperelliptic curves with em-

bedding degree k “ 16 for pairings at the 192-bit security level. This fam-

ily of curves is explicitly given by using the cyclotomic polynomial and can be

parametrized in a way that is convenient for constructing the optimal pairings in

the Hess-Vercauteren framework.

It is possible to construct the cyclotomic family of type I [58, Section 6.1],

where pk, hq “ p16, 5q.

C : y2 “ x5 ` ax
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is defined over Fp, where p “ 1 pmod 8q such that the parameter p and r, which

is a prime factor of the order of JacCpFpq, are parametrized by t P Z as follows:

rptq “ Φ16ptq{2 “ pt8 ` 1q{2,

pptq “ p2t14 ´ 4t13 ` 2t12 ` t10 ` 2t9 ` t8 ` 2t6 ` 4t5 ` 2t4 ` t2 ` 2t ` 1q{8.

Hence, the ρ-value ρ “ g log p{ log r is approximately 3.5 since p « r14{8.

5.2.1 Optimal HV Pairing

The construction of optimal HV pairings requires us to choose an effective poly-

nomial hpxq “
n
ř

i“0

hix
i P Zrxs such that |hi| ď r1{φpkq. Vercauteren showed several

optimal HV pairings on elliptic curve families by finding the shortest vectors in

a lattice [90]. Specifically, for a φpkq-dimensional lattice (spanned by the rows)

L “

¨

˚

˚

˚

˚

˚

˚

˝

r 0 0 ¨ ¨ ¨ 0

´p pmod rq 1 0 ¨ ¨ ¨ 0

´p2 pmod rq 0 1 ¨ ¨ ¨ 0
...

...
. . .

´pφpkq´1 pmod rq 0 1 ¨ ¨ ¨ 0

˛

‹

‹

‹

‹

‹

‹

‚

, (4)

he used the function ShortestVectors() or ShortVectors() in Magma [24]

for specific input integers, and he found the parametrized shortest vectors by

interpolating the parameters r and p for each input.

Since t should be an odd integer we substitute t “ 2x ` 1 in rptq, pptq and

obtain

rpxq “ 128x8 ` 512x7 ` 896x6 ` 896x5 ` 560x4 ` 224x3 ` 56x2 ` 8x ` 1,

ppxq “ 4096x14 ` 24576x13 ` 67584x12 ` 112640x11 ` 126848x10 ` 102144x9

` 61184x8 ` 28544x7 ` 11184x6 ` 4064x5 ` 1432x4 ` 456x3 ` 115x2 ` 20x ` 2.

Now we can calculate the shortest vectors for the lattice L by using Magma

and obtain the vector

V pxq “ r2x ` 1, 0, 0, 0, 0, 1, 0, 0s

“ rt, 0, 0, 0, 0, 1, 0, 0s;
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therefore, it holds that 2x ` 1 ` ppxq5 ” 0 pmod rpxqq. We then compute the

Miller function except for the final exponentiation of the HV pairing ap,h as

ft`p5,D2
“ ft,D2fp5,D2

¨ grtsD2,rp5sD2
,

where

div
`

grtsD2,rp5sD2

˘

“ rtsD2 ` rp5sD2 ´ rt ` p5sD2.

Now we consider the Frobenius eigenspaceG1 andG2 as the domain of the pairing;

thus, it holds that fp5,D2
“ f p

5

1,D2
and f1 is constant and we can therefore write

ap,hpD2, D1q “ ft,D2 ¨ grtsD2,rp5sD2
pD1q

pq16´1q{r. (5)

5.2.2 Twisted HV Pairing

Now C has a twist of degree d “ 8 defined over Fp2 as follows:

Ct : y
2 “ x5 ` acx,

ψ : CtpFp16q Ñ CpFp16q (6)

px, yq ÞÑ pc
1
4x, c

5
8yq,

where c P Fp2 is not the l-th power residue in Fp2 for l P t1, 2, 4, 8u.

In our case, since m “ gcdpk, dq “ 8 and e “ k{m “ 2 we can represent G2 as

G2 “ JacCpFkpqrrs X ker prξmsπ2 ´ 1q.

This necessitates the search for shorter vectors for hpxq, where the coefficients of

pi pi : oddq are set equal to 0 to reduce the Miller function in the same manner

as HV pairings. For the lattice

L “

¨

˚

˚

˚

˝

r 0 0 0

´p2 pmod rq 1 0 0

´p4 pmod rq 0 1 0

´p6 pmod rq 0 0 1

˛

‹

‹

‹

‚

,

we can find the vector

W pxq “ rp2x ` 1q2, 1, 0, 0s “ rt2, 1, 0, 0s
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by using ShortVectors() and it holds p2x` 1q2 ` ppxq2 ” 0 pmod rpxqq. In this

case, the length of the Miller loop is twice that of optimal pairing. The twisted

HV pairing can be computed as follows:

atwist
p2,h pD1, D2q “ ft2,D1

¨ grt2sD1,rp2sD1
pD2qpq16´1q{r. (7)

5.2.3 Twisted Ate Pairing

Zhang [92] proposed hyperelliptic twisted Ate pairing. Here we confirm that

previous twisted HV pairing in 5.2.2 corresponds to a twisted Ate pairing. Zhang

showed that

atwist : G1 ˆ G2 Ñ µr

pD1, D2q ÞÑ fqei pmod rq,D1
pD2q

pqk´1q{r

is a bilinear pairing [92, Theorem 4], where e is the same as described in 5.2.2. As

we aim to use the smallest pei pmod rq, it holds that p10 pmod rq “ t2. Therefore,

we can simply compute

atwistpD1, D2q “ ft2,D1
pD2q

pq16´1q{r. (8)

No additional rational function occurred in the twisted HV pairing in the previous

subsection.

5.3 For the 256-bit Security Level

In this subsection, we describe the explicit construction of the Kawazoe-Takahashi

cyclotomic family of curves with an embedding degree k “ 24 for pairings on them

at the 256-bit security level. We use these methods for generating the cyclotomic

family of type II [58, Section 6.2], where pk, hq “ p24, 11q.

This is similar to the case k “ 16 in which these curves

C : y2 “ x5 ` ax

are defined over Fp, where p “ 1 pmod 8q. Then rptq and pptq are given as follows:

rptq “ Φ24ptq “ t8 ´ t4 ` 1,

pptq “ p2t12 ` 4t11 ` 3t10 ´ 2t9 ´ t8 ` 4t7 ´ 3t6 ` 2t5 ` t4 ´ 4t3 ` 3t2 ´ 2t ` 1q{8

We then have that ρ « 3.
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5.3.1 Optimal HV Pairing

Since t “ 1 pmod 4q is equivalent to

p̃ptq “ 2t12`4t11`3t10´2t9´t8`4t7´3t6`2t5`t4´4t3`3t2´2t`1 “ 0 pmod 8q,

we substitute t “ 4x ` 1 in rptq, pptq and obtain

rpxq “ 65536x8 ` 131072x7 ` 114688x6 ` 57344x5 ` 17664x4 ` 3328x3

` 352x2 ` 16x ` 1,

ppxq “ 4194304x12 ` 14680064x11 ` 23461888x10 ` 22544384x9 ` 14467072x8

` 6529024x7 ` 2127360x6 ` 505344x5 ` 87168x4 ` 10688x3 ` 886x2 ` 44x ` 1.

In a way similar to that described in Section 5.2.1, we obtain one of the shortest

vectors for the lattice L (4)

V pxq “ r1, 4x ` 1, 0, 0, 0, 0, 0, 0s

“ r1, t, 0, 0, 0, 0, 0, 0s,

where 1 ` p4x ` 1qppxq ” 0 pmod rpxqq. We then have the optimal HV pairing

ap,hpD2, D1q “ fpt,D2
¨ gr1sD2,rtpsD2pD1q

pq24´1q{r. (9)

5.3.2 Twisted HV Pairing

The curve C with k “ 24 has a twist of degree 8, which is the same form of (6)

in Section 5.2.2 where m “ gcdpk, dq “ 8 and e “ k{m “ 3. Then the group G2

can be represented as

G2 “ JacCpFkpqrrs X ker prξmsπ3 ´ 1q.

We then compute short vectors for the lattice

L “

¨

˚

˝

r 0 0

´p3 pmod rq 1 0

´p6 pmod rq 0 1

˛

‹

‚

,

and found

W pxq “ rp4x ` 1q2, 4x ` 1, 1s “ rt2, t, 1s,
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which is not the shortest vector but has coefficients with limited efficiency hi.

Then we obtain a twisted HV pairing

atwist
p3,h pD1, D2q “ ft2,D1

¨ fp
3

t,D1
¨ grt2sD1,rtp3`p6sD1

¨ grtp3sD1,rp6sD1
pD2q

pq24´1q{r. (10)

5.3.3 Twisted Ate Pairing

The case of pei pmod rq requires us to take p9 “ t3 pmod rq. Then the twisted

Ate pairing is given as follows:

atwistpD1, D2q “ ft3,D1
pD2q

pq24´1q{r. (11)

5.4 Cost Estimation

In this section, we provide cost estimates of the pairings on the Kawazoe-Takahashi

curve of embedding degree 16 and 24 as described in Section 5.2 and 5.3, respec-

tively.

In each case, here we focus on the twisted Ate pairing and the Weil pairing

with automorphism. For the three pairings of the Tate type, i.e., the optimal

HV pairing, twisted HV pairing, and twisted Ate pairing, we conclude that the

twisted Ate pairing is the fastest. In contrast to [2] in which the authors evaluated

the optimal HV pairings on elliptic curves, the cost of arithmetic on JacC is

considerably higher than that on elliptic curves. Hence, this necessitates the

selection to use divisors defined over base field Fp as the first input of the pairing.
Indeed, for k “ 16 the optimal pairing can be computed as

ap,hpψpD1
2q, D1q “ ft,ψpD1

2q ¨ grtsD2,rp5sD2
pD1q

pq16´1q{r

“ ft,D1
2

¨ grtsD2,rp5sD2
pψ´1pD1qqpq16´1q{r,

where D1
2 P JacCtpFp2q. Although the length of the Miller loop is half of that of

the twisted pairings, the total cost can be expected to be higher with the cost of

arithmetic on JacCt over the quadratic extension field Fp2 .

5.4.1 Notations and Cost of Miller Algorithm

We denote the cost of a multiplication and a squaring in Fpi by Mi and Si,

respectively , and Ii denotes the cost of an inversion in Fpi . We also suppose that

the cost of a squaring is equal to that of a multiplication in Fp, i.e., M1 “ S1.
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We compute fs,D1pϵpψpD1
2qqq with the standard Miller’s algorithm (Algorithm 1

in Section 3.2).

We perform arithmetic efficiently on JacpFpiq with C and Ct by using the

explicit formula and the dedicated coordinate system given by [33]. For a curve

y2 “ fpxq, fpxq “ x5 ` f3x
3 ` f2x

2 ` f1x ` f0,

where f2, f3 “ 0, a doubling requires 35Mi ` 5Si, and this enables us to perform

a mixed addition with 36Mi ` 5Si by [33, Section 4.6].

Here we denote the cost of each computation by T˚ as in [33] and [74] as

follows:

• TD : the cost of doubling a non-degenerate divisor,

• TA : the cost of adding two non-degenerate divisors,

• TG : the cost of evaluating the line function G at the divisor ϵpψpD1
2qq,

• Tsk, Tmk : the cost of squaring and multiplication (respectively) in Fpk in

each Miller step,

• Tfe : the cost of performing the final exponentiation.

We can then write the cost of evaluating the Miller function fλ,D1pϵpψpD1
2qqq

(without including the final exponentiation) for a reduced divisor D1
2 by

DpTD ` TG ` Sk ` bMkq ` ApTA ` TG ` bMkq,

where D and A denote the number of doublings and additions in JacC for the

Miller loop, respectively, and b “ degpϵpD1
2qq.

5.4.2 Cost of Evaluating a Line Function

Here we reveal the cost of evaluating the line function TG. In Cantor’s algorithm

in Miller’s algorithm 1, we need to evaluate the rational function by substituting

the points associated with ψpD1
2q. The rational function can be obtained as

y ´ vpxq

u1pxq
,
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where the degree of vpxq is at most 3 [38]. Since the x-coordinate of ψpD1
2q is

defined in Fpk{2 , we can use denominator elimination; thus, we need not evaluate

u1pxq. The new coordinate system from [33] should be used to evaluate

cDpx, yq “ pr̃z11qy ´ pps1
1z11qx3 ` l2x

2 ` l1x ` l0q,

cApx, yq “ pr̃z21qy ´ pps1
1z21qx3 ` l2x

2 ` l1x ` l0q

for a doubling and an addition, respectively, instead of y ´ vpxq, where the pa-

rameters are specified in [32, Table 4,5].

Let f be the intermediate pairing value when we use the effective part of re-

duced divisors ϵpψpD1
2qq as second inputs for the pairing, where D1

2 “
j

ř

i“1

pxi, yiq´

blP8, l P t1, 2u. In each doubling step we compute

f 2 ¨ cDpϵpψpD1
2qqq “ f 2 ¨

l
ź

i“1

cDpc´ 2
dxi, c

´ 5
dyiq,

and

f ¨ cApϵpψpD1
2qqq “ f ¨

l
ź

i“1

cApc´ 2
dxi, c

´ 5
dyiq

in each addition step.

After precomputing pc´ 2
dxiq

2, pc´ 2
dxiq

3 with lpSk{2 ` Mk{2q, we can compute

each of cDpψpD1
2qq and cApψpD1

2qq with TG “ lpM 1
k ` 3 ¨M 1

k{2q ` pl´ 1qMk, where

M 1
s denotes the cost of a sparse multiplication ab, where a P Fp and b P Fps .
In our case, D1

2 is defined over the extension field FpezFp; hence, we use a

degenerate divisor for D1
2 to reduce the cost of pairings.

5.4.3 Cost of Pairings on the Kawazoe-Takahashi Curve with k “ 16

Explicit Parameters

We take the following curve

C : y2 “ x5 ` 7x,
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where

r “ 203257606094636190494000737470452474904616490893184500711894229651504z

73833808138309844958038580319456874638187695313 p384 bitsq,

p “ 517397602642350790156663937200037057365225611511039089267866807842978z

842611017992776836895298839019783912362865421834397687410275367662735z

0494517372518535753335875110267591189392701991247446900148883577

p671 bitsq,

t “ 282575562145795 “ 248 ` 240 ` 230 ` 216 ` 2 ` 1

for the 192-bit security level. Since p “ 5 pmod 12q, 3 P Fp is a quadratic non-

residue. Hence, we can construct Fp16 as a 1-2-4-8-16 quadratic tower extension

field

Fp2 » Fprxs{px2 ´ 3q,

Fp4 » Fp2rys{py2 ´ αq, pα2 ´ 3 “ 0q,

Fp8 » Fp4rzs{pz2 ´ βq, pβ2 ´ α “ 0q,

Fp16 » Fp8rss{ps2 ´ γq, pγ2 ´ β “ 0q.

Table 3 lists the costs of basic arithmetic and Frobenius operations in the

extension fields.

Table 3. Costs of arithmetic in the extension fields for k “ 16
Field Multiplication Squaring Inversion

Fp2 3M1 2M1 I2

Fp4 9M1 6M1 I4

Fp8 27M1 18M1 I8

Fp16 81M1 54M1 I1 ` 134M1

GΦ2pp8q 81M1 2M8 “ 36M1 [46] Conjugation

Operation Cost

p{p3{p5{p7-Frobenius 14M1

p2{p6-Frobenius 12M1

p4-Frobenius 8M1
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Twisted Ate Pairing

Here we consider the cost of the twisted Ate pairing (8) described in Section 5.2.3

where D1 is non-degenerate and D1
2 is degenerate. We first evaluate the Miller

loop. Since

t2 “ 79848948322012052144836182025

“ 296 ` 289 ` 280 ` 279 ` 271 ` 265 ` 260 ` 257 ` 250 ` 249 ` 247 ` 242 ` 241

` 233 ` 231 ` 218 ` 217 ` 23 ` 1

we have D “ 96 and A “ 18.

The cost of precomputation in Section 5.4.2 is S8 `M8 “ 45M1. Furthermore,

we have that TG “ 16M1 ` 3 ¨ 8M1 “ 40M1 with the precomputation. Hence, the

computation of the Miller loop requires

45M1`96p35M1`5S1`40M1`S16`M16q`18p36M1`5S1`40M1`M16q “ 23601M1.

Computation of the final exponentiation f pp16´1q{r requires us to reduce the

cost of the hard part Φ16ppq{r, where

pp16 ´ 1q{r “ pp ´ 1qpp ` 1qpp2 ` 1qpp4 ` 1qpp8 ` 1q{r

“ pp8 ´ 1q ¨
Φ16ppq

r
.

The use of the parametrization of ppxq and rpxq enables us to compute the

coefficients of the following polynomial as elements in Zrxs.

pppxq8 ` 1q

rpxq
“

7
ÿ

i“0

lipxqppxqi,
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where

l0pxq “ 256x9 ` 896x8 ` 1344x7 ` 1120x6 ` 568x5 ` 196x4 ` 66x3 ` 27x2 ` 8x ` 3

l1pxq “ ´ 2048x12 ´ 10240x11 ´ 23040x10 ´ 30720x9 ´ 26944x8 ´ 16448x7

´ 7408x6 ´ 2752x5 ´ 980x4 ´ 348x3 ´ 111x2 ´ 26x ´ 3

l2pxq “ ´ 64x7 ´ 160x6 ´ 160x5 ´ 80x4 ´ 22x3 ´ 7x2 ´ 4x ´ 1

l3pxq “ 512x10 ` 2048x9 ` 3584x8 ` 3584x7

` 2256x6 ` 960x5 ` 328x4 ` 120x3 ` 43x2 ` 14x ` 3

l4pxq “ ´ 4096x13 ´ 22528x12 ´ 56320x11 ´ 84480x10 ´ 84608x9 ´ 59840x8

´ 31264x7 ´ 12912x6 ´ 4712x5 ´ 1676x4 ´ 570x3 ´ 163x2 ´ 32x ´ 3

l5pxq “ ´ 128x8 ´ 384x7 ´ 480x6 ´ 320x5 ´ 124x4 ´ 36x3 ´ 15x2 ´ 6x ´ 1

l6pxq “ 1024x11 ` 4608x10 ` 9216x9 ` 10752x8 ` 8096x7 ` 4176x6 ` 1616x5

` 568x4 ` 206x3 ` 71x2 ` 20x ` 3

l7pxq “ 32x6 ` 64x5 ` 48x4 ` 16x3 ` 3x2 ` 2x ` 1.

We then simplify the polynomials as follows:

l0pxq “ px ` 1qApxq,

l1pxq “ ´px ` 1qp2x ` 1q3Apxq,

l2pxq “ ´p2x ` 1qBpxq,

l3pxq “ px ` 1qp2x ` 1qApxq,

l4pxq “ ´px ` 1qp2x ` 1q4Apxq,

l5pxq “ ´p2x ` 1q2Bpxq,

l6pxq “ px ` 1qp2x ` 1q2Apxq,

l7pxq “ Bpxq

where

Apxq “ 256x8 ` 640x7 ` 704x6 ` 416x5 ` 152x4 ` 44x3 ` 22x2 ` 5x ` 3,

Bpxq “ 32x6 ` 64x5 ` 48x4 ` 16x3 ` 3x2 ` 2x ` 1,

Apxq “ p8x2 ` 4x ` 2qBpxq ´ 32x5 ´ 32x4 ´ 16x3 ´ 3x ` 1.
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The value f is determined after computing the Miller loop by computing

g “ fp
8´1 with M16 ` I16. Note that g is an element of the cyclotomic subgroup

GΦ2pp8q. Since t “ 2x ` 1,

x “ 247 ` 239 ` 229 ` 215 ` 1.

Hence, computing hx requires 47 cyclotomic squarings and 4 multiplications in

Fp16 for an element h P GΦ2pp8q.

Let Sc denote the cost of a cyclotomic squaring GΦ2pp8q. We first compute

gBpxq with 304Sc ` 32M16. We can then compute gApxq with 104Sc ` 16M16 by

using the results we obtained for computing gBpxq. After that we compute

gp2x`1qBpxq Ñ gp2x`1q2Bpxq,

gpx`1qApxq Ñ gpx`1qp2x`1qApxq

Ñ gpx`1qp2x`1q2Apxq Ñ gpx`1qp2x`1q3Apxq Ñ gpx`1qp2x`1q4Apxq

with 335Sc ` 35M16 to obtain gli . The computation of pgliqp
i
requires 88M1 and

we can compute gpp8`1q{r “
7

ś

i“0

gl1p
i
with 7M16.

All in all, the cost of performing the final exponentiation is

M16 ` I16 ` 743Sc ` 90M16 ` 81M1 “ 34341M1 ` I1.

We next consider the method by Scott et al. [83] by computing a multi-

exponentiation with a vectorial chain. We first need to compute gx
i

p1 ď i ď

13q with 13p47Sc ` 4M16q “ 611Sc ` 52M16. Second, we compute pgx
i
qp
j
with

p40 ¨14`20 ¨12`14 ¨8qM1 “ 912M1 for the coefficients of lipxq as described in [83,

Section 5]. Finally, it is necessary compute a vectorial addition chain such as [83,

Section 5] to compute the multi-exponentiation. This requires us to compute an

addition chain from coefficients set from lipxq, and we obtain

r1, 2, 3, 4, 6, 7, 8, 14, 15, 16, 20, 22, 26, 27, 32, 36, 43, 48, 64, 66, 68, 71, 80,

111, 112, 120, 124, 128, 160, 163, 196, 206, 256, 320, 328, 348, 384, 480, 512,

520, 568, 570, 896, 960, 980, 1024, 1120, 1344, 1348, 1360, 1616, 1676, 2048,

2256, 2272, 2752, 3072, 3584, 3592, 4096, 4608, 4656, 4712, 4716, 7408, 7528,

8096, 8352, 9216, 10240, 10752, 10864, 11776, 12912, 16448, 16704, 22528,

23040, 26944, 27968, 28352, 30720, 30752, 31264, 31872, 53760, 56320,

59840, 84480, 84608s.
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We then compute a vectorial addition chain of length 230 from this chain. This

implies that 230 ´ 71 “ 159 multiplications in Fp16 including 3 cyclotomic squar-

ings are required to obtain the desired value, where 71 is the number of unit

vectors. Performing the final exponentiation with the vectorial chain requires

M16 ` I16 ` 611Sc ` 52M16 ` 912M1 ` 3Sc ` 156M16 “ 39167M1 ` I1,

which is higher than the cost we evaluated above.

Consequently, the estimated cost of the twisted Ate pairing is 57942M1 ` I1.

Weil Pairing with Automorphism

Here we evaluate the cost of Weil pairing with automorphism φ (3) in Theorem 3

for both a non-degenerate divisor D1 and a degenerate divisor D1
2.

We need to evaluate the two Miller functions

fλ,D1pϵpψpD1
2qqq and fλ,D1

2
pϵpψ´1pD1qqq

naively; however, we can use some efficient methods by using the feature of the

quadratic extension field Fpk{Fpk{2 .

First, it is not necessary to process the two variables for the Miller functions

individually in each Miller step; instead, we can share them as described at the

end of Section 3 of [95]. In addition, we can replace the computation of the

inverse of an element a P Fpk by taking its conjugate a when performing the

exponentiation ap
k{2´1. Indeed, as described in [80, Section 6], for a ` bα P Fpk

we have that

p1{pa ` bαqqp
k{2´1 “ pa ´ bαqp

k{2´1 “ pa ` bαqp
k{2´1.

Hence, we can obtain a conjugate of the evaluated value in each Miller step instead

of an inverse.

Let T 1
G denote the cost of evaluating a line function G at the divisor ψ´1pD1q.

The cost of the precomputation for T 1
G is the same as for TG, that is, lpSk{2`Mk{2q.

We can then compute each of cDpψ´1pD1qq and cApψ´1pD1qq with T 1
G “ lpM2

k `

3 ¨ M2
k{2q ` pl ´ 1qMk, where M

2
s denotes the cost of a sparse multiplication ab,

where a P Fpe and b P Fps .
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We then have that TG “ 40M1 and T 1
G “ 201M1 with each precomputation.

Hence, in each Miller step we compute

f 2 ¨ cDψpD1
2q ¨ cDpψ´1pD1qq

with TG ` T 1
G ` S16 ` 2M16 “ 457M1 and

f ¨ cAψpD1
2q ¨ cApψ´1pD1qq

with TG ` T 1
G ` 2M16 “ 403M1.

Fan et al. [32, Section 5.1] described a method to select λ, which has a low

Hamming weight. Unfortunately, we cannot search for an appropriate λ when

λ4 ` 1 “ 0 pmod rq because of the cost of factorization of λ4 ` 1. In the case

k “ 16, we can select λ for the parameters described above such that

λ “ 79848948322012052144836182025 “ t2.

Indeed, it holds that pt2q4 `1 “ t8 `1 “ 2r. Hence, we have D “ 96 and A “ 18.

All in all, the cost of Weil pairing is

135M1 ` 96 ¨ p40 ` 115 ` 457qM1 ` 18 ¨ p41 ` 118 ` 403qM1 ` M16 ` I16

“ 69218M1 ` I1.

5.4.4 Cost of Pairings on the Kawazoe-Takahashi Curve with k “ 24

Explicit Parameters

For pairings at the 256-bit security level, we use the following curve

C : y2 “ x5 ` 25x,

where

r “ 220988771507618765439544939273027574632842847086999714362434465575909z

636693573636526934272222972567467452755324884009612876213656017295278z

57522838549299201 p513 bitsq,

p “ 821287702757071793233174823374911914277690697528659480300274611170050z

073854437470732134626137074250773125583100256581431480191558956819400z

427433086864108325673035786183442016893913625168696918275541760805525z

973321260735521317978113 p768 bitsq,

t “ 19635694925091176449 “ 264 ` 260 ` 255 ` 239 ` 1
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We ensure efficiency by using methods of squarings in the cyclotomic sub-

group GΦ6pp4q; hence, we assume that p “ 1 pmod 6q. In addition, we have

that p “ 1 pmod 8q and p “ 3 pmod 5q. Hence, 5 P Fp is a quadratic non-

residue. In this case, we can construct Fp24 as Fp24 » Fprxs{px24 ´ 5q. We aim

to achieve efficient arithmetic on the fields by constructing the first extension

field as Fp2 “ Fprxs{px2 ´ 5q, and define input divisor D1
2 P JacCt over Fp3 as a

requirement. Therefore, we consider Fp24 as the field constructed by 1-3-6-12-24

tower extension field only when we select an input divisor D1
2. Subsequently, we

perform arithmetic in Fp24 constructed as an 1-2-4-12-24 tower extension field.

Because Fp24 “ Fpp51{24q, it enables us to perform the basis conversion without

additional costs for multiplications.

Table 4 contains the costs of basic arithmetic and Frobenius operations in the

extension fields.

Table 4. Costs of arithmetic in the extension fields for k “ 24
Field Multiplication Squaring Inversion

Fp2 3M1 2M1 I2

Fp3 6M1 5M1 I3

Fp4 9M1 6M1 I4

Fp12 54M1 36M1 I8

Fp24 162M1 108M1 I1 ` 275M1

GΦ4pp6q 162M1 6M4 “ 54M1 [46] Conjugation

Operation Cost

p{p3{p5{p7-Frobenius 22M1

p2{p6-Frobenius 12M1

p4-Frobenius Conjugation

Twisted Ate Pairing

In a way similar to that in Section 5.4.3, we evaluate the twisted Ate pairing (11)

in Section 5.3.3. For t3, where t is specified as above, we have D “ 193 and

A “ 52.

The precomputation in Section 5.4.2 requires S12 ` M12 “ 90M1. We then
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have that TG “ 24M1 ` 3 ¨ 12M1 “ 60M1 with the precomputation. Hence, the

computation of the Miller loop requires

90M1 ` 193p35M1 ` 5S1 ` 60M1 ` S24 ` M24q ` 52p36M1 ` 5S1 ` 60M1 ` M24q

“ 85176M1.

For the exponent

pp24 ´ 1q{r “ pp4 ` p2 ` 1qpp8 ´ 1qpp8 ´ p4 ` 1q{r

“ pp4 ` p2 ` 1qpp8 ´ 1q
Φ24ppq

r
,

we evaluate the hard part Φ24ppq{r as follows. For the parametrized parameters

ppxq and rpxq, we write

pppxq8 ´ ppxq4 ` 1q

rpxq
“

7
ÿ

i“0

lipxqppxqi,

where

l0pxq “ 256x5 ` 448x4 ` 312x3 ` 102x2 ` 16x ` 2

l1pxq “ ´ 1024x6 ´ 2048x5 ´ 1696x4 ´ 720x3 ´ 166x2 ´ 24x ´ 2

l2pxq “ 4096x7 ` 9216x6 ` 8832x5 ` 4576x4 ` 1384x3 ` 262x2 ` 32x ` 2

l3pxq “ ´ 16384x8 ´ 40960x7 ´ 44544x6 ´ 27136x5 ´ 10112x4 ´ 2432x3 ´ 390x2

´ 40x ´ 2

l4pxq “ 65536x9 ` 180224x8 ` 219136x7 ` 153088x6 ` 67328x5 ` 19392x4 ` 3680x3

` 448x2 ` 32x

l5pxq “ ´ 262144x10 ´ 786432x9 ´ 1056768x8 ´ 831488x7 ´ 422400x6 ´ 144896x5

´ 34112x4 ´ 5472x3 ´ 576x2 ´ 32x

l6pxq “ 1048576x11 ` 3407872x10 ` 5013504x9 ` 4382720x8 ` 2521088x7

` 1001984x6 ` 281344x5 ` 56000x4 ` 7776x3 ` 704x2 ` 32x

l7pxq “ 64x4 ` 96x3 ` 54x2 ` 12x ` 1
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Then the polynomials can be simplified as follows:

l0pxq “ 2Apxq,

l1pxq “ ´2p4x ` 1qApxq,

l2pxq “ 2p4x ` 1q2Apxq,

l3pxq “ ´2p4x ` 1q3Apxq,

l4pxq “ 32xp2x ` 1qApxqBpxq,

l5pxq “ ´32xp2x ` 1qp4x ` 1qApxqBpxq,

l6pxq “ 32xp2x ` 1qp4x ` 1q2ApxqBpxq,

l7pxq “ Bpxq

where

Apxq “ 128x5 ` 224x4 ` 156x3 ` 51x2 ` 8x ` 1,

Bpxq “ 64x4 ` 96x3 ` 54x2 ` 12x ` 1,

Apxq “ 2xBpxq ` 32x4 ` 48x3 ` 27x2 ` 6x ` 1.

For the value f after computing the Miller loop, we can compute

g “ f pp4`p2`1qpp8´1q

with 12M1 ` 3M24 ` I24 “ 773M1 ` I1. We now have t “ 4x ` 1, where

x “ 262 ` 258 ` 253 ` 237.

Therefore, computing hx requires 62Sc ` 3M24 for an element h P GΦ2pp8q, where

Sc denotes the cost of a cyclotomic squaring GΦ6pp4q.

In the same manner as described in Section 5.4.3, we first compute gBpxq

with 271Sc ` 21M24. We can then compute gApxq with 63Sc ` 8M24 by using

the results to compute gBpxq. Again, this requires 271Sc ` 21M24 for computing

gApxqBpxq “
`

gApxq
˘Bpxq

. After that we compute

gp4x`1qApxq Ñ gp4x`1q2Apxq Ñ gp4x`1q3Apxq,

gp2x`1qApxqBpxq Ñ gp2x`1qp4x`1qApxqBpxq Ñ gp2x`1qp4x`1q2ApxqBpxq
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in order to obtain gli . This costs 451Sc ` 27M24. The computation of pgliqp
i

requires 112M1 and we can compute gpp8´p4`1q{r “
7

ś

i“0

gl1p
i
with 7M24.

All in all, the cost of performing the final exponentiation is

773M1 ` I1 ` 1056Sc ` 84M24 ` 112M1 “ 71517M1 ` I1.

We next consider the method with a multi-exponentiation in the same manner

when k “ 16. We first compute gx
i

p1 ď i ď 11q with 11p62Sc ` 3M16q “

682Sc ` 33M16. Second, we compute pgx
i
qp
j
with p31 ¨ 22 ` 19 ¨ 12qM1 “ 910M1.

We then find the following addition chain from the coefficients set from lipxq

r1, 2, 3, 4, 10, 12, 14, 16, 24, 32, 40, 54, 64, 78, 96, 102, 166, 178, 256, 258,

262, 270, 312, 314, 390, 448, 576, 704, 720, 1024, 1126, 1384, 1696, 1712, 1968,

2048, 2432, 3680, 3776, 4096, 4128, 4576, 5472, 5536, 6848, 6976, 7776, 7808,

7832, 8552, 8832, 9216, 10112, 10176, 16384, 16960, 19200, 19392, 27136, 34112,

34368, 38912, 40960, 44544, 48224, 56000, 56704, 65536, 65632, 67328, 77568,

141056, 144896, 148992, 153088, 170496, 180224, 219136, 221184, 262144, 281344,

422400, 567296, 569344, 630784, 786432, 831488, 886784, 974848, 1001984,

1048576, 1052672, 1056768, 1464320, 2521088, 3407872, 4382720, 5013504s

We then compute a vectorial addition chain of length 214 from this chain.

From this the multi-exponentiation requires 214 ´ 60 “ 154 multiplications in

Fp24 including three squarings, where 60 is the number of unit vectors.

Performing the final exponentiation with the vectorial chain requires

773M1 ` I1 ` 682Sc ` 32M24 ` 910M1 ` 3Sc ` 151M24 “ 68319M1 ` I1,

which is lower than the cost that we evaluated above. Hence the method with

performing the multi-exponentiation is better than the naive method when k “

24.

Consequently, the estimated cost of the twisted Ate pairing is 153495M1 ` I1.

Weil Pairing with Automorphism

Some of the features that are used to accelerate the Weil pairing described in

Section 5.4.3 can also be used when k “ 24. TG is 60M1 based on pre-computation
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with S12 ` M12 and T 1
G, which is the cost of evaluating a line function G at the

divisor ψ´1pD1q can be estimated as 402M1 with pre-computation with 2pS12 `

M12q. In each Miller step we compute

f 2 ¨ cDψpD1
2q ¨ cDpψ´1pD1qq

with TG ` T 1
G ` S24 ` 2M24 “ 894M1 and

f ¨ cAψpD1
2q ¨ cApψ´1pD1qq

with TG ` T 1
G ` M24 “ 786M1.

As described in Section 5.4.3, λ where λ4 ` 1 “ 0 pmod rq, can be written

by using t for the Kawazoe-Takahashi cyclotomic family of curves. In fact, the

equation

pt3q4 ` 1 “ t12 ` 1 “ pt4 ` 1qpt8 ´ t4 ` 1q “ pt4 ` 1qrptq

implies we can always obtain λ “ t3 as the smallest integer, which is the root of

y4 `1 “ 0 pmod rq. Note that the size of λ is not close to plog2 rq{4; however, we

cannot search for an appropriate λ with a low Hamming weight without incurring

excessive computational costs.

Here we have that D “ 193 and A “ 52 for λ “ t3. All in all, the cost of the

Weil pairing is

3pS12 ` M12q ` 193 ¨ p40 ` 235 ` 894qM1 ` 52 ¨ p41 ` 241 ` 786qM1 ` M24 ` I24

“ 281860M1 ` I1.

5.4.5 Comparison

Here we provide a comparison of our pairings on genus 2 curves with the state-

of-the art results for pairings on elliptic curves.

Aranha et al. [2] proposed optimal HV pairings on Kachisa-Schaefer-Scott

(KSS), Barreto-Naehrig (BN), and Barreto-Lynn-Scott (BLS) elliptic curves at

the 192-bit security level. They showed that the pairings on BLS curves were

the most efficient and a slight improvement was reported by Ghammam and

Fouotsa [42]. They also showed that optimal Weil pairings known as β pairings
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were well suited for implementation on a multiprocessor machine and that this

achieved an improvement in efficiency.

Zhang et al. [93] analyzed the pairings on KSS curves for the 192-bit security

level and on BLS curves for the 256-bit security level. Although their aim is to

show the most efficient curves for computing products of pairings at high security

levels, they also provide the detailed cost of a single pairing; therefore, we use

their results for comparison.

Table 5 and 6 show the comparison of our pairings and other pairings on

pairing-friendly elliptic curves at the 192- and 256-bit security levels, respectively.

Table 5. Comparison of the cost of the pairings at the 192-bit security level.

Curve Pairing Phase Operations in Fp
ML 10208m481

KSS16 [93] Optimal Ate FE 22330m481 ` i481

Total 32538m481 ` i481

ML 16775m512

BLS12 [2] Optimal Ate FE 13068m512 ` i512

Total 29843m512 ` i512

ML 23601m671

Kawazoe-Takahashi16 Twisted Ate FE 34341m671 ` i671

Total 57942m671 ` i671

ML 69218m671 ` i671

Kawazoe-Takahashi16 Variant of Weil FE —

Total 69218m671 ` i671

We obtained a comparison of our pairings with those on elliptic curves using

scaled data for the size of p by considering the costs in software implementations

on 64-bit platforms. As noted in [2, Section 6.2], a P Fp can be represented with

ℓ “ 1`tlog2ppqu binary coefficients ai packed in n64 “ r ℓ
64

s 64-bit processor words.

Then the complexity of a Montgomery multiplication is given by Op2n2
64 ` n64q.

Hence, we have that m671 « 1.86m512 and m768 « 1.43m640. Based on this, the

scaled cost is approximately 3.6 times more than the cost of pairing on the BLS12

curve at the 192-bit security level and approximately 4.4 times more than the cost

of pairing on the BLS24 curve at the 256-bit security level, respectively. This is
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Table 6. Comparison of the cost of the pairings at the 256-bit security level.

Curve Pairing Phase Operations in Fp
ML 21297m640 ` 67i640

BLS24 [93] Optimal Ate FE 30596m640 ` 10i640

Total 51893m640 ` 77i640

ML 85176m768

Kawazoe-Takahashi24 Twisted Ate FE 68319m768 ` i768

Total 153495m768 ` i768

ML 281860m768 ` i768

Kawazoe-Takahashi24 Variant of Weil FE —

Total 281860m768 ` i768

attributed to the higher ρ-value of Kawazoe-Takahashi curves in contrast to those

of pairing-friendly elliptic curves.

At the 192-bit security level, the cost of Weil pairing with automorphism is

competitive with that of twisted Ate pairing, although the cost is much higher at

the 256-bit security level. This is a consequence of the loop length of Weil pairing

exceeding the optimal length, which is close to plog2 rq{4. Furthermore, the final

exponentiation can be performed with limited effectiveness for k “ 24 owing to

the low cost of cyclotomic squaring in GΦ6pp4q.

5.5 Summary

This chapter provided the explicit constructions of the pairing on Kawazoe-

Takahashi curves and detailed cost evaluations of them for both 192- and 256-bit

security levels. In addition to the Tate-type pairings, the Weil-type pairings with

the efficiently computable automorphisms as described in Chapter 4 are evalu-

ated and the cost estimations are reported. At the both two security levels, the

twisted Ate pairing is the most efficient Tate-type pairing on the curves.

Two strategies for performing the hard part of final exponentiations are de-

scribed: for the parametrized coefficients

lipxq where
Φkpppxqq

rpxq
“

φpkq
ÿ

i“0

lipxqppxqi,
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• a naive way: simplifying lipxq and computing exponentiations in the effi-

cient order naively,

• multi-exponentiation: computing a multi-exponentiation with a vecto-

rial chain [83].

For the 192-bit security levels, the computation of the final exponentiation

with naive method is slightly faster than using the method of computing the

multi-exponentiation, while computing the multi-exponentiation is better than

the naive method for the 256-bit security level.

Based on the cost estimations and the comparison with the results in elliptic

case, the scaled cost for a 64-bit processor platform is approximately 3.6 times

more than the cost of pairing on the BLS12 curve at the 192-bit security level

and approximately 4.4 times more than the cost of pairing on the BLS24 curve

at the 256-bit security level, respectively.
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6. Implementation

This chapter shows benchmark results of arithmetic in the extension fields and

our pairings which are evaluated in chapter 5 on a 64-bit processor platform.

6.1 Modular Multiplications

This section reports a brief overview of algorithms of standard modular arith-

metic, especially Montgomery multiplication. The algorithms in this section are

typical and the essential parts of them are used many libraries of arithmetic in

finite fields which offer optimized codes on each platform.

Representation

For a 64-bit platform, integers are represented in radix 264 using arrays of 64-bit

words. For instance, the nW -word array px0, . . . , xnW´1q represents the p64nW q-

bit integer X “
řnW´1
i“0 xi ¨ 264i.

Basic Integer Operations

Most of the basic arithmetic operations, such as integer addition, subtraction,

comparison, assignment, and so on, can be performed where their latencies are

linear in nW . We illustrate this by detailing the case of the addition in the

following paragraphs.

Suppose then that we are given the address in memory of two nW -word integers

X “ px0, . . . , xnW´1q and Y “ py0, . . . , ynW´1q, and that we want to compute their

sum as the nW -word integer R “ pr0, . . . , rnW´1q along with the carry-out bit c:

X ` Y “ R ` c ¨ 264nW .

Basic Modular Arithmetic

Basic modular operations such as negation, addition or subtraction directly rely

on their integer counterparts on nW -word operands described as above. Operands

are assumed to be already reduced with respect to the modulus p.

After the main operation, a final reduction step compares the result to the

modulus p and conditionally subtracts or adds it (in the case of a modular addi-
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tion or subtraction, respectively). This comparison is performed most-significant

digits first, so as to return an answer as quickly as possible. Thus, it has an

average latency of only a few cycles, even though its worst-case complexity (in

the case of equality) is still linear in nW .

Integer Multiplication

Given two nW -word multi-precision integers X and Y , their 2nW -word product

R “ X ¨Y is computed using a quadratic parallel–serial algorithm: the nW words

of the multiplicand X are first all loaded into registers, then, for i ranging from

0 to nW ´ 1, each partial product X ¨ yi is computed, shifted left by i words, and

accumulated into the partial result:

R Ð 0

for i Ð 0 to nW ´ 1 do

R Ð R ` X ¨ yi ¨ 264i

return R

Note that each partial product X ¨yi fits on nW `1 words, and that, before the

i-th partial product is accumulated, the most-significant words rnW`i to r2nW´1

of the partial result are all 0. Furthermore, because of the left shift by i words,

this means that the accumulation into R will only modify words ri to rnW`i,

and the carry need not be propagated further. Also, after accumulating the i-th

partial product, the i-th word ri will have reached its final value, and may then

be written back to memory. Consequently, at any point in the algorithm, only

nW ` 1 words of the partial result (from ri to rnW`i) need to be kept in the

register file. Hence, the total number of registers required for the multiplication

is 2nW ` Op1q.

In order to simplify the carry propagation when accumulating each partial

product X ¨yi into R, the words xj of the multiplicand X are processed separately

according to the parity of their index j: we write X “ X0 ` X1 ¨ 264, with

X0 “

rnW {2s´1
ÿ

k“0

x2k ¨ 264k, and

X1 “

tnW {2u´1
ÿ

k“0

x2k`1 ¨ 264k.
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This way, we first compute the sub-product S
piq
0 “ X0 ¨ yi, whose individual

products x2k ¨ yi ¨ 264k are contiguous but do not overlap, and directly accumulate

it into R. We then compute the second sub-product S
piq
1 “ X1 ¨ yi, which is also

contiguous and overlap-free, and finally accumulate it into R as well.

Montgomery Reduction

Given an odd nW -word modulus p along with the constant R “ 264nW , the Mont-

gomery reduction [72] of a 2nW -word integer X ă p ¨R with respect to p is defined

as REDCppXq “ X ¨ R´1 mod p. As p ă R, using the Montgomery representa-

tion of integers modulo p, in which the elements X P Z{pZ are represented by
rX “ X ¨ R mod p, the product Z “ X ¨ Y mod p of two such residues X and

Y P Z{pZ can then be computed as rZ “ X ¨ Y ¨ R mod p “ REDCpp rX ¨ rY q.

Given the precomputed constant rR “ R2 mod p, conversions to and from

this representation can be computed using only nW -word integer multiplications

and Montgomery reductions, as rX “ REDCppX ¨ rRq and X “ REDCpp rXq,

respectively.

Finally, as it is also compatible with addition, subtraction and negation mod-

ulo p, we can perform all the computations required for ECM in Montgomery

representation in order to avoid conversions before and after each modular mul-

tiplication.

In [72], Montgomery gives an efficient algorithm requiring only multiplications

for computing REDCppXq, provided that the 1-word constant n1 “ p´pq´1 mod

264 is known (thanks to a precomputation, for instance):

T Ð px0, . . . , xnW´1q (i.e., T Ð X mod 264nW )

for i Ð 0 to nW ´ 1 do

q Ð t0 ¨ n1 mod 264

T Ð xnW`i ¨ 264pnW´1q ` pT ` q ¨ pq{264

if T ě p then

T Ð T ´ p

return T

The partial result T is first initialized with the nW least significant words of

X. Then, at each iteration, a multiple of p is added to it so as to make it divisible
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by 264. The value of T is then shifted right by one word, and the next word of X

is loaded and added (with carry) to tnW´1. A single final subtraction of p might

be necessary to keep the result below p.

At any point in the algorithm, T is an nW -word integer along with a delayed

carry bit, and thus occupies nW ` 1 registers denoted by t0 to tnW . As the nW -

word modulus p is also kept in the register file (n0 to nnW´1), the total number

of registers required for this algorithm is then 2nW `Op1q.

In fact, this algorithm is in many ways quite similar to that of the parallel–

serial multiplication described in the previous part about integer multiplications.

In particular, by considering the odd- and even-indexed words of p and by writing

p “ p0 ` p1 ¨ 264 as we did for X in the multiplication, we can also split the

computation of the partial product q ¨ p into two sub-products S0 “ q ¨ p0 and

S1 “ q ¨ p1 and accumulate them separately into T . The only difference is that

both accumulations into T might generate output carries.

6.2 Implementation on Haswell CPUs with the Library mcl

For generating optimized codes to perform field arithmetic flexibly, the library

mcl proposed by Mitsunari [69] is suitable. This library is used for computing the

pairing on BN curve [71] and the result achieves the state-of-the-art performance

of pairings at the 128-bit security level [1]. Note that the pairing in [17, 71] has

126-bit security level for its actual parameters.

6.2.1 The Library mcl

The library mcl offers a class of a prime field Fp so that we can take a modulus p

and implement standard arithmetic in Fp flexibly. The codes for generating opti-

mized assembly codes to perform standard arithmetic, i.e., addition, subtraction,

Montgomery multiplication, and Montgomery inversion are written carefully. In

the latest version, we can take a modulus p whose bit size is less than or equal

to 768. The inside of mcl, Xbyak [70] which is a x86/x64 just-in-time assembler

is used for to generate fast codes. The implementation results in [17] can be

obtained by using the former version of mcl.

Mitsunari [71] improved the implementation of a multiplication of a 256-bit

59



integers and a 64-bit integer using mulx instruction which is supported by Haswell

processors. Since the instruction mulx does not affect the carry flag (CF), we don’t

have to perform carry-preserving additions and can remove some mov instructions

consequently. Detailed optimizations are described in [71, Section 4].

6.2.2 Multiplications in Fp2

As described in [17, Section 5.2], we can use the method of lazy reduction for

performing a multiplication in Fp2 with Montgomery multiplications in the base

field. A Montgomery multiplication of a and b in Fp consists of two parts:

1. Performing the straightforward integer multiplication ab where the bit size

of ab is at most twice those of a and b.

2. Performing the Montgomery reduction REDCppabq.

For a multiplication in Fp2 , we can reduce the number of the Montgomery reduc-

tions by keeping the intermediate results of the double size products and perform-

ing additions and subtractions of them. If the latency of a Montgomery reduction

is considerable higher than that of a straightforward integer multiplication then

the lazy reduction method can work well.

In this research, we adopt the lazy reduction method for a selected modulus

by taking benchmark result of multiplication in Fp2 into account.

6.3 Experimental Results

Here, p671 and p768 denote the 671- and 768-bit modulus p described in 5.4.3 and

5.4.4, respectively. For multiplications and squarings in Fp2 , both methods of

naive way and lazy reduction are considered and implemented. Table 7 shows

latencies of a multiplication and a squaring in the quadratic extension fields Fp2
for the naive method and the lazy reduction method.

The benchmark results indicated that a multiplication with lazy reduction

in Fp2671 is more effective than a multiplication with naive method. Furthermore

we should perform a squaring in Fp2671 , and a multiplication and a squaring in

Fp2768 in the naive way. Hence only multiplications in Fp4671 ,Fp8671 , and Fp16671 are

implemented based on a multiplication in Fp2671 with lazy reduction.
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Table 7. Latencies of a multiplication and a squaring in Fp2 .
Operation over Fp2671 over Fp2768

Multiplication (naive) 2,324 2,723

Multiplication (lazy reduction) 2,194 2,749

Squaring (naive) 1,582 2,007

Squaring (lazy reduction) 1,774 2,345

The following tables 8 and 9 report the latency of standard arithmetic in base

field and each extension field for p671 and p768, respectively.

Table 8. Latency of arithmetic in each field of characteristic p671
Operation Latency

Addition over Fp671 25

Inversion over Fp671 9,468

Cyclotomic squaring over GΦ2pp8q 37,158

Field Multiplication Squaring

Fp671 720 713

Fp2671 2,194 1,582

Fp4671 7,057 5,125

Fp8671 21,545 15,741

Fp16671 65,464 48,448

Table 10 shows benchmark results for the pairings on Kawazoe-Takahashi

curves on the Haswell CPU, Intel Core i7-4770K. To perform arithmetic in Fp
for 768-bit modulus p, the option CFLAGS USER=‘‘-DMCL MAX OP BIT SIZE=768’’

is required. In addition, we use the latest version of LLVM (version 4.0.0) for

generating optimal code and set the option LLVM VER=-3.8 USE LLVM=1.

Aranha et al. [2] provided the experimental results for the optimal Ate pairing

on the elliptic curves that are the state-of-the-art for pairings at the 192-bit

security level in elliptic case. They implemented field arithmetic in Assembly on

top of [3].

For comparison, the benchmark results of pairings for the 192- and 256-bit

security levels by Bos et al. [23] are reported. The implementation result of a
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Table 9. Latency of arithmetic in each field of characteristic p768
Operation Latency

Addition over Fp768 33

Inversion over Fp768 10,794

Cyclotomic squaring over GΦ6pp4q 60,080

Field Multiplication Squaring

Fp768 833 824

Fp2768 2,723 2,007

Fp4768 8,652 6,149

Fp12768 53,094 39,508

Fp24768 163,341 117,748

pairing for the 256-bit security level can be found in [81]. By Estimating the

latency of the pairing with the timing of ‘Decrypt’ in [81, Table 3], his result

should be better than that of the pairing on BLS24 curves in [23].

The latency of the twisted Ate pairing on Kawazoe-Takahashi curves for the

192-bit security level is approximately 4 times higher than that of the optimal

Ate pairing on BLS12 curves by [2].

6.4 Summary

This chapter offered the benchmark results of the twisted Ate pairing on the

Kawazoe-Takahashi curves. The implementation is performed by using the library

mcl for arithmetic in base prime field Fp. For the Montgomery multiplications

in Fp2 , the naive way or the lazy reduction method is adopted depending on the

modulus p.

The latency of the twisted Ate pairing on Kawazoe-Takahashi curves for the

192-bit security level is approximately 4 times higher than that of the optimal

Ate pairing on BLS12 curves by [2] which is the state-of-the-art result of pairing

computation for the security level.
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Table 10. Benchmark results for our pairings and a comparison with the pairings

on the elliptic curves

Curve and pairing Platform Millions of clock cycles

BLS12 [2]
Intel Core i7-2630QM 14.08

optimal Ate

BLS12 [23]
Intel Core i7-3520M 47.2

optimal Ate

KSS18 [23]
Intel Core i7-3520M 63.3

optimal Ate

Kawazoe-Takahashi16
Intel Core i7-4770K 52.42

twisted Ate

BLS24 [23]
Intel Core i7-3520M 115.0

optimal Ate

Kawazoe-Takahashi24
Intel Core i7-4770K 153.19

twisted Ate
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7. Conclusion

Pairing-based cryptography has attracted attention since there are many useful

cryptographic protocols with pairings.

In the literature, pairings on hyperelliptic curves of genus 2 are not considered

to be more efficient than elliptic curves for constructing general pairings. In fact

we already have optimum families of curves for effective pairings in the elliptic

case. In contrast to the elliptic case, the general constructions of pairing-friendly

genus 2 curves with ρ ă 2 have not yet been achieved. Furthermore the ηT pairing

which was the most efficient pairing on genus 2 curves has been vulnerable due

to the major progress in the computation of discrete logarithms in finite fields of

small characteristics was made. It is therefore unclear effective constructions of

a pairing and how to select an appropriate curve for a fast pairing.

This dissertation explores how to construct the most efficient pairing on genus

2 hyperelliptic curve for the 192- and 256-bit security level. By the detailed

cost evaluations and the implementation results of our pairings, the extent of the

difference between pairings on elliptic curves and pairings on genus 2 hyperelliptic

curves at the security levels was clarified.

7.1 Contributions

To achieve the above objectives, a selection of appropriate curves was revealed in

Chapter 3. The Kawazoe-Takahashi families of curves are an optimum choice for

an effective pairing at the 192- and 256-bit security levels since they have twists

of higher degree and many features to speed up the pairings.

Chapter 4 proposed a new invariant of Weil-type pairing with an efficiently

computable automorphism of a curve. This result can be considered as a gener-

alization of the methods that were used to construct the omega pairing on the

elliptic curve by Zhao et al. [95]. Furthermore, this approach enables Weil-type

pairings with automorphisms in the Hess-Vercauteren framework. An effective

method for computing the pairing evaluated effective parts of reduced divisors as

inputs without normalizing the Miller function was provided.

Chapter 5 reported a detailed cost estimation of Kawazoe-Takahashi curves at

the 192- and 256-bits security levels. Constructions of the pairings were analyzed
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carefully, and one can see that the twisted Ate pairing can be computed more

effectively. For the twisted Ate pairing, the scaled cost is approximately 3.6 and

4.4 times more than the cost of pairing on the BLS12 curve at the 192-bit security

level and on the BLS24 curve at the 256-bit security level, respectively. In addi-

tion, we reported the cost of our Weil-type pairings with efficiently computable

automorphisms.

Chapter 6 offered experimental results for implementation of pairings on a

Haswell processor with mcl library. Thanks to mcl which can generate optimum

codes for field arithmetic and implementing multiplications in the first quadratic

extension field in the lazy reduction way, the latency of our pairing is approxi-

mately 4 higher than the state-of-the-art in elliptic case for the 192-bit security

level.

This is the first comprehensive study of the detailed evaluations of pairings

on genus 2 curves at the high security levels.

7.2 Future Perspective

There is a considerable difference between cost of pairings on elliptic curves and

that of pairings on genus 2 curves. One of the causes comes from the discrepancy

of ρ-values. The ρ-values of optimum families of elliptic curves take approximately

1 while those of Kawazoe-Takahashi families in this dissertation take 3 ď ρ ď 3.5.

This is the one of biggest disadvantage for a pairing on genus 2 curves. Therefore,

the method for constructing pairing-friendly genus 2 curves with ρ ă 2 should be

exploited.

This dissertation has focused on the cyclotomic families by Kawazoe and

Takahashi to parametrize security parameters and construct a family of pairings

in the Hess-Vercauteren framework. However, the length of Miller loop of the

Weil pairing with the automorphism (i.e., λ which is one of roots of the char-

acteristic polynomial of the automorphism) is not desired one since there is a

certain relationship between the security parameters rpxq and ppxq for the 256-

bit security level. For evaluating pairings on genus 2 curves completely, it needs

to construct a pairing on a pairing-friendly curve which is not member of any

family. Especially, the Weil-type pairing should be more efficient for higher secu-

rity levels since no final exponentiation is required to perform. Hence we should
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propose efficient Weil-type pairings on appropriate curves in the future.

As described in Section 3.1, we should reconsider appropriate key length of

pairings in finite fields Fqk due to the progress of research on the tower number

field sieve (TNFS and exTNFS) algorithms and those methods for a special char-

acteristic p (sTNFS and sexTNFS). In elliptic and genus 2 cases, the pairings

on the families of pairing-friendly curves are affected by these algorithms and

their key sizes must be taken into large values. The sizes of Fqk in our pairings

are somewhat larger than the current recommended key sizes for the 192- and

256-bit security levels that is caused by their slightly larger ρ-values. In contrast

to the genus 2 case, the pairings on the elliptic curves in the literatures should

be reconstructed soon.
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