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A Mobile Payment System Utilizing MANETSs

for A Disaster Area®

Babatunde Ojetunde

Abstract

A payment system in a disaster area is essential for people to buy necessities
such as groceries, clothing, and medical supplies. However, existing payment
systems require communication infrastructures (like wired networks and cellular
networks) to enable transactions, which may be destroyed during disasters (like
large-scale earthquake and flooding) and thus cannot be relied on in disaster areas.
In this thesis, we propose a mobile payment system, adopting infrastructureless
mobile ad-hoc networks (MANETS), which allows users to shop in disaster areas
while providing secure transactions. Specifically, we propose an endorsement-
based scheme to guarantee each transaction and a location-information based
scheme to provide transaction monitoring, and thus achieve transaction validity
and reliability. Our mobile payment system can also prevent collusion between
two participating parties, reset and recover attacks from any user and double

spending by using location-based mutual monitoring by nearby users.
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1. Introduction

A major problem in disaster areas is that people there do not have cash on
hand to pay for such necessities as groceries, clothing and medical supplies. More-
over, people in disaster areas can neither access payment systems to make online
electronic financial transactions due to the lack of communication infrastructures
(like wired networks and cellular networks). Therefore, an infrastructureless pay-
ment system which functions well without the support of communication infras-
tructures is vital for people in disaster areas to do transactions. In this thesis, we
will propose a mobile payment system, utilizing infrastructureless mobile ad-hoc
network, to enable carrying out offline financial transactions in disaster areas ®.

There are many payment systems providing digital currency services, but none
of them have been developed to address the needs of people in a disaster situation
where there is no communication infrastructure. Designing a mobile payment

system in disaster areas based on MANETS faces the following challenges [1].

e Unreliability of wireless link between nodes : Mobile devices in a
mobile ad-hoc network usually have limited energy (battery power), which

makes it difficult to maintain a consistent wireless link for communication.

e Constantly changing topology : Topology changes very rapidly in a
mobile ad-hoc network due to movement of users into and out of the net-
work. This also results in a decrease in network performance (increasing
delay and decreasing throughput), due to a difficulty in routing data to its

destination.

e Lack of incorporation of security features : Security features in stat-
ically configured wireless networks are not available for environments of

MANETS, which increases exposure and vulnerability to attacks.

In this thesis, we propose an endorsement-based mobile payment system to

address these issues. Specifically, each customer in our system will select people

L Although our mobile payment system can also work online (e.g. as a digital currency),
requesting electronic money from a bank for immediate use is not possible when there is no

online communication connection to the bank



to endorse their transactions, where the digital signature of an endorser is ob-
tained on every transaction as proof of the endorsement. In this case, when a
customer buys an item and does not pay, the money can be deducted from the
endorser’s account, thus ensuring that each merchant gets paid after each suc-
cessful transaction. Since there is no direct connection with the payment source
(bank) and it is therefore not possible to achieve transaction validity and reli-
ability. To address this issue, we introduce location-information based scheme
to provide transaction monitoring from nearby users. This will not only make
a transaction valid and reliable, but also prevent reuse of transaction data to
carry out attacks in the network. To prevent impersonation and fraud, digitally
signed photograph is introduced to identify users. Our payment system could
also prevent cases of collusion and double spending. Furthermore, user privacy
protection is secured by ensuring that the user nickname (e.g. a Temporary ID)
is used in every transaction. The nickname can be scrambled, and this will give
a customer a different nickname per transaction.

In the following, we first review related literature on mobile payment systems,
then present the overview of the proposed mobile payment system, and finally

propose various mechanism to provide secure transactions.



2. Related Works

2.1 Electronic Payment

Electronic commerce (referred to as e-commerce hereafter) is the online buying
and selling of goods, services, products or software, while electronic payment is
the online payment method for the e-commerce, which involves the exchange of
money electronically between a buyer and a seller through a bank. In an e-
commerce payment system, trust is an essential part of e-commerce transaction
unlike traditional means of transaction. For example, in traditional transactions
a buyer will see goods before making payment, but in e-commerce the buyer does
not necessarily see or examine the physical goods before making payment. Figure
1 shows a comparison between the design of traditional payment and electronic

payment.

2. Traditional Payment
(Cash, Checks, Credit card)

asl
E-wallet, Payment card,

a. Traditional Payment b. Electronic Payment

Figure 1. Traditional Payment versus Electronic Payment

There are various electronic payment systems available to online customers

for payment, some of which are listed below:

e Electronic funds transfer (EFT) : This payment system involves an
electronic transfer of money from a customer’s bank account to the bank
account of another customer/merchant. The money transfer may also in-
volve another bank different from the customer’s bank and this is referred

to as inter-bank transfer.

e Credit cards : This is one of the oldest payment methods. It is also
categorized as a buy-now and pay-later payment model. A customer is
permitted to buy goods/services up to an agree amount that is granted by
the bank or the credit card service provider. The payment for the goods is

deducted at the end of the month. This process is known as settlement.



e Payment cards : This can be categorized as buy-now and pay-now pay-
ment model. The payment cards usually contain the stored value (money)
that can be used for payment of goods/services. ATM debit cards that are
allowed to carry out online transaction fall in this category. Other cards

that can be classified as payment cards are smart cards, gift cards, etc.

e Electronic money (also known as e-cash) : This is an electronic equiv-
alent of physical cash that is stored digitally and is used for payment of

goods/services in an online e-commerce.

e Electronic wallets (e-wallets) : This can be referred to as the electronic
form of a physical wallet. E-wallet stores user’s payment information and
other authentication information. It allows a user to make payment to a
merchant using near field communication (NFC). E-wallet, however, can
be used to store other information such as health card, driver license etc.

Examples of an e-wallet are Osaifu-Keitai, Google wallet, etc.

The emerging of new e-commerce transactions has necessitated the develop-
ment of new electronic payment as a means of paying for goods that are bought
using these new e-commerce systems. Mobile electronic commerce is an example
of such e-commerce and it involves the use of wireless mobile devices to buy and

sell goods/services, which facilitates the development of mobile payment systems.

2.2 Mobile Payment

Mobile payment is referred to as any transaction that is done using a mobile
device. This can be buying of goods or services from a merchant or exchange
of electronic cash between two parties. Mobile payments are based on different
charging models depending on the way protocols are developed. The followings

are the common charging models:

1. Subscription Model : A customer is charged based on his/her subscrip-
tion for a particular service. This is also referred to as billing model. Sub-
scription model can either be a monthly payment where a customer makes

the payment personally, or a recurring payment which is charged directly



to the customer account. The subscription model can be implemented on

a prepaid or post-paid method.

2. Credit Model : In credit model, a customer is allowed to buy goods/services

first and make payment later. This is also a form of post-paid method.

3. Debit Model : In this model, a customer is charged immediately for a
transaction. This is used majorly by most of existing payment systems (es-
pecially micro-payment system) and it often involves the use of an electronic

Currency.

4. Electronic check Model : This model adopts the same process as that
of a paper check. It is also regulated by the same law as a paper check.
It allows a customer to make payment on any transaction where a paper

check can be used.

Our proposed mobile payment system adopts the use of both credit and debit
model with electronic currency.
Mobile payment can be broadly classified into two categories, depending on

the transaction value, namely: micro-payment and macro-payment.

2.2.1 Micro-Payment

Micro-payment can be described as an electronic payment system that is used
for transactions that involves a small amount of money (for example, an amount
that is less than $1). Micro-payments system is usually used for online transaction
such as the purchase of ring tone, music, online games, e-book, etc. Some exam-
ples of micro-payment systems are Millicent (available in Japan in 1999), PayPal
micro-payment, Mpay. The security mechanism in a micro-payment system is
more centered on reducing the payment verification cost among stakeholders.

Figure 2 shows the basic design of a micro-payment system.

2.2.2 Macro-Payment

Macro-payment can be described as an electronic payment system that is

used for transactions that involves a large amount of money (that is, an amount



2.Buyan item

Customer Merchant

1. Get e-cash 3. Deposit e-cash

Figure 2. Basic Design of a Micro-Payment System

that is more than $10). The macro-payment system usually involves the payment
for paying bills, buying of physical goods, but can also work for digital contents
and services. Unlike micro-payment system, the security mechanism in macro-
payment is more centered on authorization, privacy of users, and non-repudiation
of transactions. The basic design of a micro-payment system is shown in Figure
3.

1.Buy an item
Customer Merchant

4. Supply item/services

2. Request Authorization 3. Authorize Payment

5. Debit Money

Broker/Bank

Figure 3. Basic Design of a Macro-Payment System

2.2.3 Differences between Micro-Payment and Macro-Payment

The main differences between micro-payment and macro-payment are stated
in Table 1 below:
2.2.4 Security Requirements of Mobile Payment System

The following security requirements should be achieved by a mobile payment

system. Our proposed system can achieve these goals after it is run successfully.

e Authentication : All users should be able to authenticate each other to

avoid impersonation of users.



Table 1. Differences between Micro-Payment and Macro-Payment

Category Micro-payment Macro-Payment
Security Low transaction security | High transaction security
Computational Cost | Require low overhead Require high overhead
Communication Cost | Require low overhead Require high overhead
Transaction Amount | Small (less than $1) Large (more than $10)

e Anonymity : Each user’s privacy should be protected. A merchant should

2.3

not be able to associate transaction to the real identity of a customer.

Confidentiality : All messages in the network should be encrypted and
digitally signed by users.

Integrity : To ensure that messages are not modified in transit and can-
not be repudiated later, the integrity of transaction message should be

protected.

Double Spending Detection : A customer should not be able to use the

same money (e-coin) twice or more to buy goods/services.

Overspending Detection : A customer should not be able to spend more

than the money in his/her account.

Replay Attack Protection : In a situation that an attacker intercepts a
message in the system and tries to use the message later to buy an item,

the payment system should detect that the message is already used.

Previous Research

Although many works have been conducted on payment systems, most of

these studies require the support of communication infrastructures (online ser-

vices) to enable secure transactions in the payment system, and are therefore not

suitable for disaster areas. For example, Hu et al. [2] designed an online authen-

tication system (called Anonymous Micro-payments Authentication) to allow a

customer and a merchant to authenticate each other indirectly, while preventing a

merchant from knowing the customer’s real identity. Their proposed system also
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introduces a payment mechanism where a customer sends an order and payment
authorization to the merchant to buy an item. In addition, the payment mecha-
nism allows a customer to make a purchase from either his/her local domain or
from a remote domain without any additional overheads on the customer. The

payment mechanism is based on three different protocols listed below:

1. Price Negotiation Protocol : The protocol is used by a customer to get
information about price of goods from a merchant before the transaction

begins.

2. Authentication and Micro-payment Protocol : The protocol is used
to buy goods or services from the merchant. During the transaction, the
customer sends his/her transaction order and payment authorization to the
merchant. The merchant, however, will first send all transaction informa-
tion and its identity information to a trusted third party for authentication
before providing the goods or services to the customer. The protocol adopts

the debit model of payment.

3. Clearing and Settlement Protocol : The protocol is used to reconcile
all transaction amounts that the merchant claimed and the customer spent

with the amount of money deducted by a trusted third party.

The payment system ensures that the computational overhead of a customer’s
mobile phone is minimized. However, the system is not optimized for subsequent
payments by the customer to the same merchant, and the system depends on a
trusted third party, which is a performance bottleneck.

Wang et al. [3] presented a novel e-cash payment system which reduces online
computational cost of transactions. The computational cost reduction is achieved
by integrating the trapdoor hash function into the system. Wang’s payment sys-
tem requires only integer multiplication and addition operations for computa-
tion, similar to [4], [5] and unlike the online computational cost introduced by
Krawczyk et al. in [6] which requires multiplication and modulo operations and
Shamir’s schemes in [7] that uses modulo operation for computation. This makes
this payment system suitable for application with mobile devices.

The proposed scheme adopts mobile prepaid model of payment, in which a

customer buys goods online using an electronic payment certificate issued by a



bank to request payment from the bank as shown in Figure 4. The bank first
freezes the transaction amount temporarily, sends the transaction information to
the merchant, then waits till there is a confirmation from the customer that the
goods are supplied by the merchant, red and finally deducts the money directly
from the customer’s account and deposits it to the merchant’s account. The
mobile prepaid system is divided into three phases: the registration phase, the

payment phase, and the deposit phase.

o
[H\’ 1.
i - 3.

Customer

Merchant

Figure 4. Overview of Wang’s Mobile Pre-paid System

The steps for buying an item in Wang’s system are summarized below:
1. The customer negotiates price and order item.

2. The merchant verifies the customer and sends billing information to the
bank.

3. The bank deducts the transaction amount temporarily and notifies the mer-

chant.



4. The merchant supplies the item to the customer.
5. The customer notifies the bank of receiving the item.

6. The bank deducts the money from the customer’s account permanently and

pays the merchant.

Chen et al. [8] proposed a scheme that focuses on e-payment systems with
electronic cash. To reduce merchants’ burden of having an account for deposit-
ing electronic cash received from customers with multiple banks, Chen’s scheme
introduced the concept of deposit delegation protocol, which allows a merchant
to maintain a single account at its trading bank and delegates all deposits from
various banks into the account. The protocol adopts a cryptographic mathemat-
ical model that is based on solving discrete logarithm difficult problem or solving
factorization difficult problem to secure the system against fraud. The protocol
is divided into two schemes, the ElGamal-based deposit delegation scheme shown

in Figure 5 and RSA-based deposit delegation scheme shown in Figure 6.

ok

N :
1. Sends three EIGamal base cipher text 1% a
TN > e

<
<

2. Sends signature
Merchant g Trading Bank

Depositing Bank

Figure 5. ElGamal Based Deposit Delegation Scheme

The steps in the ElGamal-based deposit delegation scheme are summarized

below

1. The merchant blinds the electronic cash and uses his/her merchant ID,

trading bank ID, trading bank public key and depositing bank public key

10



to compute three ElGamal based cipher text (Cg1, Cga, Cgs). Then the
merchant sends the cipher text to his/her trading bank.

2. The trading bank decrypts the second cipher text Cgs to obtain the elec-
tronic cash. Then the trading bank signs the electronic cash with his/her

secret key and forwards the signature to the merchant as proof.

3. The trading bank sends the other two cipher text Cgq, and Cgs to the
depositing bank.

4. The depositing bank decrypts the cipher texts to get the cash, the merchant
and the trading, banking information and verifies the electronic cash for
double spending. Then the depositing bank transfers the electronic cash in

the trading bank for the merchant.

. i
S 1. Sends two RSA base cipher text {
(Tl - dajl¥?
B

N 2. Sends signature

Merchant Trading Bank

Depositing Bank

Figure 6. RSA Based Deposit Delegation Scheme

The same transaction process is adopted for RSA based deposit delegation
scheme. The major difference between the two schemes is the use of RSA signa-
ture and two cipher texts in the RSA based deposit delegation scheme.

Chang et al. [9] introduced a novel electronic check scheme to address the
inflexibility of the electronic check proposed in [10], [11]. The proposed scheme

allows a payer (for example, a customer) to attach the value (i.e., the cost of

11



goods to be purchased) and the information of a payee (for example, merchant
information) to the electronic check during a transaction. The scheme also adopts
cryptographic techniques such as one-way hash function, blind signature and RSA
cryptosystems to enhance the security of the system. In addition, the electronic
check achieved mutual authentication between the payer and the payee, and pre-
vented also various attacks, like replay attack, electronic check book loss, forgery
attack and double spending. The proposed scheme is divided into two phases,
the registration phase and the paying phase.

Liaw et al. [12] introduced an electronic traveler check scheme shown in
Figure 7, similar to Chang’s electronic check mechanism; however, Liaw’s scheme
adopts one-way hash function which improves efficiency and reduces cost of the
system. A customer and a bank are endorsed by a payee and the endorsement is
generated by one one-way hash function. The customer’s identity is included in
the traveler’s check to ensure that only the customer can use a specific electronic
traveler’s check. It also supports on-line and off-line traveler’s check system.

Online transaction in Liaw’s scheme is summarized below:

1. The customer registers to use the service.

2. The bank sends a unique identity for the customer.

3. The customer buys electronic check from the bank using his/her identity.
4. The bank registers the electronic check with a clearing house.

5. The bank sends the electronic check to the customer.

6. The customer buys an item from the merchant using the electronic check.
7. The merchant confirms electronic check authenticity with the bank.

8. The bank requests the clearing house to confirm whether the electronic

check is not double spent.
9. The bank sends confirmation to the merchant.
10. The merchant deposits the electronic check.

11. The bank confirms if the electronic check is not tampered with.

12



12. The bank pays the merchant the money equivalent to the electronic check.

Merchant
Clearing House

Figure 7. Online Schemes in Liaw’s Electronic Traveler Check Scheme

By using oriented architecture in wireless networks, Kiran et al. [13] pro-
posed a robust payment system which adopts public key infrastructure and hash
chain to secure transactions. The proposed system seeks the cooperation of in-
termediate nodes to ensure secure and reliable transaction by allocating payment
to nodes that permit relaying of packets, thereby providing service. In addition,
the proposed payment system uses chains of delegates in which a customer can
delegate to other clients (such as a vendor) the authorization to transfer money
from the customer’s account. The system allows clients to carry out transactions
both on-line and off-line. Figure 8 shows the proposed payment system.

Different from online payment systems, Dai et al. [14] recently developed an
offline payment system, which, however, is only for digital goods. The proposed
mobile payment system adopts mechanisms from Dai’s previous works in [15],
[16], and [17], where they introduced a debit-based payment protocol called
NetPay, NetPay-based systems for client-server, vendor and customer networks
and e-wallets system to manage e-coins. There are three transaction models in
the Mobile-NetPay protocol and these are shown in Figure 9.

13
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il

Vendor
Figure 8. Payment Mechanism in Kiran’s Proposed System

The proposed mechanism is designed to handle multiple transactions between
vendors and uses the e-coin index to prevent double spending. However, the
double spending there is detected only when a vendor tries to redeem all the
e-coin received from a mobile user to real money.

Li et al. [18] introduced an electronic payment system which allows a vehicle
to pay for a transaction in a restricted connectivity scenario, where wireless con-
nection between the merchant and bank during transaction is required. Moreover,
the payment system uses the prepaid method of payment. The system adopts
self-certified public key agreement to create key sharing between the two parties
in the system. The merchant serves as proxy to transmit authentication messages
from the vehicle to the bank.

Dahlberg et al. [19] reviewed various existing mobile payment systems and
proposed frameworks for analyzing mobile payment research as shown in Figure
10. In addition, they recommended solutions to various gray areas in which future
mobile payment research should be based on.

Also, their review highlighted the extent of research conducted in each of
the factors in the framework as shown in Figure 11. They recommended that

researchers should also focus on research that addresses the mobile payment issues

14
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Mobile User > Broker
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Model 1: Mobile User— Broker
M3 First time purchasing with a vendor
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Model 2: Mobile User— Vendor
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Vendor »| Broker
M9
Model 3: Mobile User— Vendor

Figure 9. Transaction Model in Dai’s Proposed System [14]

in Business-To-Business (B2B) services.

Nakamoto [20] also proposed a decentralized electronic cash system known
as Bitcoin that requires no central control. New transactions are broadcasted to
all nodes in the system and each node accepts the transaction into a block, then
tries to do a reverse calculation of a hash function, which takes a great amount
of computation, as proof-of-work to validate the transaction for its block (the
validation process is called mining and each miner is rewarded for every block
validated). Figure 12 shows the proof of work in Bitcoin network.

Nodes only accept the block if the transactions are valid and not already
spent. The hash of accepted block is used as the previous hash in the next
block to form a block chain (so the network can agree on the order transaction

occurred). Bitcoin, however, requires high power of device CPU and transactions

15
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Figure 11. Research in various factors of the framework (source:

. [19])

[19])

are computationally irreversible, hence coins whose private key has been forgotten

or destroyed can never be replaced.

The steps of running Bitcoin network are summarized below:

1. A user creates a new transaction and broadcasts the transaction to

2. Other users collect the transaction into a block.

16
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Figure 12. Proof of work in Bitcoin [20]

3. Each user finds reverse calculation of a hash function as proof-of-work for
their block.

4. The first user to find the proof-of-work broadcasts the block to all users.
5. Users accept the block if the transactions are valid and not already spent.
6. The hash of the accepted block is used to create the next block in the chain.

Lin et al. [21] presented an application-level mobile payment system that
can attract a customer’s interest to a mobile application with value-added at-
tribute. The proposed system is based on ID-based cryptography and focuses
on the reduction of computational cost, memory space of mobile. Lin’s scheme
uses the network operator as central authority that manages the user and mer-
chant accounts. Double spending and overspending are prevented by adopting
the prepaid model (that is, the user account is charged before the user buys the
mobile application). The proposed system is based on three-phase transaction
process; (1) Withdrawal phase, (2) Payment phase, and (3) Deposit phase. The

transaction process is summarized below:

1. To buy a mobile application from a merchant, a user first withdraws an

electronic token from the network operator.

2. The electronic token is paid to the merchant in exchange for a mobile ap-

plication.

3. The merchant confirms the electronic token and if valid, supplies the mobile

application.

17



4. The merchant deposits the electronic token to the network operator in ex-
change for the monetary value of the token. Both user and merchant main-

tain an account with the mobile operator.

Tewari et al. [22] adopts cryptographic techniques to provide reusable off-line
electronic cash. The first scheme, called secret splitting protocol, is used to split
the identity of a user to generate identity strings for a customer. The identity
string is then used as a transaction item in the system. The second scheme is the
encoding protocol, which is a cryptographic technique of binding transaction item
to electronic coin that is introduced in the system. Each coin has left and right
identity strings. To spend a coin in the system, the left or right of the identity
strings of its current owner is randomly blinded and the identity strings of the
new owner is encoded and bound to the e-coin. The proposed system depends
on a central authority to detect double spending and point of sale device is used
for off-line transfer of coins between users in the system.

Chaum [23] introduced the concept of digital blind signature to protect mes-
sage contents from being viewed by others. According to this technique, a message
is first covered (blinded) by xor-ing random bits (a special envelope). The blinded
message is then sent to the signer, who will sign the message without knowing
the message content. The signed message can be publicly verified against the
original message by using regular digital signature. Let us say customer A will
like to obtain user J’s signature on a message m without user J viewing the

message. The following steps will be taken:

1. Customer A blinds the transaction order message by choosing random bits
r, raises it to the power of its public key, and multiplies it by the transaction

order message (m' = m - r°).
2. Customer A sends blinded message m’ to user J.

3. After receiving blinded message m’, user J will sign the message with his

digital signature and sends the message back to customer A

4. Customer A receives a signed message and verifies user J’s signature with

his public key. Customer A then unblinds transaction order message by

18



. . . /
removing r¢ from blinded transaction order message m and finds the user

J’s signature on the transaction order message.

Huang et al. [24] introduced a generic electronic payment system that pre-
vents piracy of electronic contents, thereby protecting intellectual property rights
of such electronic contents. The proposed system incorporates digital license,
digital receipts and watermark techniques as the solution in the payment model.
Merchant verifies the license information before a customer can pay for the item

they want to buy.

Retailer .
Retailer

Payment
Gateway

{(a) Payment Gateway-initiated Half Signed Receipt {b) Cisstoreriritiated Half Sighed Receit

Figure 13. Flows of purchase phase in Huang’s scheme [24]

The purchase phase shown in Figure 13 is summarized as follows:

Payment Gateway-initiated
1. The customer sends purchase request to the retailer.

2. The retailer sends his/her seller license to the payment gateway to obtain

authorization.

3. The payment gateway authorizes the transaction by sending half signed

receipt of the transaction to the retailer.

4. The retailer sends the half signed the receipt and the encrypted key envelope

to the customer to obtain the full signed receipt of the transaction.
5. The customer sends the full signed receipt to the retailer.
6. The retailer supplies the encrypted item purchased by the customer.

Customer-initiated

19



1. The customer sends purchase request to the retailer.

2. The retailer sends his/her seller license and the encrypted item to the cus-

tomer.
3. The customer sends the half signed receipt to the retailer.

4. The retailer sends the half signed receipt to the payment gateway to obtain

authorization.

5. The payment gateway authorizes the transaction by sending full signed

receipt of the transaction to the retailer.

6. The retailer sends the full signed receipt and encrypted key envelope to the

customer.

Jakobsson et al. in [25] introduced a mechanism in which electronic money
value and anonymity can be retracted to allow investigation of illegal use (like
robberies; money laundering) of such electronic money. Jakobsson’s mechanism
adopts polynomial-time randomized computation. In addition, a trusted third
party is depended on to achieve fairness in the system. The proposed mechanism
is divided into five schemes which are public-key probabilistic encryption scheme,
the symmetric encryption scheme, the ombudsman signature scheme, bank sig-
nature scheme and the coin signature scheme. The five schemes, however, are
independent of each other.

Boyd et al. [26] proposed a new fair exchange protocol, similar to the one
introduced in [27], [28]. In such a system signature sent to another user can
only be confirmed by the user, but that user is not allowed to send proof of
verification to other parties in the network, except it is made available by the
offline third party for others to verify when the need arises. Boyd’s protocol,
however, introduces a non-interactive verifiable encryption mechanism to improve
the limitation (like computational and storage overhead) in the protocols stated
above. The schemes also adapt the concept of convertible signature algorithm
introduced by Chaum in [29] to a fair exchange protocol, thereby creating two
options for the framework in their protocol, namely convertible signature schemes

with verifiable encryption and designated converter signatures. The proposed
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mechanism ensures that neither the merchant nor the customer is able to take
advantage of each other during transaction (for example, the merchant refusing
to supply the item to the customer after payment has been made). In addition,
the protocol is based on RSA signature, which makes it more efficient than other
protocols that also use verifiable encryption.

Sarkar [30] introduced electronic cash that supports multiple usages though
it is based on RSA digital signature. By adopting two step encryption schemes in
which user information is encrypted into the e-coin, user anonymity is perverse
and double spending is prevented. However, like most of payment protocols devel-
oped, double spending in Sarkar’s protocol can only be detected when the e-coin
is deposited in the bank. The protocol uses two unique numbers for the encryp-
tion of user information; the first unique number is used during the withdrawal

phase and the second for the spending phase of the protocol.

2.4 Differences between our Proposed Method and Previ-

ous Research

Most of existing payment systems require communication infrastructures there-
fore cannot be used to provide the needed services for people in a disaster area.
Our proposed mobile payment system, however, adopts infrastructures mobile
ad-hoc networks (MANETS) to allow users to purchase necessities in disaster ar-
eas. Also, we propose a mechanism that ensures that double spending is detected
before a transaction is completed instead of when the e-coin is deposited in a
bank or deducted from a customer’s account. Unlike most existing payment sys-
tems, our proposed mechanism does not depend on a central authority or mint
to detect double spending.

Our proposed system adopts an approach similar to that of Bitcoin by ensuring
that transactions are broadcast to neighboring nodes. The proposed system,
however, differs in techniques, since users do not need proof of work. Rather,
users compute the hash value of a transaction log, and neighboring nodes append
their signature to the log to form an event chain (similar to block chain). The

event chain can be verified by surrounding neighboring nodes.

21



3. Problem Definition

In this section, we first introduce the transaction procedures of our payment
system in areas of no disaster, and then we explain our endorsement-based mobile

payment system for disaster areas.

3.1 Participants

The parties (customer, endorser, merchant, and bank) involved in a payment

system will be referred to as users.

Party
User
Bank Merchant Customer Endorser
Communication: Communication: Communication: Communication:
wired/wireless mobile ad-hoc mobile ad-hoc mobile ad-hoc
network network network network

Figure 14. Users in a payment system

e Merchant - a user that provides goods, services, products or software.

e Customer - a user that buys goods, services, products or software from a

merchant.

e Endorser - a user who pledges to fulfill the customer’s obligation should

the customer fail to pay for items bought.

e Monitoring Customer (referred to as a Monitor hereafter) - a cus-
tomer that checks every transaction within the radio range to make sure

that each is valid and reliable.

e Bank - an organization that maintains users’ accounts.
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3.2 Payment System in Areas without Disaster

In areas without disasters, there is a direct communication connection to the
payment source (e.g., a bank) through communication infrastructures.

The procedure to buy an item in such a payment system is as follows:

1. Transaction Order

4. Deliver Item
Merchant Customer

Figure 15. Transactions in areas of no disaster through network infrastructure

1. The customer sends a transaction order to buy an item from the merchant,

(e.g. a bag of rice worth $50).

2. The merchant confirms the customer’s identity and forwards the billing
information to the bank, (e.g. customer A wants to buy a bag of rice worth
$50).

3. If there is enough money in the customer’s account, the bank accepts the
transaction and temporarily deducts the amount from the customer and
tells the merchant to deliver the item. (If there is not enough money, the

bank rejects the transaction, which ends there.).
4. The merchant delivers the item to the customer.

5. If there is no complaint from the customer, the bank deducts the money
permanently from the customer’s account, pays the merchant, and then

notifies the customer.
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Such payment systems fail to function in disaster areas for the following rea-

sons:

Unavailability of a network infrastructure.

Non-availability of a bank — We will assume that a user can access a

bank at least every two days.

Fraudulent Transactions and Impersonation.

Security /Authentication Issues — Online authentication is not possible

in disaster areas for lack of a network infrastructure.

3.3 Endorsement-Based Mobile Payment System

In order to enable transactions in disaster areas without network infrastruc-
tures and without direct access to a bank, this study aims to achieve mobile
transaction in disaster areas by introducing an endorsement-based mobile pay-
ment system.

Endorsement: In a payment system, endorsement is a mechanism by which
a user (called an endorser hereafter) agrees by signing a form make payment
instead of a customer in the case that the customer fails to pay a merchant. The
endorser should have real money deposited in a bank before the disaster occurs.

With the endorsement mechanism, we can achieve a mobile payment system
in a disaster area even if the bank is not accessible. For example, let us say that
endorser E agrees to endorse A. The procedure for A to buy an item from a

merchant using an endorsement-based payment is as follows:

1. Customer A sends a transaction order message to buy an item from the
merchant, (e.g. a bag of rice worth $50). The transaction order message
includes a transaction order form, customer A’s temporary identity, the
merchant’s identity, the endorser’s identity, the bank’s identity, the item

number, the item quantity, etc.

2. The merchant confirms customer A’s identity (by a digitally signed pho-

tograph, explained later), creates a billing message (which includes billing
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Figure 16. Transaction process in an endorsement-based payment system without

network infrastructure

form, merchant identity, customer temporary identity, endorser identity,
bank identity, order number, total transaction value, etc.). However, since
there is no direct connection to the bank and there are no means of confirm-
ing if Customer A has enough money in his/her account, the merchant will
request of the endorser, by forwarding the billing and transaction messages

to the endorser, that the endorser guarantee the transaction.

3. The endorser confirms the merchant’s identity and customer A’s identity,
creates an endorsement message (which includes an endorsement form, cus-
tomer A’s temporary identity, merchant identity, endorser identity, order
number, endorsement amount, etc.), indicating that he/she agrees to guar-
antee the transaction by signing the endorsement message with his/her sig-
nature. The endorser forwards the endorsement message, billing message
and transaction order message to the merchant, (stating for example, "1
agree to guarantee customer A’s transaction of $507).

(a) The merchant forwards all messages to the bank.
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(b) The merchant then delivers the item to customer A. The merchant will

get paid since the transaction is endorsed by endorser E.

4. The bank confirms that the identity of all users and that all the information
provided are genuine.
(a) The bank then confirms the account balance of customer A and deducts
the transaction amount, (e.g. deducts $50).
(b) b) The bank pays the merchant, (e.g. adds $50 to the merchant’s
account).
(c) However, if customer A does not have enough money to pay for the

item, the money is deducted from endorser F.

With this model, we can achieve a financial transaction in a disaster area
even without a direct connection to a bank. However, we still face the problems

introduced in Section 4. We will look at the solution for each one in turn.
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4. Proposed Mobile Payment System

4.1 Schemes Securing an Endorsement-Based Mobile Pay-

ment System

In this section, we introduce problems faced by our mobile payment system
and the techniques adopted to solve them and thus enable secure transactions in

endorsement-based mobile payment systems.

4.1.1 Providing Authentication and Security

Problem (Authentication and Security) : When a customer initiates
a transaction in a normal payment system, each customer’s authentication is
checked online through the bank, and access to the payment system is granted
only if the authentication is valid. A customer can only be impersonated if a dis-
honest user is able to get the customer’s credentials. In a disaster area, authenti-
cating a customer is impossible since, due to the lack of a network infrastructure,
a connection to the bank is not available.

Solution (Digitally Signed Picture) : We propose the following offline

mechanism for authenticating each user.

Table 2. Proposed System Keys

User Public Key | Private Key | Digital Signature
Bank Kpg Ky 1 S Ky
Merchant | Ky, K ]\_41 S ki
Customer | Ko Kal SK51

First, customer and merchant register with the bank and exchange IDs before
a disaster occurs. The registration is done off-line beforehand. Second, the bank
serves as the certificate authority and issues digital certificates to all users. Users’
private keys, as shown in Table 2, are used to authenticate users in the system.

In addition, the customer selects a photograph that will be digitally signed by

the bank. This serves as an additional authentication means during a transaction;
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this protects the other party in case of a stolen phone. (This is the same as check-
ing an individual photograph on an identity card, though here the merchant will
also confirm the bank’s and the customer’s digital signatures on the photograph.)
The system can also use some other method of biometric authentication.

In order to ensure the security of the transactions in the system, all messages
are digitally signed and encrypted. This will prevent repudiation of transactions.
Also, other users can monitor each transaction and thereby identify a dishonest

user in the network

4.1.2 Preventing Customer and Endorser Colluding

Problem (Customer and Endorser Colluding) : In our mobile payment
system (in Section 3.3), endorsers guarantee to pay a merchant on behalf of their
customer. However, it is possible for endorsers and a customer to collude to
defraud the payment system. For example, dishonest endorsers may endorse a
dishonest customer, both without money in their accounts. There is no way to
confirm their account balances during a transaction in a disaster area. Further-
more, due to some delay in receiving messages, it is possible for the customer or
the endorsers to withdraw money from their accounts before the bank moves to
deduct money for the purchase. Hence, a mechanism is needed to confirm the
customer account balance during the transaction.

There are only three parties that might collude: Customer, Endorser and
Merchant. And the maximum number in collusion considered here is two (e.g.
customer and endorsers), though there are other conceivable combinations of
colluding: customer and monitor, endorsers and monitor etc.).

Other Combinations of Colluding : The following combinations in col-

luding are also possible in the system.

e Two Customers Colluding (A customer and another customer):

one customer pretends to endorse another.

e Two Endorsers Colluding : This is possible only if one of the endorsers
pretends to be a customer (i.e., is able to forge customer information and

collude with another endorser to endorse the transaction).
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e Two Monitors Colluding: Similar to the case of endorsers, two monitors
can collude only if one of the monitors acts as a customer while the other

endorses the transaction.

e Two Merchants Colluding: Two merchants may want to collude to de-
fraud customer or endorsers; however, this is not possible without knowing
both the customer’s and the endorsers’ information (i.e., the customer’s and

the endorser’s private keys, real IDs, etc.).

Preventing other possible combinations of colluding is described in Section
4.1.7.

Solution (E-coin Balance Checking): To prevent colluding, we employ
the e-coin technique to check the bank balance of endorsers. In order to buy an
e-coin, some money has to be deposited. The e-coin not only prevents colluding,
it also prevents a customer from carrying out multiple transactions after turning
off their phone, when there is no way to confirm their account balance. (We
assume that most users will not turn off their phone after they have contacted
the bank).

E-coin : The bank creates for an endorser unique e-coins, similar to tokens,
asin [21], [22]: eq,, er,, ery,. er,, for example. The sum of these e-coins will be
equal to the account balance of the endorser. As shown in Figure 17, the e-coin
contains the endorser’s identity, e-coin identifier (signed with the bank digital
signature), e-coin value, GPS coordinates (with GPS coordinates of the bank as
default values) and two blank fields (for function extension). An example of an e

- coin is given in Figure 18.

e-coin(er;)

e-coin Predefine
Endorser D Iden.tl.fler& e-com expiration Blank Blank
Digital Value
: date
Signature

Figure 17. Format of an e-coin created by the bank

When endorsing a transaction, an endorser attaches to an endorsement mes-

sage an e-coin equivalent to the endorsed amount of that transaction. (The e-coin
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Predefine
Tom (er1) $200 Expitation date Blank Blank

Figure 18. An example of an e-coin used on a transaction

is part of the endorsement message and every endorsement message is signed by

the endorser.). An example of an endorsement message is shown in Figure 19.

Endorsement Message

Endorsement Form
Customer|d
Merchant Id

Endorser Id

Order Number
Endorsement Amount

Sk . Hello Message
Tom | (er;) | $200 Predefine Interval S

. H !
Expiration date 10 Seconds

+ + + 4+ + +

Figure 19. An example of an endorsement message

If the endorsed customer does not default in payment, the bank can reissue
the e-coin. Otherwise, the corresponding amount of deposited money will be
paid. Therefore, colluding by the customer and the endorser can be prevented by
checking whether there is an e-coin attached to the endorsement message.

The e-coin has a predetermined expiration date that is set by the bank. When
an e-coin is not used and the expiration date passes, the e-coin becomes invalid
and cannot be accepted by a merchant. A Monitor can confirm whether or not
the e-coin has expired by checking the expiration date on the e-coin before the
transaction begins. To replace an expired e-coin, the bank issues a new e-coin
for the user. In a situation where an e-coin is lost or corrupted while being
transmitted to an endorser, the e-coin will be invalidated after a predetermined

date set by the bank, if the bank has not received a report from the endorser that
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the e-coin was received. The bank can then issue a new e-coin to replace the one

that was lost or corrupted.

4.1.3 Preventing Double Spending

Problem (Preventing Double Spending of an E-coin) : An endorser
could possibly try to spend the same e-coin twice for two different transactions,
(double spending is using e-currency more than once to pay the same or different
people).

Solution (Event Chains) : To prevent double spending in the system and
also ensure that the e-coin is secure, the proposed method allows the merchant to
check the log for all events in the past associated with the endorser. To do this,
an endorser requests other monitoring nodes to sign (with their digital signature)
their transaction logs each time a new event occurs. This will, however, require a
lot of communication overhead, since the monitoring node will need to go through
the customer’s entire transaction log before signing.

Therefore, we propose an event chain as a solution to double spending. An
event chain is a successive application of a cryptographic hash function on a piece
of an event log (called a block). Instead of sending and signing on the entire log,
the endorser calculates the hash value in the last block, which is effectively the
hash value of the entire log, and sends it to the monitor. The monitor signs on
the combination of hash value, GPS coordinates, timestamp, and a new event
(e.g. spending an e-coin); the monitor then sends the block back to the endorser.
In this way, all past events of the endorser are recorded to form an event chain,
which can be verified by any user. An endorser exchanges a hello message with
neighboring monitor nodes periodically to add a new event to the event chain.
If a predetermined length of time passes since the last event before a new event
is added to the event chain, the event chain is invalidated and can no longer
be used. In order to ensure that the e-coin has not been double-spent, the user
receives and checks the event log which is the entire event chain, from the point
at which the e-coin was received by the endorser.

Each user retains the event chain as their transaction log. When a new event
is created, a new block is concatenated to the previous event chain as shown in

Figure 20. The preceding block and the entire log of the present transaction event
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are signed and sent to the monitor. To verify other information in a block, a user

requests the entire log.

Block Block Block

GPS New Event GPS New Event

Time e-coin Time | e-coin

| Signature | Signature i

] E/ o

Figure 20. Event Chain

When an endorser receives a new e-coin from the bank, the e-coin is received
either directly from the bank or relayed to the endorser through the users available
within the radio range, as shown in Figure 21. We assume that the bank can be
trusted. In the case that an e-coin is delivered through the MANET, the last two
users to relay the e-coin to the endorser will compute the hash value of the e-coin
identifier and the timestamp combined, and then add this value to the e-coin

before signing it with his/her digital signature.

Figure 21. Receiving a new E-coin

The reason we use e-coins only for endorsement is to allow customers to make

new transactions immediately after turning off the phone: turning off the phone
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invalidates the event chain. Our system allows the user to make a new transaction
after turning on the phone before he/she communicates with the bank, since the
transaction is guaranteed by his/her endorsers. The endorser cannot endorse a
transaction immediately after turning the phone off and on. But since we assume
that there are many endorsers available, the transaction can be guaranteed by

other endorsers.

4.1.4 Preventing Collusion among stolen Phones

Problem (Confirming Transaction Location Source) : It may happen
that an attacker steals the phone of a customer or endorser and tries to do a
transaction with the phone in another location. If many phones are stolen by an
attacker, collusion among those phones is possible. Also, customers or endorsers
may do a transaction in a location other than their usual locations and then
deny having made such a transaction. Thus, to ensure transaction integrity, the
transaction location needs to be confirmed.

Solution (Location Information Based Monitoring) : We propose a
location information-based monitoring scheme to achieve confirmation of trans-
action location. According to this scheme, each endorser will constantly exchange
HELLO messages with monitor nodes to show that the endorser is in a particular
location at a particular time. A HELLO message contains a tag with the coordi-
nates obtained from the GPS of the endorser’s phone; and the same event chain
block is appended to the end of each HELLO message each time a new event
is created. Other users of the system can monitor the endorser’s transaction lo-
cation by checking an endorser’s entire log of the event chain (or the log since
the e-coin was received) and compare it with the event chain at the end of the
previous HELLO message exchanged by the endorser. Also, the interval between
the HELLO messages is added to one of the blank fields of the e-coin, as shown
in Figure . The HELLO message intervals in the e-coin can also be compared
with the interval in the HELLO message. If an endorser fails to exchange HELLO
messages with other users for several time intervals, this would indicate that the
endorser is no longer within the range or there is connectivity loss.

Phones that share similar location histories cannot be used in a transaction.
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Predefine Hello Message

Tom (er) $200 b Interval Blank
Expiration date 10 Seconds

Figure 22. Example of location information based monitoring

4.1.5 Preventing Reset and Recovery Attack

Problem (Reset and Recovery Attack) : In a reset and recovery attack,
a user backs up all transaction data (a transaction order message or an endorse-
ment message) already used to buy an item and then resets his/her phone to the
default state. Then he/she recovers all valid transaction data and maliciously
or fraudulently uses the same data to buy items 2. Consider a scenario where
a dishonest customer buys an item from merchants M; and Ms, then resets the
phone to the default settings. Then the customer recovers the backup data and
uses the same data to buy an item from some merchant other than merchants
M, and M,. We can say that the user has successfully carried out a reset and
recovery attack. Although it is possible to detect this if the user is spending
money in his/her account when there is a direct connection to the bank, in an
infrastructureless environment like a disaster area, this is not possible. Therefore,
we need to prevent already endorsed transactions to be used twice by a
user (customer or endorser) while maintaining his/her anonymity.

Solution (Blind Signature and Event Chain): To prevent a user (cus-
tomer or endorser) from carrying out many transactions with the same transaction
order message (already endorsed) for reset and recovery attacks, we propose the
schemes described below that employ techniques of an event chain (to prevent
users from reusing the same message) and techniques of the blind signature (to
ensure anonymity).

Blind signature : The blind signature technique allows a person to get a
message signed by another party without revealing any information about the
message to that party. In traditional transactions, people have used blind signa-

tures by enclosing a message in a special envelope lined with carbon paper. The

2This is also a form of replay attack, where an adversary intercepts the data and retransmits

it later.
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outside of the envelope is signed and the carbon allows the signature to show on
the message without exposing the content in the envelope. In [23], a method is

proposed to do this using cryptography. We use this method in our system.

‘ 3. Send transaction g D
"‘ _order message CuStOmarA

<

A

Merchant

of entire log
2. Append Signed
combination of hash value,

GPS coordinates, timestamp
and new event to message

1. Broadcast blind transaction
order message and hash value

A 4
Monitor J

Figure 23. Preventing reset and recovery attack from a customer

Preventing attack from a customer : The scheme is illustrated in Figure 23.

e Customer A creates a transaction order message and blinds the transac-
tion message using a blind signature, then computes the hash value of the
last event chain block, and appends it to the message. Customer A then

broadcasts the message.

e Monitor J accepts the message and signs a combination of hash values,
GPS coordinates, the timestamp and a new event, and appends these to

the message. Monitor J then sends them to customer A.

e Customer A unblinds the transaction order message, and forwards the

signed transaction order message to the merchant.
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e The merchant checks the validity of the event chain. If the event chain
is valid, the merchant proceeds by forwarding the messages (transaction
message and billing message) to the endorsers. If the event chain is invalid,
the transaction order message is seen to be forged or already used in the

previous transaction, and the merchant will reject the transaction.

Thus, if a user (e.g., customer or endorser) attempts to use the same transac-
tion order message or endorsement message with another merchant, after reset-
ting his/her phone, the user will have to change the event chain of all previous
transactions to modify the hash values, GPS coordinates and the timestamp in
the previous transaction. The user cannot modify the previous transaction mes-
sage without changing the hash values. (Monitor J also signed the message with
his/her digital signature.). By checking the entire event chain to see if the pre-
defined time had passed before a new event was added, the merchant will detect
that the message has already been used.

Preventing attack from an endorser: We adopt the scheme illustrated in Fig-
ure 23 and the transaction process described above to prevent reset attack from
an endorser.

The monitor checks if the e-coin has been double spent before signing a com-
bination of hash values, GPS coordinates, the timestamp and a new event. Also,
the monitor checks for the validity of the event chain of the HELLO message.

4.1.6 Transaction based on Chains of Endorsement

Problem (Availability of Endorsers) : Given a situation where an en-
dorser is not available, the transaction will be delayed, and the merchant will not
accept the transaction order as valid.

Solution (Chains of Endorsers): To avoid the lack of endorsers, we pro-
pose chains of endorsers, where each customer has as many endorsers as possible.
When an endorser is not available to endorse a transaction, others will be able to.
The more endorsers a transaction has, the more secure it is. When a customer
buys an item but defaults afterwards, instead of one endorser bearing the liabil-
ity, which may reduce the money for endorsing another customer, the liability

for that item is shared among all the endorsers by introducing many endorsers.
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To encourage endorsers to stay honest and support the mobile payment system,
some part of the transaction amount (e.g., 3%) is awarded to endorsers.

If the number of endorsers available does not suffice to cover the transaction
amount, or the customer does not know enough people to endorse him, this will
lead to a shortage of money to pay the merchant. This can be detected by
checking the e-coin attached to every endorsement message, but it will lead to
the merchant declining the endorsement message every time the e-coin is less
than the transaction amount. To avoid this and to ensure that the customer
can buy an item even when some of the endorsers are not available or when the
endorsers’ money is insufficient, we introduce chains of endorsement. According
to this method, endorsers have their own endorsers that can inherit transactions
to be endorsed.

During registration, after the customer has selected endorsers, the bank cre-
ates an endorsement-chains tree, in which all the direct endorsers of a customer
form the first level of the endorsement chain. The tree is updated as endorsers
select their own endorsers. Each customer will have levels of endorsers, as shown

in Figure 24, depending on the number of endorsers they have as their primary

endorsers.
Customer
Endorsement Tree
€, €1,i+1

eZ i+l

/\ /\ /\ AN

€, €ha n6 €n,i1

Figure 24. Customer endorsement tree

Consider a scenario, in which a customer sends a transaction order to a mer-

chant to buy an item for $4,000. The merchant will create a billing message and
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forward it to the endorsers. The endorsers create an endorsement message and
attach e-coins equivalent to the registered endorsement amount. However, due
to disruption of the network, one of the endorsers is not available, as shown in

Figure 25.

@ $4000
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$1,000 $500 $1,200 $200

Figure 25. Chains of Endorsement during Transaction

The merchant, after receiving the endorsement message from endorsers, checks
whether the value of the e-coins is less than the transaction amount. If the value
of the e-coins exceeds the transaction amount, the merchant proceeds to forward
all the information to the bank. However, if the e-coins’ value is less than the
transaction amount, the merchant obtains the information of level-two endorsers
from the endorsement tree header. The endorsement tree header is the one who
provides information on how the merchant can access the secondary endorsers.
The endorsement tree header is included in the customer transaction message
and contains the information of the customer’s secondary endorsers up to level 5.

Then the merchant can search for level-two endorsers of the customer (who
are the endorsers of the unavailable level 1 endorsers). The merchant forwards the
billing information to the level-two endorsers, as shown in Figure 26. The process
is repeated until the e-coin value equals or exceeds the transaction amount. If
no secondary endorser is available in these cases, the merchant can reject the
transaction.

Problem (Forged Endorsement Tree Header) : The endorsement tree
header can be forged by an attacker or a dishonest user to deceive secondary

endorsers into endorsing transactions that do not originate directly from the
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Figure 26. Chains of Endorsement during Transaction with unavailable Endorsers

legitimate customer (in this example, the customer of the first level endorser).

Solution (Preventing Forged Endorsement Tree Header) : As a proof
that the endorsement tree header is not forged, each endorser, each time they
endorse a customer, updates their information on the endorsement tree header by
calculating the hash value of the customer ID of the last customer they endorsed.

Before endorsing a customer, each secondary endorser, by calculating the hash
value of the customer ID, confirms if this hash value in the endorsement header
matches the one received from the merchant.

If the hash value is the same, the secondary endorser can then endorse the

customer; otherwise the endorsement request from the merchant is rejected.

4.1.7 Preventing Other Combinations of Colluding

Other combinations of colluding are also prevented in the system.

e Colluding with the Monitor : Customer, endorsers or Merchant may
want to collude with the monitor, but this is difficult without knowing the
monitor before the transaction is carried out. Colluding with the monitor
is possible only given a small number of users in the system. To prevent
customer, endorsers or merchant from colluding with the monitor, the pro-

posed protocol will ensure that customer, endorsers and merchant will be
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unable to predict the monitor that will check their transaction for validity

before signing the transaction.

e Colluding with the Merchant : Endorsers cannot collude with the mer-
chant without a customer. And it is impossible for an endorser or for other
users to forge the digital signature of a customer, which is used on every

transaction.

4.2 Assumptions

We make the following assumptions about the mobile payment system.

e Assumption 1 : Most of the users in the system are trustworthy users who
do not change location often; this will make it easy to prevent fraudulent

transactions. Most of the users do not power off the phone very often.

e Assumption 2 : All users are in the disaster area except the bank. Users
in a disaster area communicate using a mobile ad-hoc network while the
bank uses a wireless or wired network to communicate. Also, it takes at

least two days for a message to get to the bank.

e Assumption 3 : No more than two parties will collude to commit fraud

in the system.

e Assumption 4 : A sufficient number of monitoring nodes is available most

of the time.

4.3 Procedures of Endorsement-based Mobile Payment Sys-
tem

The overall procedures of our proposed endorsement-based mobile payment

system are summarized as follows.

1. Customer A creates a transaction order message and blinds the transaction
order message using a blind signature; then computes the hash value of the
last event chain block and appends it to the message; then broadcasts the

message.
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Figure 27. Overview of the proposed mobile payment system

Monitor J accepts the message and signs a combination of hash values, GPS
coordinates, the timestamp and a new event; appends it to the message;

then sends it to customer A.

Customer A unblinds the transaction order message and forwards the signed

transaction order message to the merchant.

Merchant M checks the validity of the event chain. If the event chain is
valid, the merchant proceeds to forward the transaction message and the
billing message to the endorsers. An invalid event chain indicates that
the transaction order message is forged or was already used in a previous

transaction, and the merchant will reject the transaction.

Endorser E creates an endorsement message and blinds it using a blind
signature scheme; then computes the hash value of the last event chain
block and appends to the message the hash value and an e-coin equivalent

to endorsement amount; then broadcasts the message.

Monitor D accepts the message and checks if the e-coin is not double spent;
checks for the validity of the event chain (and the event chain of the HELLO
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10.

message); then signs a combination of hash values, GPS coordinates, the
timestamp and a new event, and appends it to the message; then sends it
to Endorser FE.

Endorser F unblinds the endorsement message and forwards the signed

endorsement message with an e-coin to the merchant.

Merchant M receives the endorsement message from endorser F; checks
the validity of the event chain and checks whether the e-coin is not double
spent; sends the transaction, billing and endorsement forms to bank B if
the event chain is valid and if the e-coin has not been double spent. If either
the event chain is invalid or the e-coin has been double spent, merchant M

will reject the transaction.

Merchant M sends a transaction confirmation to customer A and to en-

dorser F and supplies the item to customer A.

Bank B authenticates the identities of merchant M, endorser F and cus-
tomer A; then checks for the validity of the event chain. If customer A has
sufficient funds in his/her account, bank B deducts the transaction amount
from customer A and pays merchant M. Bank B sends an acknowledgment
message to merchant M, endorser F and customer A. If customer A does
not have sufficient money, bank B deducts the transaction amount from

endorser F.
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5. Evaluation Plan

In order to evaluate the performance of our proposed payment system, we
are going to develop a simulator to check the effectiveness of our method in a
disaster area. Our main objectives are to ensure (i) reduction of communication
overhead cost, (ii) reduction of storage overhead cost, and (iii) reduction of com-
putation in order to provide that an excellent service for people in a disaster area.
Our simulation will avail us the opportunity to test various low computational
cryptography algorithms, thereby allowing us to select the most optimized cryp-
tography algorithm best suited for reducing overheads in a disaster area. Table

3 shows values of network parameters in a disaster area.

Simulation Description : We will conduct our simulation using a customized
simulator developed by using JAVA programming language. The simulated sce-
nario will consist of mobile nodes that are first randomly placed in an area and
then move according to some mobility models. We assume 802.11g wireless WiFi

is used for communication in our simulation.

Table 3. Typical simulation parameters value in a disaster area

Parameter Default Value
Network

Bandwidth 1 Mbps
Transmission range 100 m

Map

Disaster area size 5 km x 5 km
Number of mobile nodes 200-500

Node

Speed 1-3m/s
Mobility Model Random Waypoint
Message

Size 3 KB

Hello Message Size 5 bytes

Hello message Interval 10secs
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The following metrics will be measured in our simulation.

e Message delivery ratio: The message delivery ratio is computed with

the following formula:

Number of messages delivered

Delwery ratio =
4 Number of messages sent

e Frequency of breakage of event chain : In our mechanism, we intro-
duced event chains to prevent double spending. However, dishonest users in
the network will cause transactions rejected and thus breaking event chain.
We will check the frequency of event chain breakage, which is computed

with the following formula:

Number of rejected transactions

Frequency =
¢ Y Number of delivered messages

e Response time of service : The time it takes to complete a transac-
tion successfully will also be measured. We will introduce different mobility
models to measure transaction completion time and its impact on our pay-

ment system.

Overheads

e Storage overhead : In our proposed mechanism, each user needs to store
the event chain, Hello message and endorsement tree header. The impact
of storing the information on a mobile device with limited resources will be

measured.
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e Computational overhead : Due to limited resource of mobile devices
in a disaster area, cryptographic algorithms requiring high computation
power cannot be used. Therefore, to reduce computational overhead in
our system, the computing time of our schemes will be measured for the
encryption algorithm, decryption algorithm; blind signature and hash func-
tion operations a user needs to perform in the system. We will use an RSA
cryptosystem and compare its computational overhead to some other cryp-
tographic systems, thereby selecting the optimal cryptographic algorithm

of low overhead cost without compromising the security of our system.
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6. Conclusions

In this thesis, we proposed a new mobile payment system which adopts infras-
tructureless mobile ad-hoc networks (MANETS) to allow users to purchase ne-
cessities in a disaster area. Based on the endorsement mechanism, endorsers pro-
vide payment guarantees for each transaction between customers and merchants,
thereby enabling mobile transactions in disaster areas even without immediate
access to a bank. Moreover, by employing techniques of blind signature, event
chain and location information-based monitoring, the proposed mobile payment
system promises also to provide secure transactions, preventing, for example,
fraud, collusion, reset and recovery attacks, impersonation of users and double

spending.
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Appendix

A. Discussion

In this thesis, we proposed a new mobile payment system which allows users to
shop in a disaster area. Specially, we proposed an endorsement-based scheme to
guarantee each transaction and a scheme to provide monitoring based on location
information, and thus achieve transaction validity and reliability. However, there
are some comments regarding the payment system proposed in this thesis listed

below.

e Question: Why is the proposed system restricted to a disaster area?

e There are many payment systems, providing online digital currency ser-
vices, but such online services rely on communication infrastructure to en-
able transactions, which make it unreliable for people in a disaster area
or places without network connection. Therefore, we restrict our proposed
system to a disaster area to allow users to shop there. Our proposed system

can also work online as a digital currency.

e Question: How does the proposed system realize privacy protection?

e Answer: The user privacy protection is secured in our system by using
user nicknames a Temporary ID in every transaction. The temporary ID
is also scrambled to give a user different ID per transaction. In addition,
all messages in the network are encrypted and digitally signed by users.
Using digitally signed photographs for authentication does not degrade the
privacy protection of the system as the process is the same as checking an

individual photograph on an identity card.

e Question: What is the mechanism to prevent collusion?

e Answer: The e-coin technique is introduced to check the bank balance of

endorsers to prevent collusion between a user and an endorser. In order to
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buy an e-coin, some money has to be deposited and this will be used for en-
dorsement alone. In addition, we introduced an event chain mechanism to
prevent endorsers from double spending their e-coins and from overspend-
ing more than the available balance in their endorsement account such that

any transaction that does not have an e-coin attached is rejected.

Question: What are the incentives for endorsers?

Answer: To encourage users to endorse others and stay honest in the sys-
tem, we introduce an incentive mechanism in which an endorser is awarded
some part of the transaction amount (for example, 3% of the transaction

cost).

Question: How to prevent a customer from endorsing himself/herself?

Answer: Our proposed mechanism uses endorsement tree to prevent en-
dorsers from endorsing him /herself. The endorsement tree is created by a
bank during registration and updated when a customer have new endorsers.
Each endorser ID is mapped to a customer in the endorsement tree, thereby
preventing an endorser to be able to endorse him/herself during a transac-

tion.

Question: What is the relationship between the proposed system and Bit-

coin?

Answer: Our proposed system adopts an approach similar to that of Bitcoin
by broadcasting transactions to neighboring nodes. However, the proposed
system differs in techniques, since users in our system do not need proof
of work, a mechanism requiring great computation power. Rather, users in
our system only compute the hash value of a transaction log which requires
little computation power and neighboring nodes then append their signa-
tures to the log to form an event chain (similar to a block chain in Bitcoin

networks). Our payment system is suitable for mobile devices of limited

48



computational power in a disaster area.

Question: What is the benefit of endorsing?

Answer: Endorsement guarantees that a merchant gets paid after each suc-
cessful transaction. This will encourage merchant participation in the pay-
ment system. In addition, users contribute to helping each other in a dis-
aster situation. Also, endorsing allows each user to make new transactions

right after turning the phone off and on.

Question: What is the difference between escrow services of some online

auction and the proposed endorsement?

Answer: Online escrow services depend on independent trusted third party
while our proposed endorsement scheme is just between users. Also, the
online escrow services require communication infrastructures and cannot

detect double spending; therefore, it cannot be relied on in disaster areas.

Question: Is finding the endorsers manual or automatic?

Answer: The merchant can find the endorsers of a customer automatically.

Question: How can merchant access the endorsers?

Answer: The merchant obtains the information of the endorsers and sec-
ondary endorsers from the endorsement tree header. The endorsement tree
header is used to provide information on how the merchant can access the

endorsers.

Question: How can the merchant get the endorsement tree?
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Answer: The customer includes in his transaction message the endorsement
tree header which contains the information of the customer’s secondary en-

dorsers up to a predefined level (e.g. Level 5).

Question: Does the merchant need to find the monitoring users?

Answer: No. The customer or endorsers find the monitoring users to mon-
itor their transaction. The merchant can validate the monitoring user’s

signature.

Question: What happen if there is missing information in the previous block

of an event chain?

Answer: A missing information in the previous block means the event chain

is broken and cannot be used again in any transaction.

Question: How frequently is an event chain broken?

Answer: The frequency of an event chain breakage will be tested in our sim-
ulation by checking the number of rejected transactions over the number of
total messages delivered. However, there are some transactions that will be
rejected when an endorser failed to attach an e-coin to his/her endorsement
message. This will be separated to know the actual frequency of event chain

breakage.

Question: What is the relationship between the customer balance account

and endorsement account balance?

Answer: We separate the customer account balance from the endorsement
account balance. The customer account balance is used to pay for item
purchased by the customer while the endorsement account balance is used
by the endorser to guarantee the customer’s transaction. The endorsers

deposit some money into an endorsement account, in a situation that the
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customer does not have enough money to pay for the item purchased, the
endorsement amount is deducted from the endorsement account balance of

the endorser.

Question: Is there control on the number of users an endorser can endorse?

Answer: The number of users an endorser can endorse is not limited. How-
ever, each endorser decides the endorsement amount and the number of
users they want to endorse on their own. For example, if an endorser has
$10,000 in his endorsement accounts and decides during registration to en-
dorse 10 users with $1,000 each. The endorser can only endorse more than
10 users if he/she decides to reduce the endorsement amount of each user
to be less than $1,000. The endorser however, needs to contact the bank to
add a new user they want to endorse and change the endorsement amount

of each user before he/she can endorse a new user.

Question: What happen if a user tries to use already spent e-coin outside

a disaster area?

Answer: An endorser cannot pay for an item from the endorsement account
because the endorsement account is locked and can only be used for endors-

ing other user’s transaction.

B. Definition of Terms

Anonymity: is a situation where a user’s real identity cannot be connected with

his/her assumed name (temporary identity) used in a transaction.

Bank: is an organization that maintains users’ accounts.

Blind signature: is a method in which a person gets a message signed by an-

other party without revealing any information about the message to that party.
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Central authority: is a trusted party that is in-charge of issuing an electronic
currency, and setting the regulations on the use and misuse of the electronic cur-
rency. A central authority also manages user account (such as deducting money
from a customer’s account and paying a merchant).

Clearing and settlement: a process carried out by a trusted party to compare
the transaction made by a customer with the monetary value a merchant claimed

the customer spent.

Collusion: is a secret agreement between two or more parties to defraud another

user of his/her money or goods.

Credential: is digital information that is unique to a user and is used to access

or authenticate a user in a payment system.
Cryptographic: is the art of coding and decoding a message to make it secure.

Cryptosystem: is a collection of cryptographic algorithms used for encoding

and decoding of a message.

Business-to-business service (B2B): is an electronic transaction or service

between companies in a payment system.

Customer: is a user that buys goods, services, products or software from a mer-

chant.
Merchant: is a user that provides goods, services, products or software.

Monitoring customer: is a customer that checks every transaction within the

radio range to make sure that each is valid and reliable.

Decrypt: is the process of changing a data from a form that is difficult-to-
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understand to the original form using a mathematical algorithm.

Digital currency: an electronic equivalent of physical cash that is stored digi-
tally.

Digital signature: is a mathematical procedure used to confirm the reliability

of a message or document.

Double spending: is using an e-currency more than once to pay the same or

different people.

Encrypt: is the process of changing a data from its original form to a form that

is difficult-to-understand using a mathematical algorithm.

Endorser: is a user who pledges to fulfill the customer’s obligation should the

customer fail to pay for items bought.
Endorsement: is a mechanism by which a user agrees to endorse a customer by
signing a form to guarantee paying the customer’s merchant even the customer

fails to pay his/her merchant.

Endorsement account: an account chosen to guarantee a customer’s transac-

tion in a situation where the customer fails to pay.

Endorsement-chains tree: is a tree like structure used to connect a customer

to an endorser and to determine the level of endorsers.

Escrow service: is when a third party agrees to receive money on behalf of the

two parties and the money is released if the condition of the transaction is meant.

Event chain: is a successive application of a cryptographic hash function on a

piece of data.
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E-coin: is electronic money that is used for payment of goods/services in an

online e-commerce.

Fraudulent transaction: is an illegal transaction carried out by a dishonest

user with another person’s payment information.

Hash function: is a mathematically derive function used to compress data of

an arbitrary length to a fixed length of data.

Mobile ad-hoc network (MANET): is a self-configuring network that con-

sists of independent nodes that are connected by wireless communication.

Mobile payment system: is a method that allows a customer to pay for a

transaction using a mobile device (such as a Smartphone).

Modulo operation: is a mathematical equation used to get the remainder of a

number after its division by another number.
Near field communication (NFC): is a wireless technology that allows smart
phones and other devices to establish radio communication with each other by

bringing them together.

Ombudsman: is an independent, trusted party that facilitates resolution of

complaints between parties in a payment system.

Overspending: is when a user spends more than the money in his/her bank or

digital currency account.

Point of sale: is an electronic device configured to read and verify user payment

information.

Public key: is a cryptography key that is used to encode a message that is

intended for a particular user.
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Private key: is a cryptography key that is used to decode a secret message that

is received from a particular user.

Replay attack: is an attack where an adversary intercepts some data and re-

transmits it later.

Repudiation: is when a customer denies making a transaction after the goods/services

have been provided for him/her.

Reset and recover attack: is an attack, in which a user backed up all trans-
action data already used to buy an item and then rests his/her phone to the
default state. Then he/she recovers all valid transaction data and maliciously or
fraudulently uses the same data to buy items.

Rivest, Shamir, and Adelman (RSA) algorithm: is a cryptosystem that

is based on public key encryption used for both encryption and authentication.

Symmetric encryption: is a cryptography algorithm in which the same key is

used for both encoding and decoding of the message.

Transaction: is a process in which goods, services, or money are exchanged

between one person or company and another person or a company.

Transaction billing form: is a form containing the details of the number of

items a customer bought and the amount supposed to be paid to the merchant.

Transaction endorsement form: is an form signed as proof of agreeing to pay

by an endorser should the customer fail to pay for items purchased.

Transaction order: is a form containing the details of the items to be purchased

from the merchant.

Trusted third party: is an entity that is trusted by two parties to facilitate
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interactions between both parties. An example of a trusted third party in a trans-

action between a customer and a merchant is a bank.
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