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Study on Electric Disturbance Impacts on
Motor Control Signal to Generate Smart Lock

Malfunction®

Ayaka Nakao

Abstract

The security of the smart lock system is secured by verification and encryp-
tion processes. On the other hand, the range in which the security is ensured
does not include the motor control unit which is responsible for opening and
closing operations. As a result, there is a possibility that control signals can
be intercepted and tampered by the electric disturbance, which can forcibly
locked /unlocked the door with smart lock. In this study, in order to evaluate
these threats, we proposed evaluation system that extracts the motor control
unit which is required for locking / unlocking the smart lock system. Then, an
electrical disturbance is injected to the proposed evaluation system to lock /
unlock the smart lock system to evaluate the possibility of tampering of control
signals related to unlocking. In addition, based on the evaluation results, a
method of designing a control unit that is resistant to the electrical disturbance

is proposed.

Keywords:

Smart Lock, Motor Control Communication, Electrical Disturbance

*Master’s Thesis, Graduate School of Science and Technology, Nara Institute of Science and
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