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Accurate Electromagnetic Information Leakage
Measurement Method
by the Background Noise Reduction”

Riho Kawakami

Abstract

There is a threat that controls the intensity of leakage electromagnetic (EM)
wave containing information by applying an intentional EM irradiation and
causes intentional information leakage from electrical devices. In this kind of
threat, when information leakage is induced, the level of background noise which
is EM wave not including information also increases. Since the acquisition of
information through leaked EM waves is affected by the background noise level,
consideration of the measured background noise when measuring the leaked EM
wave is needed. In this thesis, a study on the accuracy improvement method
of the leakage information evaluation caused by EM irradiation is proposed by
reduction of noise. In this study, as background noise, I focused on (1) the
increase in the background noise level due to the self-interference wave of the
irradiated EM wave, and (2) the increase in the background noise level due to
other than the target signal contained in the leakage EM wave generated by the
EM irradiation. In the experiment, in an environment where the background
noise level was increased, it was validated that the background noise was reduced
by suppressing the attenuation in a self-interference wave and separating the
target information signal from other signals which were noise. Then, it was
demonstrated that the signal-to-noise ratio (SNR) of the intensity of the leaked

EM wave and the background noise was improved. Furthermore, the possibility

* Master’s Thesis, Graduate School of Science and Technology, Nara Institute of Science
and Technology, March 13, 2020.
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of expanding the threat target by using a highly accurate evaluation method

was shown.
Keywords:

electromagnetic information security, electromagnetic information leakage, in-

formation electromagnetic interference, signal-to-noise ratio
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