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Evaluation of Authenticity of Successive
Approximation Analog to Digital Converter
Output under Intentional Electromagnetic

Interference®

Tomoya Egashira

Abstract

An analog to digital converter (ADC) is an important device which processes
data obtained by sensing information from the real world at the physical layer.
If the output value of the ADC is falsified by the external impacts, the reli-
ability of all upper layers which use the output data from the ADC can be
significantly affected and degraded. The ADC converts an analog value into
a digital value by comparing a reference voltage and an analog input voltage.
Therefore, when the value of the reference voltage or the analog input voltage
fluctuates due to intentional electromagnetic interference (IEMI) from outside
the device, effective number of bits of the ADC may be significantly reduced,
and the authenticity of the AD conversion data may be lost. Therefore, a threat
to ADC based on the IEMI can cause severe security issues.

In this study, evaluation of the IEMI impacts on the ADC is conducted. Im-
pacts of the IEMI on the ADC are analyzed by evaluating the effective number
of bits (ENOB). Experimental validation is conducted by applying sine waves
which are a source of an IEMI to the power line connected to a general-purpose
ADC evaluation board. By applying the external noise via a power line con-

nected to the power plane of the evaluation board, the injected noise propagates

*Master’s Thesis, Graduate School of Science and Technology, Nara Institute of Science and
Technology, March 13, 2020.
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along with the power/ground network of the evaluation board and affects the
ADC causing performance degradation. Then, the authenticity is evaluated by
monitoring the changes in ENOB of the ADC when the external noise is in-

jected. Finally, based on the experimental results, I suggested how to counter
ADC IEMI threats.

Keywords:

Successive Approximation Register - Analog to digital converter, Intentional

electromagnetic interference, Effective number of bits
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3.3 XIREMTDIRET
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3.4 F&BH
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