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Game Practice Tools to Acquire Cybersecurity
Management Capability for Users and Security

Personnel*
Tan Omiya

Abstract

In recent years, the shortage of cybersecurity personnel has become a big
problem with the advancement and broadening of cyber attacks. In addition,
there are obstacles to problem-solving as many organizations are not sufficiently
educated and security officers suffer from security fatigue. It is a challenge to
acquire cybersecurity management capabilities while maintaining and improv-
ing motivation. Cybersecurity game exercise tools were introduced in order to
overcome the above challenge. However, many game exercise tools have been
developed for the purpose of security enlightenment, and are not intended for
acquiring knowledge (basic to advanced) and skills for security personnel. Fur-
thermore, although the existing game exercise tools for security personnel focus
on the process of system development and incident response, they cannot cover
the entire security domain. For these reasons, we propose cybersecurity game
exercise tools to cover the domains that are not supported by existing game
exercise tools. In this thesis, we propose three game exercise tools that focus on
knowledge acquisition for the users, risk assessment process, and the domain(s)
under the system operation. It is possible to comprehensively improve security
management capabilities by combining the proposed game exercise tools and
existing exercise tools. In other words, the proposed tools are not alternatives

to existing tools, but they rather complement them, and their combination pro-

*Master’s Thesis, Graduate School of Information Science, Nara Institute of Science and Tech-
nology, March 15, 2019.
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vides a stronger security posture. We evaluated our proposed tools by using
them in game exercises and by analyzing the participants’ questionnaires. We
utilized an existing evaluation indicator, with abundant use record in the eval-
uation of the educational tools, to evaluate the questionnaires. The analysis of
the participants’ questionnaires showed that our tools performed as well as ex-
isting tools in the evaluation classes motivation effect, game design, and learning
effect. There were effectivenesses since there were many items with an average
score of 4 or more in a 5-grades evaluation system, especially in the motivation
effect and the learning effect classes. There was also a learning effect because we
compared the results of the average points of pre/post-tests and confirmed that
there was an improvement of 7.63 points out of the 100 points. The analyzed
results of learning records showed the possibility that a participant’s current
ability could be measured. From the above, we showed that our proposed tools
are useful for maintaining and improving the motivation of the learner while

helping them to acquire cybersecurity management capabilities.
Keywords:

Game Exercise, Instructional Design, Gamification, Attack Library, The Criti-

cal Security Controls
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16 3.63 | 0.86 3.81 | 0.92 3.56 | 0.70 || 3.31 | 0.85
17 3.50 | 0.87 3.94 | 0.90 3.31 | 1.10 || 2.75 | 1.09
18 3.56 | 0.86 3.81 | 0.88 3.38 | 1.22 || 3.06 | 1.20
19 it 2 3.56 | 0.79 3.69 | 0.77 3.38 | 0.86 || 2.94 | 1.09
20 3.69 | 0.77 3.75 | 0.75 3.06 | 0.79 || 3.38 | 0.86
21 3.31 | 1.10 3.44 | 1.00 3.44 | 0.79 || 2.56 | 1.06
T=LTHA v
22 e 3.63 | 0.99 3.31 | 1.04 3.69 | 1.04 || 2.88 | 1.22
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29 ] F e 3.94 | 1.14 3.75 | 1.20 4.25 | 1.09 || 3.25 | 1.20
30 3.50 | 1.22 2.94 | 1.20 3.63 | 1.11 || 3.13 | 1.36
ESPYES
34 FIEEE || 3.81 | 0.73 4.00 | 0.71 3.81 | 0.81 || 3.63 | 0.70
35 3.75 | 0.75 3.88 | 0.86 3.44 | 0.93 || 3.00 | 1.00
36 FHEE 4.00 | 0.61 3.56 | 0.70 3.44 | 0.79 || 3.75 | 0.66
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IoT - KV — PEERD S
1EHA 3MHE 1/ H 3ME

No. | 5% Avg. | SV [ Ave. [ SV || Ave. [ SV || Avg [ SV
D TR
1 3.44 | 1.00 || 417 [ 055 || 3.60 | 0.92 [ .08 | 0.86
2 | mE 3.81 | 0.95 || 4.25 | 0.92 | 425 | 0.83 || 4.33 | 0.85
3 3.81 | 1.01 || 4.17 | 0.90 || 4.06 | 0.75 || 3.58 | 0.76
4 | mHE 4.06 | 0.83 || 433 | 1.03 || 438 | 0.78 || 4.75 | 0.43
5 3.38 | 1.05 || 4.08 | 0.76 || 4.25 | 0.75 || 4.42 | 0.64
6 3.56 | 0.93 || 3.92 | 0.64 || 3.81 | 1.01 || 3.83 | 0.80
7| K 3.44 | 1.00 || 425 | 0.83 || 4.19 | 0.63 || 4.12 | 0.69
8 344 | 1.00 || 417 | 1.07 || 3.88 | 0.86 || 4.17 | 0.90
9 469 | 058 || 475 | 043 || 4.81 | 0.39 || 4.92 | 0.27
10 | MEMEE || 419 | 101 || 475 | 0.60 | 4.69 | 0.46 || 4.42 | 0.76
11 419 | 0.73 || 450 | 0.76 | 4.13 | 0.78 || 4.50 | 0.50
12 | EiE 2.81 | 0.88 || 2.83 | 1.07 || 2.56 | 0.93 || 2.92 | 0.86
13 344 093 | 3.75 | 0.92 | 3.63 | 0.99 || 3.92 | 0.86
14 4.00 | 0.87 | .33 | 0.94 || 3.81 [ 0.81 [ 4.00 | 1.08
15 | By 3.63 | 078 || 4.33 | 0.75 | 3.31 | 0.92 || 4.33 | 0.75
16 3.63 | 0.86 || 4.58 | 0.49 || 3.81 | 0.92 || 4.50 | 0.50
17 350 | 0.87 || 4.42 | 0.64 || 3.94 | 0.90 || 3.92 | 0.76
18 3.56 | 0.86 || 4.17 | 0.80 || 3.81 | 0.88 || 4.25 | 0.72
19 | e 3.56 | 0.79 || 3.83 | 0.90 || 3.60 | 0.77 || 4.00 | 0.71
20 3.69 | 0.77 || 4.33 | 0.94 || 3.75 | 0.75 || 4.25 | 0.60
21 331 | 1.10 || 4.08 | 1.11 || 3.44 | 1.00 || 4.33 | 0.75
T LTHA v
22 | zmear | 3.63 [ 0.99 [ 400 [ 100 [[ 331 [ 104 [[ 3.75 [ 0.92
23 3.69 | 0.98 || 3.83 | 1.14 || 3.06 | 0.97 || 3.83 | 0.99
24 3.69 | 0.85 || 3.75 | 0.83 || 4.06 | 0.75 || 3.33 | 1.18
25 | swwaek: || 3.13 | 117 | 3.25 | 1.09 || 3.13 | 0.99 || 3.50 | 0.87
26 3.25 | 1.03 || 3.33 | 1.03 || 2.81 | 0.88 || 3.83 | 1.07
97 | EHarrAEt: || 3.69 | 1.16 || 342 | 1.11 || 3.31 | 1.31 || 3.33 | 0.85
28 3.69 | 1.04 || 3.92 | 0.86 || 3.25 | 1.31 || 3.83 | 1.21
20 | WM 3.94 | 1.14 || 3.00 | 1.29 | 3.75 | 1.20 || 3.00 | 1.41
30 350 | 1.22 || 4.08 | 0.86 || 2.94 | 1.20 || 3.33 | 1.11
34 | mrsm® [ 381 [ 073 [ 433 [ 075 [ 4.00 [ 0.71 || 425 | 0.60
35 3.75 | 0.75 || 4.42 | 0.49 || 3.88 | 0.86 || 3.92 | 0.76
36 | #EAR || 400 | 0.61 || 417 | 0.69 || 3.56 | 0.70 || 4.08 | 0.64
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