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Investigation for Improving Change Impact

Assesment Methods in System Safety Analysis*

Kotoko Irie

Abstract

FTA (Fault Tree Analysis) and FMEA (Failure Mode and Effects Analysis)
are safety analysis methods which have been widely used. Those methods are
conducted for preventing hazards, which mean system states or set of conditions
that will lead to a loss. Each safety analysis method has different characteris-
tics, and then, in safety-critical systems, safety analysis is conducted in multiple
methods according to their characteristics. Therefore, it is necessary to evaluate
change impact analysis on multiple safety analysis methods according to their
characteristics. However, previous research has reported that only the results of
FMEA have been frequently referred to when estimating the change impacts on
safety analysis.

To tackle this problem, this study conducted two experiments based on hy-
potheses to investigate whether using only the results of FMEA in evaluating
change impacts is appropriate or not. The hypotheses were built in the following
way that, FTA was compared with FMEA | and they were based on the assump-
tions that would be possible to cause a difference in evaluating change impacts
between FTA and FMEA. In the experiments, we prepared the problem about
changes caused in system development corresponding with the hypotheses for

experiments. Participants of the experiments are divided into two groups; one

*Master’s Thesis, Graduate School of Information Science, Nara Institute of Science and
Technology, March 15, 2019.
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group that only used FTA results, and another group that only used FMEA re-
sults. And the participants answered the problems in evaluating the impacts of
those changes on design or verification of the system with the results of each
safety analysis method.

The results of impact analysis on design and verification showed the similar
results with the hypotheses. This means that FTA has points with which more
easily evaluate impacts than FMEA, in other words, at those points, engineers
should conduct impact analysis by using not only FMEA but also FTA.

The results also showed that, in selecting the hazard number which is related
to a change of the system, participants in FMEA group tended to answer hazard
numbers including that were not affected by changes. This study defined precision
as the ratio of the hazard numbers that are really affected by the change in all
of the selected hazard numbers; In this way, we can say the results showed that
using FMEA for change impact analysis lowered precision. Low precision means
that engineers may conduct their work of impact analysis on design or verification
without narrowing the range of the change impact, in short, it is inefficient. So,
this makes it clear that additional support is needed to narrow the range of a

change impact properly when using only FMEA for change impact analysis.

Keywords:

Safety Critical System, Safety Analysis, Fault Tree Analysis (FTA), Failure Mode
and Effects Analysis (FMEA), Change Impact Analysis
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NLw M TEAEYa—)V] HEEY2—-IV] oINS,

RAAITIIY
Main Thruster

HEEI -

Propulsion Module
B|BREI2-I
Avionics Module

Wl UPHSES ,// '
Un-pressukzed Logistic Carrier -

e+ v U7 SES

Pressurized Logistic Carrier
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A.2 HTV O:EH

HTV OFEHIZUTO 7 z— A SiERI T WA,

AR-N=5
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