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Sonar-based Detection of Surrounding Users
for Defending against False Voice Command

Attack on Smart Speaker”®

Naoki Yoneoka

Abstract

Recently, smart speakers like Amazon Echo and Google Home have been spread-
ing widely. These devices support users’ life through voice interface by receiving
voice commands to operate appliances and order goods from online shops. Mean-
while, it is reported that smart speakers are vulnerable to some malicious attacks
that can steal personal information and/or order unnecessary goods by utter-
ing voice from a device nearby the speaker, exploiting the fact that the smart
speakers cannot distinguish human voice from machine voice. A new type of
attack called DolphinAttack which utters ultrasonic voice inaudible to human is
also reported. Therefore, a method to identify which of human or machine is
sending voice commands to a smart speaker is desired. In this thesis, to detect
an unnatural state that voice commands are sent to smart speakers despite the
absence of users and warn users, we propose a system consisting of a speaker and
a microphone array built in smart speakers to detect the existence of a human
nearby. In our proposed system, the speaker emits sonar pulse generated based
on Orthogonal Frequency Division Multiplexing (OFDM) in all directions and
the microphone array with 8 channels attached on top of the speaker receives the

reverberated sound.

*Master’s Thesis, Graduate School of Information Science, Nara Institute of Science and
Technology, March 15, 2019.
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Since the received sound includes both the direct sound from the speaker and
the reverberated sound via an indoor environment and users, we can cancel the
direct sound by subtracting the cross-correlation function with the sonar pulse,
and calculate the mean power of received sound in each microphone from the
reverberated sound. Comparing the mean power in the case of users present with
the case of no users, we can classify the mean power into cases of users present
or absent by setting a certain threshold, since there should be some difference in
the reverberated sound depending on the users’ presence/absence.

In order to evaluate the feasibility of the proposed system, we collected the
reverberated sound data in two different rooms with several patterns (one per-
son and two persons with different positions, and no person). As a result of
comparison of the mean power calculated from the collected data between the
patterns, there is a difference enough to distinguish the mean power depending
on presence/absence of users in each room. Moreover, we found that the proposed

system can judge users’ presence within 2 seconds after emitting the sonar sound.

Keywords:

Security, Voice Assistant, Smart Speaker, Smart Home, IoT
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F—HEs(t)eTiE, WLtIZBITAZEELY F— &L OMHEMEE o(t)
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EREDL, TZITN, =641V F—HDOH VTNV THS. ZEEDRL
IZBWTY F—F L HBEOEWVRIENFIET 5L, o) IFRERMEERT.
WoT, o) DA S Y F—FDZERLE2FHHETE 5.

A7y 7 2 HEMEBED 7« V&Y V7 JEREA Z & ADY) D 431

ZEE LY F—SOMAMEIZY F—EFZERADOFHEICR L TV A,
ANEHIZ B BEEZEZ ONBYMEEZFET 5720121, 61/ 4 XRE
DY F— L MR E OREEZIND R BELRDH B, AREERTIE 6000Hz
DL ED SFIMHD W HEZH NS D, TOh TR KERGFETRETE
T ABEREIIER U, ZOREEE % Fubh e UTHEMEZ NV RS2 7 1
VR BT, HHTHEBEEUNDEZER LT, T 5ITK RS
T—XRThHhAMHEMEAZ, —HOYF—EZEFIT LI035, /o7,
DA HEABE X 1 B0 Y F—E Lo G o MAEMHEZ 1 QL EA &
LU, TOREELLUTHOHED. ZOHFEIZLY, 5&Y F—EX%ERL%
WS Z &350, BRZBIFEHEKT DY F—HZERLDE
{EIX BRI AN R 2 % RIF S e\, 1B O BB IR Y > — %
DHEHEICFELWEI 2 DRRYT — X TH LD, BHET 20U HEAL
HTOMELZRL ZOICKUHBAOREEZEE, KWL 1 LB A D
=0 DEXIZ1500 % >~ 7V, EIH093.75ms & LTW5.

ATV T 3 R=ATA VDT L EDFHE

RAoATH T VADNZELEEIL, AC—AnSFRTIEE ST, A
=D OREINENORBICKEL Tro T /ST E2, £
LHEHEATVS. ABVWBHEELVWRWES LTI, VI—EPANIKE
ULThSEERT ARESTOARLEDL D, HEFIIHEVWLENZVWEE
Z6N5. TIZT, ABWERWEEIZOWTHEMEZ 8 DDF ¥ 2%
NENTEUBEAIZE > TEHL, Zh2&F ¥ 2IVOMEBEMEBE DR —
254V LTRSS, ZOR=ZAT1 V2R, 38X — 2 THEHM
BHER—AT5A v eDEEFEHTLIILIZE>T, HEMHE» SEESD
L EDOE BT HIET.
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27 v 7 4 HEMBEDNENT —DFHE & g

N=ZAFA v eDEEZLSTEMEMBEDS B, WL DhDMMBLEAL % -1
T35, T2 /L THOF YRV L ICHEEE2 LD, 51282 F v
FNVIZPESTEEIT BT, EXA 2707 4 VEFPZIELEZY F—F
IZEBWENT =R oND. TOMEIFEIL BB OB K-> TZ
Do TL 5720, FHHRIZHAT 2B O, THRbLEHEICHHT S
ZEEZOREEOEBE UTHET S, BKNIZ, ThEhoX—2T
BoNTE T — LEHBEICH W ZETORMEE L OBKRE, Z2—V
] CLLik 9 5.
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4. ’EYV AT LICK B ANRAETREM DIREE

KETHE, BEVAT LW AR ATRED £ D 2 MREET 5 728 D FER
IZOWTEHMZBR RS, HOIZHEBREN & ERTEZF L, RIZERRO IR
ReBRELRRD.

4.1 EERBEERAE
4.1.1 EEREM

AREBDHMI, IREVATLIZLZ ANBHOWHEENZMEET S L TH 5.
AREBRIZE T, BEVAT LB ANHFENED LS REMETTEZ &
CTHEHAMREZR DO ZHRIZHEID D, o T, REBRICEIT2ERRMALLT,
MRIZWDANBELEALIGEE, HBRIZWANEIREY AT LA OH2Z 27
BEEHTEL, T UESLMENARMIZE D Wo 128 % JIE UE S D h % MGk
T 5.

4.1.2 EERIRE

RIEBRTIX, EBEOEBHNLESEDLEE 2L, KESZOMEYPMERICKE S
N, T7aAUHEETEENOEEZ AW,

X 6 IZFEBRTHWZHEBEDOEEZ KT, MEOHMIIIIER Y AT L% EN.
MREOHEIK TIRTEOTHS. M TIZEWT, FLOHFITREY AT A
DALE, HREIE <1 27D chl AL Gz ET.
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4.1.3 EERFZH

AHITIE, FEBICBI 5 ADEE HEE, FEERMOBRE X — > & UTHiH
T5.

ARERIE, REVATLZHVWT, MEIZADWRWES, HERIZADR 1T AN
556, WRIZAP2 AVBEEDENZTNIZDOWTITo72. 72, ADBAE—
HDFELIZWBIGE L ELIZVWBIGEDTNT NI DOWVWTEERET>72. AD
BlENR =22 ZNTH R =2 ABCDE 41, ZTOMEEX 8IZRT.
T/, EBRORERE L TNRR—=2 BERX—2 COLADERHEZX 9 XX 10
e, B, K 8SHORMRIEK 3ITRUZPTERIBOoNZYI 70T 4V
Fchl DIEHIZY 725 [RAITH 5.

BTDONE— 2B WTERIE 30 RHEITY, TOMY F—&FE—EDRET
FlE LK. AR TIRZENETNDNREX =2 DWTHHT 5.

RNy — A BRIZADPVRWGE
HERIZADPWIRWGEDOEBRNTH S, K 8(a) IT/RT LI, FEITA
MWV WIREEZE 30 R D, VI —SORE L ZEETo T,

Ny —> B HEOHFLDS 0.5m N T 1 AWE5E
HEIZAZ 1LAAN, B 8(b)ITRT LI, ¥1 2774+ VFET chl DIE
HARANAE =15 0.5m BN EICHE L 7-. 9121 U 7= B & 4]
NHELNB LI, ZOHMIIAE—HIZTESEITEDWZROHEET
b5, BRTEIHMAETIE, VI —E2EZET 2 30PMICEIT2HE
DEEVNERTZ L AR UTEBEZTS 720, HEICANZANZIZ 30 BHEE
MAEOREBEZR-E-EF, VI—SDORIGELZEZITo7-.

N —> C HEOHFLNS 25mBENT 1 AN 5E
HWRIZAZ 1 AAN, K 8(c) ITmRT&IIT, Y1787 4 FEf chl DIE
HARANAE =206 25m BN~ M EIZEE L 7-. 10 (2R U 7= Bl & ]
Nobhb LS, ZOEMIZAY—hD5TESEITHNZOERT
Hb. TITNRX—r BEHAKIZI0MHESABORELZRZE-% £,
VIFE—HDOREEZE 2T,
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NE—> D HEOFLD»S 0.5mEENT 2 AW254
HEIZAZ 2 AAN, K8(A)IZmT £I1Z, —AlE~¥17u 74 vFE T chl
DIEMEHAFANAE =05 0.5m BN EICHEEL. © 5 —AlXch?7 DIE
HAFNAE =026 0.5m BN EICEELZ. T2 TZAEE 308
MENSABOREZ RS2 FE, VI—FORELZE2IToT-.

N —2 E SBEOFLDS 25mBEENT 2 AW BG4
HEIZANZ 2 AAN, K 8(e)lZmdT £D1T, — Al A27u 74+ vFE T chl
DIEH HFANAE =R 5 2.5 m BN /ALEICEEL. 5 — ANk ch? DIE
HAFANAE =706 25mBfEN7z fEICRELZ. T2 TNRX—v D&
FRRIZ AL S 30 EIEN ABOREZ 72872 %, VI—FDOHKEFL
ZlEEITo 7.
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4.2 ERER

B 111z, T — P e ZORBEICHHLU 2 EEORME r £ DK%,
BEBRIR =2 ZLITRT. HIZBWT, #ithlld a7 — P[dB] %, il P
DFHRICHA L 722 EE DI E 7 [s) 2R 7. IrobND L1, REZ—V A,
HIH ADSWRWIGE D87 — 1%, i & —2, HIH ADN BS54 D8
7 — L HARTHSIZ/ANX W, B 1202, B 110 7 AN WiEBZ LKL 72X %
AT o bhrdE 5z, NZ—=2 AD PIETH2.0s 1277272\ h S Al
DNR=IZBIF B P e+ n#iatETd 5.

B 131z, M12ho"x—r ADFEREZRWEZKZRT. &= BCIEA
N1 AWBEGE, NZ—=Y DEIFRAN2 AWNBGEDNEENT —%2FRKT. KX —
Y EDMERNSONDE XTI NRT =D 1 12 LT EEISE DL L IZE R T,
—EMEITED & ULTHZDMEE NDOBLEFRHE & ORI BIFRMEIZFED 5 g,

-60

-80

o T T —— — ——— ——— — ——— ———_—_—_

---------------------------------------

—100¢

—-120¢

—140t

Mean Power P [dB]

- A (in absence of user)

B (in presence of 1 user 0.5 m away)
= = C (in presence of 1 user 2.5 m away)
-180r —. p (in presence of 2 users 0.5 m away)
= E (in presence of 2 users 2.5 m away)

—-160¢

-200

0 5 10 15 20 25
Time Window T [s]

K 11 BN Z—=IZBIT B EHNRT — L ZEZORME L DGR
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Mean Power P [dB]

Mean Power P [dB]

=70

v.
—-80 \.:'.:1-,—"'_"—_—-_"—_——

N Sas
—90}
—100f
—110f
—120F T A (in absence of user)

—-130r —

14960 035 050  0.75 1.00 1.25 1.50 175  2.00

=75

|
)
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= B (in presence of 1 user 0.5 m away)
= = C (in presence of 1 user 2.5 m away)
= D (in presence of 2 users 0.5 m away)

E (in presence of 2 users 2.5 m away)

Time Window T [s]

12 11 Z28H0< 7 <2iZ2OWTHLR LM

== B (in presence of 1 user 0.5 m away)
= = C (in presence of 1 user 2.5 m away)
== D (in presence of 2 users 0.5 m away)
=== E (in presence of 2 users 2.5 m away)
r.l\\
B S~
e e e A= ™ e e e e e = ]
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REREEEFTE LR
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BYvsegvavananStr gaEnnunER?

.
NN T —— . s e N Y b — ]
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Time Window T [s]
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4.3 ER

APV BIGE LW WGED Pid r H 2.0 12T 72 78 WS T+ 4012 4 Bl T AE
THY, THVREVAT LAOHERGEDL S ORERRZ2ERTZ &6, BWYIFE
ANT —DRIEZRIT S Z I2LoT, REV AT LOEMERIAN S 2.0s BAINIZ
I ANDEEEZHBINTELLEZOND. K11 23FICHEE2HRETEHI %25
252, Hle UTEENRT —OE%E —110dBIZRET S Z L T, EVAT A
DEEFIED S 2.0s BITIIANZRAITE S Z 2 0b0b. 2720, KEBRDOER
NRRE—=VPSIFADPVBRDO P & 7 & DBRIZIE-> &0 & Ui M2 /Y74
W7z, BIMEDHD FIZIZEY MDD 2 A OHIWILEE L. SEE8 T — O FIE
WEIZDWT, ZOZYMITRETHERT 5.

B 13 &0, SENT - ZEHREERE L OBFRL, AL HE#OZ/IZN L
THHATIIRWEEZT LI 205, FH T —%2HWT AR OHEE 217
ST L WEEZONDS. [oT, BEVATLAIEI1HTRNZHHND
WY, MREIZADWENE S PERIIT LI LIIRLLZEDTH .
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5. ARENFIEEHE DIREE

ARET, BEVATLAZHWTADPVWENE S EYETLHIZHIZD, O
FOMMBEMER T DERENEREET B72DDERIZOWTEEMZRRS.

5.1 RERENEERAE
5.1.1 EEREH

AEBROHMIE, ARAIZHET 2 EUEL 725 5F19 87 — P OBIE Pyye DR
DML 5L THD. BABEDFERDPS, REVAT LTI —P D
BME Pyye Z Y IZEDDZEIZEL>TARBMATESLZ DD o7, LML,
HAZBDFERDOATIE P LIRS 2T LADOFERIEH & OFGEIE - & ORERA
KRG 2 BEZ T GE8ICES BN ZHETAZ L IFH L, APV BIZHE
H5d POEME P 2 FElo T UE D & BRERSZMEVPGFLELRVE RS A
W, FIT, AEBRTIIE AR L ITERFERIREICE VT, Mo EREMt%
BRAHZELIZE->T, P eDBEBRNREDIIIIEHLLIDON2MENDSL. TD
FMEREZHWT, BEVATLAZEEIEZVEBEIZBEWTARMZITS12HZ0,
N BUE Poye ZF%ET 2 HIEIZDWTHEET 5.

5.1.2 EERRIE

AREERTIE, BA4HOBEG LFARICEREROENEFAEDLZT 2HH, REED
FEEYMERICEES N, =73 VBEETIENOHEEZ AW, 72720, K
EEBRCTHWZHBRIIFE A BDOGE L RRP2EDTH 5.

B 14 IZEBRTHWEHEOERE Z/RY. EEOENTHW SN RMITED
TBHMT, HEOHFLTIERWVIEICREV AT L2 E N, WBEOTEIZN
5IIZRTHEYTHD. B 1512BVWT, HFRIFREY AT LDME, FiglE< 1
27 @D chl AW AA%EERT.
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5.1.3 EBRE M

AREERTIE, HRIZWAANEIREY AT LD A2, ThZ DR
BWT30REDY F—EHEIZ LB EHNT -0 %EITo7. ZZTHREIC
WBRADEIET AL, XI5 ICEBTRLUEZYA 707 4 VFE T chl DIEHIZ
Wb —EEIIWEEDE U, £/, Bt~ 278 74 0E T chl oD
EARIE# d & L, diX0cm 55 250cm £TD 10em $ODEZNZENIZDNWT
FHAIL 7=.

5.2 EBERHER

SR — P e NV AT AREERE d  DREfR%E, TH30.1s, 1.5s, 20s DEGE
ZNTFZOWTH 16, M 17, K 18I1ZRT. TNTNDFIZHEWT, A
DWBED P — dBfR%E, BRI E —REBRTT v 51 > 7 Uz REIRELR
Z, ERRIIADP VIR WO T — %2 KT

166025015 E51Z, 1=01sI1Z8BT B3 ADPWVERWEREOEE T =%, A
Dd>T70cm IZWAREDEIINT =X D HERKE WD, T O TIEINNT —IZ
%2 ED T ADERIZ K O IR T —DEZE DT 5 Z L IIAWRETH D, —
HT, M1Thobhrb L5, 7=155281F 2 ARV VRO 8T —
ANIREDHEHEIZ WA IGEDEIAT —K DB /NS W2, FHE Py, % —105dB
D5 —110dB ORNZEHETNIE 7 = 1.5s DR THEIZ AR D W RETH 5 &
SIZHRZS. UL, FAKOREIFERPRTEE AT —idd > 250cm IZHWT
AWV WD SR — T B e 2RBLTHE D, 7= 1.5s DFf s CRIME
Pipe ZRRD XS IZERELTLED &, BRIV AT LNS 250cm & D &V
BIZADPWBGEIZV AT LAPMENIAETH D LHEZREILTLES &F
ZoNb., T, M 181 obhrd LI, 7 =20s 2B WTIEEIIFERRIERT
SEYINT — DAV VDG NT —IZET L ETAIZHAEEDORES I 2 HE
THLEZONDZD, dBREVHEICEMIETE S &> 28l Py 2HET
E1EDN, RBEY AT LAOEERED S 20 DR R NZARABTER VW E
WD RENES.
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ZZT, 55 7B BRIREMAERT TG NT =5, D EHE Py 1TET
2L EDN-VAT LN dZE, TOdUNOHE#IZWS AZRITE 2HK
PR &\ D Bk CHROARMEI AT BEFERE e SRR Z 2 2L, TDd,, & 7 8D
a2 Pppe TR UIZEDZEK 191337, FERRIE Pype 2805 712817
B ANDPVIRNREDSEYG T — Py(7) & UG E D dyper — 7 R Z R T . Z LS
DT T 7%, Ppe ZRAMEIZHELTZE ED dpy, — T HRERT. K77 712
ST 2 Ppe DMEIZNBIOEY TH L. BEEZSKZHEE UZRICRITE 5
B, ZTOMEIZHIET D dpy ARD d, D DOFEIETEUT: dypee L FD d TR
NX sV, Tabb, MPOEMEPRT dee &0 BMEINNIWEKE, 3%
U WBHEIZIRNT 22T 7DERT dnee & 0 BEIVNS WHEIL L OFEEE D,
FELWEET AR TE e 1 2 DEREERT.

-60

« = fitting line
e person exists (t=0.1s)
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-60

- fitting line
e person exists (t=1.5s)
b . —— no one exists (t=1.5s)
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_60 L
P.
L] .'..'-- 2 e
= -80r LIS ;".--.,9...... e® oo
= T
O e
5 | e
g—loo» 00 o o .
a
C
©
[
=
—-120t
—-140t
~1605 50 100 150 200 250

Distance d [cm]

X 18 7=20sIZBFBEH N7 —& A2 AT MEIEEEE L OFEG%

29



700

[*)]

o

o
i

R TLL YR LR T T

500 -
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The Maximum Detectable Distance dax [cm]

200t
= Ptnre = Pap(T) [dB]
""" Pthre = -110 [dB]
100 == Ppe = -120 [dB]

=s= Pihre = -130 [dB]
~st= Pypre = -140 [dB]

0 5 10 15 20 25
Time Window T [s]

B 19 P87 — DREMEIZAK D BRI REREE & 3245 & D& & OREf%
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5.3 EXR

19128WT, P = —110dB 2 L7262 5 2 5. ZOEEICHIET 5
Aoz — T BRIZFIRD T Z 7 TH Y, RIRDT T 7 LFEMRD T T 700 5]
X1.6sTH5. ®>T, P =—110dB & U756 O AMRAI AT GERRHE & > 2
T LEFH» S ORERE OBBRIE, 7 < 16sDE ZEFMIZTBITEEKD T
TIZHYEL, 1<1.6sDE EEFIIBITERMEDT T 7IHYT S, KINS6HHS
MR K DI, Ppre = —110dB & U 72356 O BRI AT REIEHE d,0, 137 < 1.6
HBWTIFIEFEFULHT, 71<16sIZBVWTIEFEAERELRD, ZTOMHIZHA
300cm TH 5. £oT, BMEEZ —110dB & L7256, IREV AT LAEEEORY
D EZITTH S 1.6 BEIZEER 300 cm F THEN 2RI\ 2 NDIF(EZ AT
XEHE2TRBZ NG, FAKIZUT, BfE%E —120dB & 374X 3.5 &I
W42 370 cm £ T, HfEZE —130dB £ 91X 6.7 ERICH440em £ T, BfE%E
—140dB & § X 14 BE2IZHER 510 cm E TOHEFA T AR A gEL 725 Z &
bhrb.

FEEOENIZEWTREVATLEZNHTEI L 2E2 5L, REVATLIX
FIHZI N RO RFFETAMMTE 20T H 5. BUFHEOHREEIC LI,
HARIZEITS 1 AS- 0 BREZEOERIL1354HTH S [18). 2T, BEEL
X, JEHE, RO, 8%, &, FE, EN, AE, SEERYEEHOEZ W
5 [19]. HADOE¥HHE AEIX2.31 ATH D [20], FEE FHEBAKMETIZ2 NE
5ULIZHBIT AT AE — A7) DIEANREFEZH 13 B EEDTWD 72D [19],
B BRERHARIIEWTEPRAEEEZERL S 5 —BNLEEEDLITH S
LEZB. 1354812097 m2 1AM L, EAETHET S L —IDEX1%4.58m
LB, o THBEORRIZIBEIATLRRETAHILE2ERLL, REVA
T LIFAD L H HED 5 230cm AN OHIPHIZE W T AMAINRTENIL X
<, B 300cm £ TOAREIDFREZRME —110dB IZEETNIX+ATH S &
EAB. ZOZ o, BEVATLAIHAO AL ERIZENT, FHEON
UPT 22T TH S L6 RRBRIZIFTHAICABRAZIT A2 Z &b 5. ZOFE
XU, ZEEOET XM SGMEtEE 2 T AKX V7 LT AR ERAAT
Alanwar & [21] DFETIX, EFREOEUNT 22T TH 5+ R ARKIE TIZ 16
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oo Tz, o T, AMETIRELZV AT LIIERFIE I D HE NI
ANEZBRAITED L EZON, BEVAT AIREHLARANCENTHLEER 5.
T/, KEBRCHHEUZBBIIEAZL IR RO TH 7208, FiHdo@E by +
DIRINEHZITD ZENTER., 2o, BEVATLIEMNT B
HFETHZ RS AR T A BBV AT LATHDIEFRD.
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6. BEEMZR

ARETIE, NRAIOBEEPZIZOWTRR S, BHDAEZRIT 2H1520%, B
NALBEHED D TINETIZE{FONT VS, Dk, FUDIZENAE
Wz 2 E & U7 VREIFIRICEIT 215500\ T, B E R L7z b 0 & 3
%ﬂ%bt%@ﬂﬂifﬁ&é.%@%,Km%tﬁwbt%%%%@%?wt
LU CE&E U 7255 % f8 1

TR = AW AR A

Bocca & [22] lFENIZ30ELA LD U 2R ETH I LI2L D, EEEHWE
U HHOBERY T — 7 TENITEET 2EBDO AN ZRAI L. ZOFE

TiE, 0% LD %ZFEE 1m DNOETHRAITE TS, Adib 5 [23]
ARV, MEOREI Imx2mDT VT FT LA 2EBHIZ2DORET S Z
ETCHEBONRZBRAUZ. ZOTFIETIE, 99 %A EDORSRE 2 1 m AN O
JETHRAITETWS., ITNo OWRIEEKZ HWTENIZWSERO NHEZ En
HETHMHITESLZZL2RTHOTH LD, WInd HIEDRK & v I %2 K
HETD, HEVIAEORERT VT FE2BNICRET I2HERH S L\ o7z
MCNAMEIZZ LW,

6.2 FHR%Z=R\WI= AR

BN TR EREHWSEZ LI2E>T, A — M TNNA ADRFDORERE 2 FIH
U CREHIZHELRE T & 5 AMAIFIED Nandakumar & [17] IZ X > TREI N TV
5. ZOFETE, RMEFEFLUTCAY— M TS ATEHAEMRRY F—5%
AWV, A= 74 VDFED20DOY A0 7+ TENEZETHILIL-
TAMRHZERT S, LaL, 4207422 UPHVERNI &2 58
DANEZRATERZR W EAMEE 2> T W5,
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6.3 AV—MNRE—HAEBWEARE

NDOBHNZE R 2 M TR L LTI, Alanwar 5 21| OV F—Hx2H 0723
DAZET5NS. Alanwar S IFEHNDAY— MNAE—HIZT (27— KDL
DIV B-725E5%2EL, BRIZADRWEEEL WERWEEDZTNZNIZE WD
T, AN—bhA¥—HDYA 27074505 U8h~v A 270747 L1 T
BAMEAE =P EBERNIIBEL Y F—E%22ELEZ. ZIT%ELEY F—
BN ORRA Gt R EEIRE L, BMTEETILVIY XL EHWTHEIRD 7 7 A4
Vo7 %TDZ8I2LD, N\OEREHE L. TOFKTIE, 16WHOZEE
DO 0 DK EZHAWT Y 7 AR V72 {To 72488, 93.13 %DKETA
DEEZHEETETWS., LHL, Z2I53AZ) VAW EZESOEI N 161
FORTETCHETETHREIRIUGEYT, D L HHEHHE? S 16 R
RIINIEIANDOEREZ BT ERVWANMERE LTE IO NTWS., D72,
FVHVWKEEDZEEZH W CTADBRAMNTE 2 FEXBRELLEEZEZONSD.
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7. iR

ARG TIE, B S DBEEFEIZL DAY — N A =T ADBE S HT 5
72, A=A =HIZH U TEREDOIFEN TN > 7Bz, A —hAE—
AMEAFNZ DN DE S PERINT 272D DV AT LERELZ. BEVAT
LTI, AC=IDORELEZYF—E2YLVFFrA o707 x0T A
TZEL, TIho#HBEB LRV F—HF L OMHEMEBEEIZ L >TAY = & b 5
KIDEHESOREEZHEELZDL, RE2ENOKEZFIZOWTEENT — %3G
BLT, Zhz2 ABRFMOBEEE U7z, ST =13V F—F DFRERME 1 5 F IR
FHEL, ENRT —DHANCRE L ZHEE FE S 0E2Z RS2 LI2L- T,
V> —HEDFREEEN S 2N AZRATE S Z L ¥bh o7z,

REV AT LML 5 N OB ZHERFIRIZHARTHEP P TH D, T
NT—DREI DO NDOAHEZHET DIRETFIRITAELARINZEARTH S Z
EDDMoT. F, REVATAVEBOBRE N CARMTEZZ 2205, #
KBV AT LMMGEARBEIZEKGFE VR WHBRR Y AT LA TH S b bhro Tz,

E31HTERLEEDIT, RKFFEIZAT— NAY = WE =12 X285
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