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Study on inducing information leakage from
input /output circuit inside device by intentional

electromagnetic irradiation®

Martin Hazama

Abstract

One of the threats against the physical layer of information technology equip-
ment /devices is information leakage through unintentional electromagnetic (EM)
emissions from equipment. By measuring and analyzing these emissions, attack-
ers can extract information from inside the equipment. On the other hand, some
devices do not radiate EM emissions, and thus have been spared from conven-
tional attacks. In this research, we will consider new threats targeting devices
that do not radiate EM emissions. Specifically, EM fields are intentionally irradi-
ated into the equipment, and EM fields including the internal information of the
equipment are forcibly radiated by driving the MOSFETSs constituting the input
and output circuits of the equipment. This threat is shown by experiments using
two microcontrollers. We also clarify the relationship between the intensity of ir-
radiated EM fields and EM field intensity including the information, and discuss

effective countermeasures against such attacks.
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Figure 7-2. /O Cell Architecture in PSoC 4100/4200
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