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Proposal and demonstration of a detection
method against Hardware Trojan implemented

on the wiring outside I1Cs after shipment*

Shota Nin

Abstract

Reports have been made about the threat of Hardware Trojans (HTs) installed by
malicious attackers, which cause operational failure and/or information leakage.
Conventional detection methods mainly focus on the HT installed in an integrated
circuit (IC). Thus, it seems difficult to apply conventional methods to these kinds
of threats immediately. Based on the above background, I propose a detection
method for HT implemented outside the IC by measuring electrical responses
that change the impedance of the wiring caused by HT implementation in the
time domain. I adopt time-domain reflectometry (TDR) and implement a simple
TDR circuit inside the trusted IC. If the reflected signal is different from the
shipping test, it can be confirmed that an HT is implemented. As a prototype
of this method, a pulse generator using capacitor charging and on-chip voltage
monitor is fabricated and evaluated. The results show that a significant change
the amplitude due to the impedance change is obtained from the reflected waves

measured inside the IC with and without HT.
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