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Study on sound information leakage through

EM radiation from smart devices*

Izumi Nishina

Abstract

It is possible to obtain unencrypted input/output information of devices, by
measuring and analyzing electromagnetic (EM) emanation from devices that meet
EM compatibility (EMC) standards. At present, most EM information leakage
is visual information from comparatively strong EM radiation; however, sound
information can also be obtain from comparatively weak EM radiation. To sup-
press sound information leakage through EM emanation, it is useful to identify
the electrical components that leak sound information; however, there has not
been enough discussion about this topic. In this research, I identify the main
component that causes sound information leakage. I measure the EM field, in-
cluding the sound information radiated from the components of devices, and
create cartography relating to the intensity of the radiated EM field. Thus, I am
able to identify the part causing information leakage. Finally, I verify the leakage
source by extracting the component and measuring EM waves emanating from it.
In this experiment, I measured the EM field against each part of sound playing

components of a smartphone, and verified the leakage via the component.

Keywords:

EM information security, Smart devices, Sound information, EM field measure-

ment

*Master’s Thesis, Graduate School of Information Science, Nara Institute of Science and
Technology, March 14, 2019.
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HENZ Ebns, HEEROBEAEIZ TN ARENSH 1IN T YV RIVES
MDACIZE D T F a0 BGEANERMINZDLA—F 4 A7 > 7 THiEI
EINBZEME, A=TFT 4 ATV ITHRAVIETH S & FHING,

ZIT, AT A4ATVTOEED A% EZ ZEBR%ZITD T & TRAVIEZ R
T, 1Y RUPoHIEINEERORKELRIBES—ETH D56,
EDNS Wi T2 A VRV Y vy 2B UIREBTIEA—T 4 A7 v 71E kD
KERBRIEE N2 BEL T 5, TDd, HOHFOEYUEE2 2 E7255.
T BREE DIRENE U EBDLBIGEEA =T 4 ATV ITRRA VR RETE
%5, ZZTERDFRAWIHFFED 72D, WPUEDE LB A AR A YRV Y vy

(a) A —7 > 7T (b)15 QIEHifF &= i 7
X 3.5 BfafiHiiED %A 5 b1

& 2MHARL. A—T 4 ATV FITRN D ERELHE L7256 OB %
L7z, BRI, AMEPEO K E i+ & U T 3.5(a) IZRT 4 ARA
YRV YWIDEE LV EAARAS Y RV Vv 7D THE V25 —T LT
Bt UIEHi 2 R CO WY (F— 7 aiiT) 2HEL. AFREITEO /N
AU LT 3.5(b) ISR A ARA YRy P vy 2 DEF v v 3oV L HHE Y
HF v 2V EEMONAGIZ 15 QOEGiz DT i1 (16 Qi &) %
AR LU, SFEANY R4V Vv I T X TRIZFHATE L, TN ARK
DEFHDEEAY KT+ Vv ZEIRLUEZZ 05, FHERIZT N ZAAREKD
A =ATREBLATYHE VI yyoIhoihahdeEZoNE, A—T 1447
VTR ND BB LD REWGE, A—T 1 A7 VA IEINT BB ERA D
REIHEWARTLZIENTFHRING, HOEBRIZLD, FIHEREZHELRED
BRI D KEWEFFTH 5K 3.4(a) (SR THIEME 11 IZHEA 7o —T7%
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THIE U 7z,

ZTORERERIVITIRT, A — 7 V7% i U 72 IRE TR E Bl oz
£ B AR MVDBBIIE Wb o T-—F, B 012 Bl U 72 IRE Tl i
WOMEIZ £ B ART MVHBEHI X Nz, BAHRPUED/NS WikF 286535 Z
LIZXD, ABHADOKREINHERLTWE I b hs, 2%, EHUED
INS Tl B UBIRMEA & 0 K& o 254, HIEME 111281 2 g
BIADKEIEHRTHZ RSN E RS2,

# 3.1 HIENE 11 CORSERADOKRE X

it G B DR E [dBm] | 7 [dB]
HERd O | FEHRAL

F— Tl -97.20 -97.48 0.28

B & Vi -93.16 -97.22 4.06

PEDoZ s, HBEROTAVEIEHI L TWAHAIEA—T ATV
ThDHLWRING, TDD, A—T 147 T L ORI TITbN B IETMHED
WAVE JERREMIEA D MP3ER & Wo 2 BFHEHED I—FT v 7 DEVWLRE
ZBRWAVMETANDHE I NI VWEEFEZ LN,

3.2.4 RFBEETOEBRREA VR

BNT, A—TAAT VI HREEROWAVIHTH D Z L 2R T 572012,
F—=T 4 X TV THRRP SIS SN2 BRI Z TS 2 2 L2 & 0 EEROA K
EMER U2y A= TNA AT, ENNEZGDD-D, A—T ATV
X OV AR (PWM: Pulse Width Modulation) % Wz D#k7T ¥ 7HE
"xh, SEZ—=T Y N UEAY—= b T AL ZIZBEWTE DHT ¥ THHNS
NTWbeEZ 5N (18,2628, I T, AEBRTIIEKDOA—FT 1 AT V7
CLUTDMT v T%EET B, AEBRTIZ, MAXIM 4D MAX9744 HAFEEI N
7220 WAT VAT YRILVT VT R— K PS-3246 % T PWM {5 DA KIZ &
5 ESF 2T U B HRORA W ERGES 5,
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BIEHRERK
Function
Generator
(81160A)

IF3%3&10 kHz IEERORIE
RF Current Probe

Eotmr | TR0 Trrmigge ks |
D-class AR | FREBE)
Amplifier Oscilloscope DELA
(PS-3246) (DSOS204A)
1ERES

E5181R AMIESH] B R AR RE T

Amplifier  [* Spectrum analyzer [ N

(LNA270WS) (FSV4) B

3.6 DT > THAED S DEFRINA WV EMRGET 2FEzy + T v 7

3.6 ITAERDEY FT v TERT, RERTIE, ETNAATHWOND
DACORHE LT 77y ¥ay Yzl —X& (KEYSIGHT 81160A) Z M L
10 kHz O IEHE %2 AR U7z, R UZIERKEZ DT > S AL, DT~
ThoDOHIITHS PWMAESEBEICER LA 0 A3 -7 (KEYSIGHT
DSOS204A) THER T %, £72. DIRT v 706 ORGTERER 2 JIE T 572012,
DT > 7O IR S N — TV ORER R 2 5 v TROER 70—
7 (FISCHER RF Current Probe F-2000-12MM) THUfF U, 155 #iE#7 CHElE L
DL, ART NVTFIAPICASI Uz, DIRT ¥V ITANATUZEED AM A
ASNEEENLUTRAVT DI L 2HMRAT 2720, AT MVTFI4HD
Yo 28— R CHUYS U 2R EFSII I & 005 B0k D & BT Bk
L7z vaAa—70 FFT #HEIC & 0 Bl L 7=,

B3.7TIEDMHRT v INMEFE AT LR EESE AL TWARWIREEBIZE T
B ARY MVORIEAENRKEVEBRBUZEH L, 52 AN UREETHIE L 7=
RFREERIE T h b, BAEDH 2 Z e D¥bh b, F52 AL TWRWRET
X 2O &S RN Z BRI E N, TDD, T ORISR T/
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N7 AZIIAD UGB ITERNT 22 Th 5 i sd, ZORM
IS IC & E N5 BB D # K 3.8 12T, DRT ¥ T7DOAJIEZTH 5 10
kHz & [A UJARB IR OF D EFHKIZE = B> TWB Z s, M3T7TIZRU
7-HEEIEIBIEIE DI T~ TOA NGB 2 ETHLEZ LN,

LEX D, D#ET v THARD S & B 2 N U2 S HEROWAVWDVEL 5720,
AR — b TNA A0 6 DHIFHROBRIEZ N LU 7ZRAWVIEIEDIRT > THES
BN THBEEZOLND,

3.3 AVN—IMTNRNAZDNLDERIKICK 2EBEIHRMA WINEZKD

R=E

DT > T ~NDATEEDHIFIZAHWC SN D PWM 225 & AM 43 D3 A K X
N3 33 Z2enoB DTV ITWIRAVIETH S L#EEINS, RIfiDFEEKT
AW TN 2L 1358725 Android i RIZHEWTH DT v FdEEI N TH
D [29-32]. iPhone7 BABRIZHFEI N2 AT — F 7 4 IZBEWTH DAC KA —
TAFXT VYV TINTNA AREIN SR 72Ny RT AT vy 7T X T RPN
LNTWVWDE, T USRI BEVWTH, FIERAMSN BRI ICEE LR IANBA
RAWT BHEEMED D 5, BETEMIEDEFRE IZRA WEOEHD K E X KO
TYTFTEUTERTHAOBMNERETIRES Z 206 [13]. AHITEFA W
BEROT VT FE2MEKT 5 LEZ 5N T B2 WHLESRIZ DWW TG
5,

D7 vV TADRAVIIERE LT, PWMOZay Z7AEKFRICERT 5,
PWM D7 By 7R EHR—EDHEBTEL 256, SRS R —E D%
BTlE Ehd, Zhid, WEHIZX2EEREZECHAERORTE LER2ES
295, —H., PWMOZay Z2ERBARY MIVIEERG AR TEES N 254
HERESOBHMIE OB N T v X BT R bz, HIESARS ML
DILHUZ & D FHIZEFHE D ART MILD T X F =R S D [34,35], HF1H
WEEDEREOBAIE TR Rz, THEBREZEOEHRBEDARY
FVOIRIEME B AR S 5 Z &0 6, BWEFHIZK 5 H51HHR %z &L HBEBORE 2 #
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ftgFreEZXH5N5,

AR—=RN T A VAR Tr =7V % FHALEERE ALI1T 2R F Tl
BRI A I N YRV — TR I N7 v T+ 2 LTRS
O ZEPHEIND, BIBIZERINEZTr—T U2 50EHEaE v E— Nk
A2 EHITIENEL, ZTOEHBIREEA RV ERFE/ R—ILDT VT
FELUTETMETES (11, 2OEE, TV T H 2ol R 0= GRTHRIE
U BRBEDORE SR — 7 NVOEIICHHIT 5720, EEfHENEN v
Ry —T7NWERMBHTASZ L CTERBRENBDTEEEZONS, £/, T—T
Ny =)V RTEHZEIZED, =TV EBEBEDERD LWL — T & #eeJE
WOBRE DFIZHEL 2FHFEAFEEZMA, TEVE— P ZIIHIT 2 L #ig X
ns,

DT v T THWOND AR MVIEHANTIZ, PWM D2 0y 7 A EH5%E
& D JEIREUZ 0 U TR £10% O#EIPHCTEALT 5 [34) 206, WEHEDZFY
AT D FRRERIRIEIZ N U T AR MV ROILEE L T4 Thnigan
EAONDN, PHETT VT F L0 5 2HANDIRA VLR ZFHE L 5 Z &1
£ 0 HiERE ECERIEO BT R2 EEZ 5,
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4. ¥Eim

AL TIE, AN — M FNA ZATHEHAE U S HERPIEREDL 2/ U TR ERA
RWZWT BRI U, WEEFE L DR EBEOFFEILET 272D nBE L 7
% EEHOIE A WFIZ D W TR 24T - 7=,

F2MTIE, BRINZE UGB WREZRET 572012, FHHR %S
AT B R A W EEEUZ B W T EIE RO FEAR - 2 1k O U B RS R
DA ZIRT 5 LIZEDRAVIRE REFRTOEENLHIHZK VAL L
iz, BRBEMGMEZ2EE UG OB EMAERE D2/ 28T 5 Z &
ZEDIRAWEEZRET 5 FHEE R LT,

HIETIE, H2BTRELVAFEZHVWT, SHROFEAICEET 5731
AEBRLISAARIN S 2B L T2 A< — N 7 o ¥ % PRI HUR FE R SR D 4345 X1 % 1
U, HAELUZSERPIRAVWT A2 ERNE S TN ADMWMMNERE L, L
T, FEULMAIZELINZR T LARORETOAZBRE I EZGEIZHEE
WPRANT B R2R Uz, /2, TOMBICEIE, RAWVELKOERERXK
BT VT ERREHRL D AT HRAVINERZRL, WAVWEIAIHITE S
ATREME &2 RIB U 72,

PLEX b, KX TR, A — 74 Y THELZIEHRIERIEZ /T L T
AANRA VT D EBRBERE BREIZBTRDRT VT THEI L 2R LT, WA
WRRRIZFWZ AR L BB A= 74 2B WTH DT v 73 EEX
NTHH, THUETNA ATBWTHHEAE L ZIERIBES BRI EE LS
AR ANT BHHEMEDH 205, DT v TR YRV r— 7V R & e
Tk, BRIEEEUCZAT— NTAAL D5 O FIEHRIE A\ O IEASATRE
IZRBEFEZHN5,
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KELRNS, KHFEETITHZD, TEETF S > ERICES B#H O %2R
LET.
AFE—BIIZIE, HE ORI B\ TR TS8R ZiRE L ZT40% %2
DEURZ, TZITDLDEHE L EFET,

AR T FOFI B B VAR — 3% 1%, WIE A D DI H 72 D B ZHIS -
TiimEHE, LDEOELEL B ET,

AFREARS BIBUTIE, AGLAENE O C# ) TS LRI 72 5 T
EWEEE L, ESHEHALHBEL EFET,

LB ESFEEMPRANNE R E, HRIEEID» S DOMEIZ RS £ THA
RIPEEREE, EHBAL EITET,

B#IZ. HZADMFEAETFIZE W TRRA RH T I =72& £ U7z, W5
FEDOERRIZZ DL ME ) THRSEHHBH L EIF£ET,
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