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Visibility Analysis of Email Security Indicators
based on Gaze Tracking*

Yuta Onogi

Abstract

Email spoofing, e.g., phishing email or business email compromise, has become
a serious threat with the mainstream usage of email in our society. Various coun-
termeasures have been developed for protecting end users by allowing them to
check the authenticity of the email senders. However, end users are still vulnera-
ble as they can misjudge the alerts raised by the countermeasures, which would
lead them to commit crucial mistakes. In order to prevent such faults, secu-
rity indicators have been implemented on modern mail user interfaces, making
spoofed emails easier to notice. Nonetheless, to the best of my knowledge, the
effectiveness of the indicators visibility and perspicuity are still unsatisfactory. In
this thesis, I conducted a set of experiments where I introduced 2 components to
exiting security indicators and explored their effectiveness by using gaze track-
ing while assessing the credibility of emails by users. During the experiments,
I used 4 parameters — ”Percentage Fixated,” ”First Fixation Duration,” ”Ratio
of Fixation Duration,” and ”Fixation Count” — for analyzing the effectiveness of
the indicators. After the gazing experiments, users evaluated the legibility of the
indicators. The results showed that email indicators that are displayed in the left
side of the e-mail forms tend to have a higher visibility. Additionally, indicators

which information contents are composed of icons, texts and colored areas were

*Master’s Thesis, Department of Information Processing, Graduate School of Information
Science, Nara Institute of Science and Technology, October 22, 2018.
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more efficient to help end users recognize security risk. Indeed, our evaluation
showed that the aforementioned types of indicators performed better in regards
to legibility. The evaluation showed also that the combination of a high legibility
and a low ratio of fixation duration or less fixation count allowed all the indicators
to perform better in regards to readability. Furthermore, I investigated whether
the level of security education of the end users affected the results of the gaze
tracking analysis. The investigation showed that the users who did not receive
security education tend to check the name of the sender of the email and their
address. In contrast, the users with security education tend to gaze the email

body and rapidly find URLs from the message.
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Waterhouse

(1) Waterhouse :: Campaign schedule

@[ Mail Address Book @Personal Settings
CZ2 QS5 N w

Folders _ .
T Subject: Campaign schedule

3 [Gmail)
3 Al Mail (1)
3 Drafts
3 Sent Mail
3 Spam
3 Starred
=3 Trash

(= sent

T Trash

Sender: maria@firstmx.net [+ Verified with Facebook
Recipient: don@firstmx.net *| Protected from eavesdropping
Date: Today 02:32

Maria Page

It's great that you are settling in. I want you to know that we have
finalized the speaking dates for Pennsylvania. Here they are:

Monday 10/10 Harrisburg

9:30am - Rally on the Green. Lots of media attention.
noon - Fhoto-op at city library.

3:30 = sit-in at the mayor's office.

Saturday 10/15 Hershey
10:00am - chocolate factory tour.
6:00pm - campaign dinner to honor chocolate workers.

11 Waterhouse D XA —)L A VX —T = — A

o
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