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Automated Characterization of
Malware’s High-level Mechanism

Using Virtual Machine Introspection®

Shun Yonamine

Abstract

One of the goals of malware analysis is to figure out the intention of the attacker
(high-level mechanism). In traditional malware analysis, the experts monitor the
APIs and other activities of the system in order to identify malicious functions.
However, those tasks are manual and time-consuming. Additionally, the level
of sophistication of recent malware renders traditional malware analysis almost
obsolete. For instance, some malware can use obfuscation techniques to thwart
malware analysis. There is no methodology for associating multiple APIs to iden-
tify malicious mechanisms in automated manners. In this research, we propose a
virtual machine introspection-based method for automatically identifying high-
level mechanisms. We developed Spaniel, a prototype of our proposed method,
which performs taint analysis to track malicious processing that derives from file
read of the watched file and collects traces of malicious activities. For evaluation,
we used adversary behavior models defined in ATT&CK and Spaniel identified

key indicators that cover 26% of those models.

Keywords:

Malware, Characterization, Taint Analysis, Virtual Machine Introspection

*Master’s Thesis, Graduate School of Information Science, Nara Institute of Science and
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Dynamic libraries list (14 libs):

Process list (56 procs): 0x08048000 503808 openssl
openssl 2742 2593 0x080c3000 20480 openssl
swapper/0 0x080c8000 4096 [777]
init 0xb7528000 1728512 libcrypto.so.1.0.0
kthreadd 0xb76ce000 4096 libcrypto.so0.1.0.0
ksoftirqd/@ 0xb76cf@@@ 110592 libcrypto.so.1.0.0

kworker/0:0

kworker/u:0 0xb773f000 24576  libssl.so0.1.0.

s
S
so.1.
0xb76ea000 348160 1ibssl.s0.1.0.0
1.0.0
0xb7745000 24576 1d.so.cache

oONOURARWNRESO
NNNNNNOSe S

migration/0 0xb774b000 8192  [777]
watchdog/0 0xb774d00@ 4096  [?77]
cpuset 0xb774e000 114688 1d-2.13.s0
0xb776a000 8192  1d-2.13.s0
0xbfe28000 139264 [stack]
JOtEXA—& ZAEABAVWTVWRHES I TSV —E
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tag File

mov [ reg1 ] [ mem1i ] data = read("plain.txt");

\ tag = taint(data);
tag tag

1. read@NfcT—5ICTA Y NI T =RE

vor [ tmp |——{ rest |

tag
mov [ mem2 ]b[ tmp ]

2. TAYKNY T DEHD S D EBH

06 bogooooo
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Encryption >3 128 Encryption =
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U7 00o0dodooodgo U8 gdouoooooood

gbobodgbboubbuoobboobbuooobboobbuoooboboon
gbobogbbooobboobbuooobooobboobuoooboboon
(000000)000000O0000oooOOo0o0ooooOOoooooOoOoOg
gbobhedoguobbooobbbogobbuoodbbboooobooon
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gbooboobobodgbbugobboobbuooobboobbuoooboboon
gbobogboboobobubobooobbuoogbboooboboobbooon
gbooboooobboboooobon
goboggbbodgoboobboobbuooobobbooobboon
O0000000000000000000 (tainted00)00000O0O0O0OOO
OO00000000000000000 tainted000000000O0O0O0OOO
OO0 taintedD 000000000 OO0OOOOOOOOOOO0OOOOOOO
gboogobuogboobogbobdaboobboobobobooboobobod
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#define SIZE 128
int main(){
FILE *in = fopen("plain.txt", "r");
char datalSIZE];
fgets(data, SIZE, in);
for(int i=@0; i<SIZE; i++){
datal[il = datal[il ~ 0x25;
Y
FILE xout = fopen("encrypted.txt", "w");
fprintf(out, data, SIZE);
fclose(in);
fclose(out);
return 0;

U9 xordgggogooog

oooblgbooboboobooboboobobrobboboobon
OO0O000Db00b000read0 000000 DOOODOOODOOODOODOOODOO
O00000000000000o0o0oo0 (00 a,b,c,...) D00O0O0O0O0OOO
gboboobbogobbooobobsuuoubobooobbuooobooon
gbooboboboobobooboboboboboboboooobobon
reed000000000COOOAPIDCODOOOOOOOOOOODODOOOO
gbobboobbooogobobbbbuodoooooobobbobobboooooad
gsbuodbbooboboooobbooobbooobbooobbooon
Otainted D00 O0ODO0O0OO0O

groguuoooobobooboobbbbbbbobotbododoooooobgan
DobobobdbUOxord0gooooobooboo obgobobobon
OO00O00000000000000o0b00 tainted0 0000 OOOOOO
gooo



400647 :
40064f:
400652:
400654 :
40065a:
40065c:
400663 :
40066a:
400629:
40062f:
400631:
400639:
40063f:
400645:
400647:
40064f :
400652:
400654 :
40065a:
40065c¢:
400663:
40066a:
400629:
40062f:
400631:
400639:
40063f:
400645:

movzx eax, byte ptr [rbp + rax - 0x90]
xor eax, 0x25

mov edx, eax

mov eax, dword ptr [rbp - 0x94]

cdge

mov byte ptr [rbp + rax - 0x90], dl
add dword ptr [rbp - 0x94], 1

cmp dword ptr [rbp - 0x94], ox7f

mov eax, dword ptr [rbp - 0x94]

cdge

movzx eax, byte ptr [rbp + rax - 0x90] j 40¢

test al, al
mov eax, dword ptr [rbp - 0x94]
[

movzx eax, byte ptr [rbp + rax - 0x90] [ 40¢

xor eax, 0x25

mov edx, eax

mov eax, dword ptr [rbp - 0x94]
cdge

mov byte ptr [rbp + rax - 0x90], dl
add dword ptr [rbp - 0x94], 1

cmp dword ptr [rbp - 0x94], ox7f
mov eax, dword ptr [rbp - 0x94]
cdge

movzx eax, byte ptr [rbp + rax - 0x90] J 4¢

test al, al
mov eax, dword ptr [rbp - 0x94]
cdge

)65¢c: mov byte ptr [rbp + rax -
: add dword ptr [rbp - 0x94], 1
: cmp dword ptr [rbp - 0x94], ox7f
: mov eax, dword ptr [rbp - 0x94]
: cdqge

yte ptr [rbp + rax - 0x90]

eax
, dword ptr [rbp - 0x94]

0x90], dl

ovzx eax, byte ptr [rbp + rax - 0x90]
test al, al
mov eax, dword ptr [rbp - 0x94]

byte ptr [rbp + rax - 0x90]
5

£
mov ed e

ax
: mov eax, dword ptr [rbp - 0x94]
: cdge
)65¢: mov byte ptr [rbp + rax
: add dword ptr [rbp - 0x94], 1
: cmp dword ptr [rbp - 0x94], ox7f
: mov eax, dword ptr [rbp - 0x94]

- 0x90], dl

cdge

vzx eax, byte ptr [rbp + rax - 0x90]
est al, al
mov eax, dword ptr [rbp - 0x94]

: cdge

010 0000000000000 (000Doo00o0oooDoooDooOoOooo
gooodbbogooboboobbuoooboooboobbuooobboon
O00000oooooon)

2.4 PANDA

PANDA[6]O CPUOOOOOOOOOO QEMUDODOOOOOOOODOOO
goooobodooobooobBIObboodbbuooobbooobboobon
O0000000000000QEMUDO TCG(Tiny Code Generator) 0 O O O
Oo0oboooboooboooobo LwvMoboooooooboobooboooo
000000000000 0o0O000ooooooooO (0 1)yoooooooo
0000000000000 o00o0o0b0o0oobO0oooboDo0ooooDBIOOO
goddboboooboobbobbbbbooddoduoouoooooaa
godddoogoboubobbboudouudduoouuuuoooaa
goddooboobobobbbbobbobobooobouuoduuuuoooaua
goodoo

PANDAODODOOODDOOC++00000ODOO0OODDOOODOODODOOODO
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Translation Execution

PANDA_CB_BEFORE_BLOCK_TRANSLATE PANDA_CB_BEFORE_BLOCK_EXEC

e Basic Block

PANDA_CB_AFTER_BLQCK_EXEC
PANDA_CB_VIRT_MEM_WRITE __|

Basic Block
PANDA_CB_PHYS_MEM_READ
PANDA_CB_PHYS_MEM_WRITE

Basic Block

PANDA_CB_GUEST_HYPERCALL

store

PANDA_CB_INSN_TRANSLATE

PANDA_CB_AFTER_BLOCK_TRANSLATE
PANDA_CB_VIRT_MEM_READ

88 : PANDA User Manual

011 DO00O0obO0oboboboooobocpitbobDobOobobobooO
0ooOod

0000000 Record and Replay 000 00000000000000000
0000000000000000Record and Replay0 0000000000
0000000000000000S00000000000000000000
0000000000000000000000000000000 record(0
0)00000000000000000 replay(00)00000000000
00000000 (0110

00000 QEMUOOOOOOO00O0OOOOO0000000000000
0000000000000000.r0000000000000000000
0000000000000000000000000000000000000
0000000000000000 (012)0000000000000 PANDA
00000000000000
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~fTools/latest/panda-re/tmp

11d-panda/1386-sof tmmu/qenu-systen-1386 -n 1624 -drive f
2 -monitor stdio

ore information

pun for 1000 iterations

.ftest-rr-snp
write : ./test-rr-nondet.log

0 12 record00000 OSODOOOOODOOO0OOO (0O WindowsOO OO
O00000ooo)

3. Uggon

gbobogobuogbooobboobbuoobbooobooobboon
gooogg

3.1 Panorama

Panorama[7| 0 00 0000000000000 O00O0OOOOOOODOOOOO
0000000000000 0000000 APIDODOODOODOOODOO
0(O:0000000000000000)00000000O0oooOoO API
000000000 0bO000O0obOoO0ooO0o0obO0oobOOobooooooDOoDO
O000000YinO (700000000000 0O0O0O0O0OO0OO0O0O0ODOO0O0
0000000000000 000000000O00D00DO00DO0DOoDO00O0
0000000 “Fundamental Trait”0 000 00O 0O OPanoramad 000000
000000000000 000oo0ooooooooooooooooon
O000bO0bO00O0O0oo0ooooooDoon
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Panorama 0 OO O0OOO0O0OO0OOOODOOOO0OODOOO WebOOOOOOO
gbobbbbbuooooobbbbbbodoooooobbbbbobooooadd
gbooboodbbodgbbuooobooobbuoobbuoobobooobboon
O00000000000000000000O0O0O (False positive)DOOO 10
O0Pancrama 000000000000 O0OOO0ODOOODOO0ODOOODOO
gbobodgbooboodbbuogboobboooobooobbuoobobooon
gbbbuoooobbbdoooobbbdooobobboooobbbodo

3.2 ReFormat

ReFormat[8] 000 0000000000000 OO0O0OOOOOOODOOO
ODoOo00o0oOooc2oboooo0ooooooooooooooobooooooo
gbbbuoogbobbbooobboboooobbbuooan

ReFormat 000000000000 0O0O0OOODOODOOOOOOODODOOD
gboobodgbboooboboobbobbooobboobbuoooboboan
gboobogbbogobobobboobbooobboobbuooobboon
gbooboboooobooboboobobooboboobobobbobon
gbbodgbboodbbuoobbooobbobbooobbobbooob
gbobogbobooodbbuooobbobooobbuooobboobboon
O000 AgobotOOODOOOOIRCOODOOODO C200000000000
ReFormat U0 0000000 O0ODOO0OOO0OOLOOOOOODODOODOOO
gobooobobbooobbooobbooobbooobbooobboon
gbbodbbooobboobbooobbooobbuoooboobbooob
gbobuoggbbuoogbboodbbboobbbooobbuooobboon
gboboodbbogobboooboogbbuoobbooobooobboon
gbooboogogbooboogaoon

13



HBELIHE
BEFI D &4 KA DR

Hi#8 : "Malware Attribute Enumeration and Characterization Concept Document"
The MITRE Corporation

U 13 0bbobugoobboooobobboood

3.3 MAEC(“Malware Attribute Enumeration and Charac-

terization”)

MAECY| 0000000000000 0000000000000o0ooo
0000 (terminology) 00000000000 COO0O0OODOOOOOODOOO
OOO00O0OOOMAECOO MITREDODOOOOOOODODOODOOODOODO
gboboobbooouogobboobbooobboobbuooobboon
00 (0 13)0000000000000000O000O0LOLULOOLUOOooOO-
gbobooooobood

gbogbobodgboobbobobbuogbboaob 200000000
gbouogobodgbbuooobbuoobbooobboobobuoobbooon
goboodgbbogbbogobbooobbuoobbuooobooobboon
goboobogbobooobbooobbuoooboobobbooobooon
gbbodgbboodbbuooobbuooboboobbooobboobbab
gboobobuoooobbbuoooobobbuoooobo

ggbbooobbooobbuooobbobuooobobbuoogbobobuooon
gboobodgbbogobboobbuooobboooboobbuoooboboon
gbobooooobogobbbooobbobooobbooobooobooon
ODOO0O000DOO0OAPIDOOOOODODOOOOOODOOOODODOOOOOOO
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gbobogoboooobbooobuooobobooobobooobboobobon
gbboodgbboobbooboboodobbuooobbobbuoobboboob
gbboodgbodgbbuogobboobbuooobboobbuoooboboon
gbooboogobood
MAECOOOOOOOOODODODOOOODOOOODODOOODbDODOO
gbobogbboooboboobobooobboboobobooobbooon
gboodbbodgbboooboodbboobboobobooobboob
ODO0O00OCOOO0O0O0O0oOoMAECOOOOOODOOODOOOODDOOOOO
OO0O0000O0OO000DOO0O0APIDDODOOODOOOODOOOODODOOO
gbobogoboogbobooogbbooobbogoboboobbooon
goboboooobbbooooboboboooonboo
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4. JO0O00oooooooognt

gbobogoboodbboobbuoobuoobbuooboboogobboon
gboboooobboooobboboooon

4.1 JUO00o0ouoooooboooobobuoobobobuoooo
ogoooobooogd

gobbobbooooobbbbooooobbbboooooobbobo
000000000000000000000000000000 (Information
Tracking) 0000000000000 OOO0OO0ODOOOO0OOOOOOOODO
O00000000000000000 (read)D0 0000 (write,send) D000 O
gboboboooobbogoobboooobbobobuo11g1bbbuooan
gobogobobooobbooobobooobboobbooobboon
gboboodbbogbbooobooobboobboobobooobboab
gooo

gbobogobuogbbooobboobbuoobbooobooobboon
gbobogbobooodbbogobbuodgboogbuoooboboobbooon
00000000000 Db00O00bO0OD0O APIDDODO 101000000
gbbogbobbodoboobboobobboobbodobbooobbooab
gboobodgbboodbbuobbbodobuooboboobuoobbooon
gbobodbboobbooobooobboobbuooobooobboan
gboogbobuoggbbogobbuooboboggbooboboobbooon
APIDOOOODOO0OO0ODOOODODOOODOOOOODOODOODOODODO
ODO0000DOOoO0O0O0ooboOo0oooDoOo APIDOOODOOI010000
gbbodgbboobodobbuoobobooobbooobbuoobbooon
OO000000O0O000DOO00DO APIODDOODOOOODODOOOOOODOOOO
gboboodbbogbbooobooobboobbooobooobboan
gbooogd
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gogooobbobboobbbboooouoobobbboooouooboon
gbbodgbboodbbuoobboodobbooobbobboobboob
gboboodgbbuogobboobbuooboobboobbuoooboboon
gboboodobbuogobboobbuogboogbboobbuoooboboan
OOAPIDODOODOOODOOOOODOOOOODOOODOOODODOODODO
gbobogobbuogodbboobboobbooobbooobbooon
gbogbobuodgbboodbbooobboobbooobbobbooob
gboodgog

4.2 JU0U0oood

gbobobgobooooboobobooboboboobobuobbobo
gbbodgbboobbuoobobooobbuooobboobbooobbab
OO0O0000D0O APIDODOOOO0OODDOOOOOOOOODODODOOOO
gbobodgbboodbbogboobbooobboobbuoooboboan
gbooboooobobbooooboboooobbbuooonoon

o (10D

— ArPIODOOO0OOO0O0OODOODODOOO
- [/Oo000000ooooo0o0oooooooooo
— bbboooooooobbooooboobooon

vMIOOOOOOOOOoOOoooooooooboostoooooboooo

e O
0000000000000 ooooooobooogooooggoo

e OO
00000000000 o0o0ooooooboooooogooo
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4.3 JUoUooood

00000 PANDAODOOOODOOOOOOOOOOODOOOODOODOO Spaniel[10]
OO0000000Spaniel0O0O00OO00OO0O recordd 000 0OO00OOOOOOO
OO0000OD00O000OOSpaniel OO OOOOOODOODOOOOODODOOO
gbobogbboogbbboogbooobbooobobooobboogon
0000000000000 00O00oOoOoooooOoI/oooO APIODOOO
gbbboooobbbdoodbbbuoobbbuooobooobbboooan
gbobodgbboodbbuodgbbobbboobbuoobbuoobbooon
OOo0oooooobooooooooooooooooooooooooSsboon
oboogboboobooboboobobooboooboobboo vMIDOO
gbobogboogboboooboobbooobooobbuoobbooon
obobooboobooboobooboboobooboobon

000000000000000000000 C++00000000 Graphviz[11]
OO00000000000Dooo0Oo ArPID0O0O0ODODOOOOOODOOOO
gboboobbuooobboobbuoboboogboobbuoooboboon
goobuogobbodgoboooobboogbbuooobobuoobbooon
OO0O0000APIODOOODOOOO

4.4 JUOO0O0OOO

44.1 0000O0O0O0OOOOOI/O000 APIOOOOOOOOOOOOOO
ERERN

Spaniel 0 APIDOODOOOC I/O0DO000000OOODOOOOOOOOO
O000puwt0000000000000000000 (read)d APIDOOO
gbobodgbobogbbogobobooboonoboooobbuooobooon
0000000000000 0000O00b00O00b00O00b000Output OO
0000000000000000000 (writesendto) 0000000000
gbbbuooobobbbooogbbobuoooobbboobobuooobobn
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000D000000000000000000000000000 Spaniel 0
000000000000000000010000000000000 (3:0
00000 fete/passwd 0 00000000 label-1 0000)01/000000
0000000000000 00000000APIOOOOO00 Input0000
000000000000000000000000000000000000
00O0Ouwpwt000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000

00000000000000000000000000000000000
00000000000000000000000000000000000
tainted 0 00000000000000000000000000000O00O
00000000000000000000000 tainted000000000
OOtainted 00000 CPUOOOOOOOOOOOO0O000000000OO
000000VMIOOOOD 0S0000000000000000000000
000000000000VMIOOD 0S00000000000000000
00000000000000000000000000000000000

00000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000

e JOOODODODO API

gboobooodgoobuoooobboooon

OO0D0O0DbO0o0o0oOoogon API

gboobooooobbboooobobbooooboobod

gboboooogboboboooobbboooobobooon

— bboooobbboooobboooobbbooobbobooon
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< sample syscall >

0 14 Graphviz0 0000000000 (0)00000000 (0)00

digraph taintgraph{
"<watched data>"[shape=doubleoctagon];
"<sample file>"[shape=note];
"<system_call>";
"<system_call>" —> "<sample file>";
"<system_call>" —> "<watched data>";

< sample file >

- 00000000000000000 (sendto) 0000000000

4.4.2 DOO0O0OOOOO

Spaniel 0 GraphvizO OO ODOODOOOOOOOOOOOOODOOOOODOO
0000 (0 4000000000000 0o0oooooooooooooog
gbobooboobobobooboboboboboobobooobobon
gbbboogobbbuooobbbuoooobbouoon

gbobogoboodbbooboobbuoobboooboboobboon
gbobogoboobbooobbuoogbuooobuoooboboobooon
OOoboOoboSbOoooooobobobooboobooboooooooobobo
gooboobbooobboobbuoobooobboobbooobboon
OO00DbO0bO0000b000o0o0bo0ob0bo0bO0bO0ODtaintedd 00
gboboodgbbogbbooobooobbuoobbuoobobooobboon
O00000000000oooooI/o000ood0put000OOOO
OOo0oOoooooboouwputO0DO0OOOOODbOOO0O0ODLOOODLOOOOODO
gbooboooooboboogobbbooooobooon
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T’7Iz—X (BT 7 = — X (Spaniel) (ARE7 =X

[ R

(snapshot)
RTRL—R
o S
— L

BEE D ENEREI...

WEETY

l

PANDA QEMU

HEERE

N ' -FAYRFIVIORR
RTRL—R % - tainted® %
(=5

—
F—9 70— DBFHRE
* BERYTERERT BEETRIE
N
&(> o
script

O 15 SpanielDODOOOOOOO

4.5 U000 gobooobooboboonod

Unoboboogbobooobooboboboobobooboboooooon
gbobobuooobbbouoooos3sbobuoooobon

4.5.1 DOogoooooooon

oboooooboQeMUODOOOODOODOODOODOObDObDODObDODbDOD
0000000000000 000000000QEMU DO record/replay 0 O O
gbboodbbuooobbooboobbooobboobbuooobboab
O(01)000000000000000ODO000000o0o0o0o0goooooo
goooo

goboggbbodgbobooobooobbuogbooobobobboon
gbobogobooodbboooboobooobbooobuoobbooon
gbbodgbboodboobboobboobbooobbuoobbooab
gbbobuogobbbuoooobon
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EfThL—R%&
Frvy

TAYhBRTHS

Yes

- | O D
tal;at;;&ng@ ReadUi2TH 3

Yes

Read@H® No
Eaﬁy&ig Write LIET 3 2

Yes

A

\AA

No

Write@ {0
SoERALIE

Yes

ROFRTL—ADH 2

016 OD0oouooobooobooaon

4.5.2 DOUO0dobobooooobbobdao

O0000o0Do0bOob0oooonD QEMUDO replayD 000 0O0O0OO0ODO
0000000000000 (0 1)OoooooooooooooooooooQ
0000000000000 0O00O0O00APIDODOODODOODOOODOO
gbboodbuodgbobooobboobbooobboobbooobboab
Ooboboooooboobobooooboobooboooosoooooobooon
gbooogaog

gboooobooboobooooboooboob e 700000 DbOODO
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tainted@&H @D ReadiEBZ{T5HED WritelLEZ{TSRTD
LB LB RLBEZRM%

ATV FEER
(InputiLEEERA)

ATV U hEER
(71> hiRRiRAE)

]

BE:AHRRINY I FIC
FAYRFIVY

BRULETI7IVEE

REDFKLRE ez z~_No
ATV MCER 7
¢ N Yes
ERNROT 7 AN THET—

RETOTOERZEVMITEE ATV MR
ATV MRS Yes (OutputLIZFERF)

l YZFLI-NE i
BETORESC1 75 VRENS ERVRIFIIVEE FAYRNITDSIRIVESERS
ATV MRS ATITY MER ATV MR
l BHDBEDIY T e ' 5

SRR /OEACHIOEANS BARBTOI I TE Y2FLI-LERR
REZNERE ATV Y MCER
AT MER
FIVhITES
(Tainted_buffer) &5 9=
- >t YRFLIA-K N
ATITILE A7Yzo bR 2y ko EEEES
tainted_instr
vector(CiE SRR /OtARENE
AT Y MR

File descriptor 28, BEQHEDI7II
BERR

VMITIP7 KLRAZR#E
RTOEROEIERE iiga ATT Y MCER
ATIzY MCER F7vzTHCRR

ATIIINE _ATIzIE
taint_out vector(TiEN

l——————

v

taint_in vectoriTi&m

017 00000000000 (0D 100000oooooooon)

0000000000 (ReadODO)0 APIDOODDOOODOOOOOOOOOOO
0000000000000000 (WriteDD)OOOOOOOOOOOOOO
oboobobooledoboboobboobboobboobooobboon
obooobobobboobooboobuoobg1vog legbboDbOO
gboobooooobood
00000000 Dtainted0 00000000 OReadd 00O 0OO0OOOO
DO00oO0boobooOWriteDOOOODOODOOOODOODODODOODOtainted
gboodbbuoobbodobbuoboboodbbooboooboboad
gbooggbobbodbobobogibb vectordDOOooooooboogn
gbbogboboodgbobooobbuooobboooboboobbooon
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vectorslD /—FOREWIL—IL

taint_in vector taint_out vector tainted_instr vector
7—FEBL—TV 7—FEBEL—T J—FEBEL—TL
J—K J—F ek
Tainted_Buffer YRFLI-N tainted®®
/=K /=K
7740 70t Pt s —
(orfR7Ot2)
] O e suterns
tainted®@{AER
/=K g
o /=K
YAThI-L BEEOPFLR E:::}"C::>
J=F
J—K
70tz .
A7OEX! write RO 77 1 IL
for ) (orF42597%)
— RO — —FHE®: =
SRFLA—IE Tamt;t:i:uffert\\b
/ ZA
Tainted_Buffern
®/7O0EzH5
YRFLI-NBE 7Rean

aExns

PZ2FLO=IAN

PLETERVIN
[::}4,<::> YZFLIA-LBE

TPAIA

"IOEINS C:::*‘ﬁiij

=} > TN
[::}4,{::] YRFLIA-LBS
REOPKLRA

018 gobbuoggobobuooooboboogobobod

000000000000000000000000/00000000000
0 API/O000000O00O0ODODODOOOOOOOOO

4.5.3 DUO0Ooooooogooboon

gboboobbuooboboobboobbooobboobobooobbab
180000000000 O0SOD000UD0 (D0D000taintedDDO0O0ODODODO)
0000000000000 0000000000 (D 16)00 vectord O d (O
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taint_in
vector
EHRITUT OLE

!

vectorh 58
REMOHT

'

taint_inDE&HIL—IL
IKBEJE/ —NEER

taint_indJL—ILIiT
EOE/—RALTEER

taint_out
vector
ERRICUUT OLE

!

vectorh 58

REMOHT

I

taint_out®ERIL—ILIC
EOE/—NEHFR

taint_out®I)L—JLic

BJE/—-FRALtEER

I

]

——————| vector

tainted_instr

IE T oz

l

vectorh 5 E

REMOHT

l

tainted_instr@E&EIL—ILIC
EJE/—FZEER

Yes

No

tainted_instrdJL—JLIT
EJE/—FRALTEER

019 gbobboggbooboogobobooogd

O00000C0CCOO0O00O000O0O000U000OOtainted00)0000O0O0O
gbobodgbbooobboobbuogoboodgbbooobooboboon
gbobogobboodgbobooobbuooobbuooobooobobooon

oboboobooboo1mbooboobod
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Terminal oty B3 0) &

)
2d
4
m

° ~/Tools/hack/panda-re/tmp

(qemu)

(qenu)

(qemu)

(qemu)

(qemu) begin_record meterpreter_demo

(qemu) writing snapshot: [meterpreter_demo-rr-sn
opening nondet log for write : ./meterpreter_demo-rr-nondet.log

(qenu)
(qemu)
"] (qenu) end_record
g (qenu) Tine taken was: 49 seconds.

= (qenu) I

02 00000000000000000000 (000000000000
ooooo)

5. ooooooood

gbobooobobooobbubbooobonooobonuagoooobbon
gbobogobbogoobooobboobobboobboooobbooon
gboobuogoobbbuogoobobooooooon

gboopoodbobooboboob4s0bobobooobobobobon
00000200000000000000000000000000O (O 21,22)0
Spaniel 0O O0ODOO 230 000000000000 replay0 00000
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Termina! File Edit View Search Terminal Help

mo# ./meterh

Y Yo

~/Tools/hack/panda-re/tmp

(qemu)

(qemu)

(qemu) begin_record meterpreter_log

(gemu) writing snapshot: ./meterpreter_log-rr-snp
opening nondet log for write : ./meterpreter_log-rr-nondet.log

(gemu)

(qemu)

(qemu)

(qemu) end_record

(gemu) Time taken was: 20 seconds.

CEON |

021 DO00OO0OO0O00O0O0 record

~fTools/hack/panda-re/tmp

1s meterpreter_log*
meterpreter_log-rr-nondet.log meterpreter_log-rr-snp

022 00000000 (0000000000000 O0O0Ooooooon)

~[Tools/hack/panda-re/tmp

../build-panda/i386-softmmu/gemu-system-1386 -m 128 -replay meterpreter_log
loading snapshot
... done.
opening nondet log for read : ./meterpreter_log-rr-nondet.log
main-loop: WARNING: I/0 thread spun for 1800 iterations
./meterpreter_log-rr-nondet.log: 440648 instrs total.
meterpreter_log: 5000 ( 13%) instrs. 0.06 sec.
meterpreter_log: 17079 ( 88%) instrs. ] sec.
meterpreter_log: 17079 ( .88%) instrs. 0 sec.
meterpreter_log: 26106 ( instrs. 0.08 sec.
meterpreter_log: 26106 ( instrs. 0.08 sec.
¢ ]
¢ ]
( 0

meterpreter_log: 27019 instrs. sec.
meterpreter_log: 31956 instrs. sec.
meterpreter_log: 42895 instrs. sec.

D~ OV W W
(oo oo loloolol

U 23 0b0bobooggoboobooooboo
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U1 0dddboboodgooboggd
CPU goob:1

RAM 128MB
OS | Debian7 (3.2.88-1 i686)

U2 0dgdooobodggdgn

CPU Intel(R) Xeon(R) CPU E5-2630L
v4 @ 1.80GHz (0 O O :10)
RAM 62GB
OS Ubuntu-14.04 64bit
Hypervisor | PANDA(QEMU emulator version 2.8.50)

5.1 oo oooon

gobobog3sbbugoboboobobuooobbooobbuooobooan
gobooboboobbooobobooobbuooobbobbuoooboboon
OO0ooooooooooooobo10QQeMUODOOOOoOooOooooon
gbbogobbuadg2b0tu00bbuooobbuooobbuooobbooon
gbobodgboobbuoobboobbooobboobbuoooboboan
OOPANDAOODOODOODOODODOO Spaniel 00O OODOODOOO

PANDAOOODOODOODOODOODOOOODOODODODODOODODO
OO0O00D00O00D0000 OSO RAMx 160000000000 TaintData O
gboblebbbboouodoooogobbbbobbbobooooooooonn
Doodbobooboolbobobuobooobobobonooon 2,147,483,648
gbooboogooood
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root@kali: ~ (- O <]
File Edit View Search Terminal Help

meterpreter > download /etc/passwd

[*] Downloading: /etc/passwd -> passwd

[*] Downloaded 1003.00 B of 1003.00 B (100.0%): /etc/passwd -> passwd
[*] download : /etc/passwd -> passwd

meterpreter >

meterpreter >

meterpreter >

meterpreter > download /etc/shadow

[*] Downloading: /etc/shadow -> shadow

[*] Downloaded 745.00 B of 745.00 B (100.0%): /etc/shadow -> shadow
[*] download : /etc/shadow -> shadow

meterpreter >

meterpreter > upload backdoor.c

[*] uploading : backdoor.c -> backdoor.c
[*] uploaded : backdoor.c -> backdoor.c
meterpreter >

meterpreter >

meterpreter >

meterpreter > |

U 24 meterpreter U0 OO OOO0O0OOO

5.2 o ooood
5.2.1 0000000000000000000000000 (meterpreter)

O00000000000000000000000DO0O meterpreter[12] OO
000 Ometerpreter 0 000000000 OOOO Metasploit Framework[13]
O000O0O0OO0OD0ODODODODOO0O00D0DDODOOdownload 00O OOO upload O
0000000000000 00000000D00O00 (02490000000
meterpreter(0 O 0 O O :meterbind2.elf) 000 00OOOOO0ODOOOODOOOO
Jddddldcat0ggououoobobobobboooooouooon

5.2.2 0000000000000000000O00 (OpenSSL)

O0000000000000000 OpenSSLOOOO [14]0000 0 OOpenSSL
gbobogbboodbooobbuoobooobbuogbboobbooob
000000000000 OpenSSLOOO0O (DOOODO:openss) 000000
gboboodgbbogobobogbbuogoboobboobbuoooboboan
gbobobogoobobobouoooobbogo
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3046
3046
3046
3046
3046
3046
3046
3046
47

3046
3046
3046
3046
3046

getpid() = 3046

clock_gettime(CLOCK_MONOTONIC, {4454, 469150769}) = 0

select(32, [@ 41, [I, NULL, {0, 166803}) = 1 (in [4], left {0, 166770})

clock_gettime(CLOCK_MONOTONIC, {4454, 470466446}) = 0

read(4, "\211m\327\230\343X\25\251\24-\225\31\"\372}7.\313\"\216\211m\327\230\211m\327\2\211m\327\230"..., 65535) = 178
read(4, 0xbfeb4c81, 65535) = -1 EAGAIN (Resource temporarily unavailable)
open("/etc/passwd", O_RDONLY|O_LARGEFILE) = 5

sendto(4, ")\20h\372C%\252\313\264P*{\202\207\302]1\216\266\235\354)\20h\372)\20h\201)\20h\373"..., 147, 0, NULL, 0) = 1
sendto(4, "" =0

getpid() = 3046

clock_gettime(CLOCK_MONOTONIC, {4454, 486516503}) = 0

select(32, [@ 41, [I, NULL, {0, 149437}) = 1 (in [4], left {0, 149399})

clock_gettime(CLOCK_MONOTONIC, {4454, 487712174}) = 0

, 0, 0, NULL, ©)

025 LinnxOOODO strace0 00 0O0O0O0OOOOOOOOOO

‘o0 0 * meterpreter_log.pcap
P S L = | |=
4 m ® RE QIem2EF I S B QQQE
(W] Apply a display filter ... <38/> =) - Bpession..  +
No. Time Source Destination Protocol Length Time to live Info
20 73.8857.. 192.168.124.131 192.168.124.227 TCP 66 64 442614444 [ACK] Seq=392 Ack=470 Wi
[ 21 74.0403.. 192.168.124.227 192.168.124.131 TCP 1206 64 4444-44261 [PSH, ACK] Seq=470 Ack=3

22 74.0408.. 192.168.124.131 192.168.124.227 TCP 66

64 44261-+4444 [ACK] Seq=392 Ack=1610 W

0 00 0c 29 2d 43 22 @0 Oc
04 a8 e0 70 40 00 40 06
7c 83 11 5c ac e5 b8 15
04 82 6e 09 00 00 01 01
80 a2 3e b9 02 3b 36 1d
a7 a3 5f ab ef do 3e b9
02 3b 3e b9 02 23 3e bd
97 f1 8b 19 bl 9a d1 37
02 3a 5d d6 70 5e 61 da
70 52 4a dc 02 3b 3e b9
6c 55 5b d5 2f 49 5b c8
@0 3b 0c b9 02 3b 3f b9
6d 54 4a 83 7a 01 Qe 83
70 54 51 cd 38 14 5c do
63 5e 53 d6 6c 01 46 83
6d 55 04 96 77 48 4c 96
6c 14 4d d1 @8 59 57 d7
6b 55 04 96 60 52 50 83
71 42 4d 83 7a 01 eod 83
67 4d 04 96 60 52 50 96
7a 01 0a 83 34 e 0b 8a
60 52 50 83 2d 59 57 d7
6f 5e 4d 83 7a 01 @b 83
38 14 4b ca 70 14 59 d8
2d 48 56 b3 6f 5a 50 83
63 55 04 96 74 5a 4c 96
6c @1 11 db 6b 55 11 ca
38 0c 04 d5 72 01 11 cf

29 30 e6 cb 08 00 45 00
db 27 c@ a8 7c e3 c0 a8
6e 1d 97 49 2c dc 80 18
08 0a 00 04 1d 63 00 03
c3 72 bc 02 4e 8d 8f ba
02 3b 3e b9 06 67 3e b9
03 6 6c 16 bb eb e9 f8
a4 87 3e b9 02 20 3e b8
6a 5a 50 d7 67 57 61 ce
14 3b 3f b9 00 58 56 d8
2f @a 3e b9 02 3b 32 b9
02 38 cd b9 06 3b @a cb
32 01 4c d6 6d 4f 04 96
6c 14 5c d8 71 53 34 dd
33 01 of 83 66 5a 5b d4
71 59 57 d7 38 14 5c do
38 43 04 8b 38 09 04 db
2d 59 57 d7 2d 48 56 b3
31 01 4d co 71 01 11 dd
71 53 34 ca 7b 55 5d 83
36 01 4d c@ 6c 58 04 96
2d 48 47 d7 61 31 59 d8
34 @b 04 de 63 56 5b ca
6f 5e 4d 83 2d 59 57 d7
7a 01 08 83 33 09 04 d4
61 5a 5d d1 67 14 53 d8
6a 31 52 c9 38 43 04 8e
63 49 11 ca 72 54 51 d5

L)=C

-HV.0ZP. z...3...
cU..tZL.
Lo..kU.. j
|-

Data (data.data), 1140 bytes

Packets: 53 - Displayed: 53 (100.0%) - Load time: 0:0.1 _Profile: Default

020 0000000b0o0obooboobo

5.3 0O0O00D0ODO (Exfiltration) D0 OO0

00000 LinuxO000000O0 meterpreter(d 3) 000000000000
Doooodoboodobodoboooooooooooodn

goooooooooooodoboooooooooooooooobooo
Oooooooooboooooooooooboooooobooooooooag
Oo0obOoobooobobooboooooooooooooooooooooood
OoooobooooobobooooooboooooooooooOooooboOoo
Dodoooooooooooogooooooooogoooodoooodd
Ooooooodoooodooooooooogooooooooooodg
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O 3 Exfiltration 00O O
ooooono meterbind?2.elf

oo0ooogoo /etc/passwd
0000000000 APT | read(), sendto()

Oobobooooooboobood

0 250 meterpreter 0000000000000 straced 000 (Windows O
0000000000000000000 LinxOOOOOO0OO0)0O0O0O0O00O
OO0O0000Ometerpreter OO0 0000000000000 0O0O0O00O00O
booboobboobobooobooobilcooobbooooooboooboon
O00000000o0o0ooooooooo (02000000 ooooooog
Oobooboobooboooboobooboobooboooboobooobooobo
O000000 2600000000 passwd OO OO0 meterpreter J 0 0O OO
OO00000000000000000000000 passwdOOOOOOOO
bobooboboboobobobooboobobooboooboobooboooboobn
boboobooboobboooobooboboooboobooboooboobo
Oobobobooboooooboboboooooobobooo

gobooobooboobooboobooboooboooobooboooobogob
Ooboooboooobbooboobooobooboobobobooboooooo
O0000000000D00000000000 APIDOO0O0O0O0000000
Oobobdobooboobooboobobooboooon

obooooboobooobooobobooobooboooobooboobon
Oobdoboooobooboobobooooboobooboboooboooo

53.1 00 10000000000 b0obooooobobobOoDbDOo ArPIDO
ggobobooogoooo

0000000000000 000D0000O00000 (read)00000O0O
gbobogbboodbbugbboooobboobooobbobbooon
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API(sendto) 0000000000000 OOODOOOOODOOOOODOOO
ODoOo0O0o0oOooDoo200 APIO0ODOOOOOOODOOODOOODOOOD
Spaniel 0 00000000000 O0OODO API(read) 000000000 OO
gbobogobbooobbooboobboobobooobbooobboon
gboobodgbobooodbbuooboobbooobooobbuooobooon
000000 API(sendto) 00000000 OOsendto0 0000000000
goboobobobbobobdoudboobodboboobobobobbob
gbbogobbuooobbuabbboobbuooobbuooobboooan
gboboggbboogbboogbbbooobboobobbuooobboon
gbooboooobbboooobboboooobobuooon

5.3.2 U0 1000bugooboooobobuoogbbooboboboonboboo
ggoobuoooouooobo

PANDADODOODOODOODODO Spaniel 0 Linux0OODO0OO0OOO0OO
0000000000000 00000 APIODOOO0ODOOOOODOODOOOOO
0000000 (read) 0 APIDODOOOread 000000000 0O0OODOCOO
0000000000000 0000b00O000Do00bO0obOoDOOoobOOooDOon
OO00D0000OO00bOOo0ooDoon

sendto0 write 000000000000 APIDOODODOOODOODOOO
OO00od0ooooboboobuoooooobobooboooboooooo
OO0000o0oo00ob0oooobOobobooooDooboooobooooon
000000000000 DO00bO0DbOOoDOo0obOoOoDOon

g2y ooooobobobbboooooooooo
OO0 Spaniel 0000000000000 DOODODODODOODODOOOO
0000000000000 0O000O000DO000D000000DO0O0 API
OO0O000dooOooboobobooboboobooboobooooooooobon
O meterpreter 0 /etc/passwd 0000 0000000000000 0O00O0O0O0O
0000000000000 00bO000bO00obOO0o0obOOoOobDOoOobDOobOon
Oooooobooobooboobooboboooboooboobooo
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cﬂ
ween

— >

LD

i

L

RENYIFIRTFAIYRNF Y IETWV
BT —45 ONEREEE R

027y ggbogobobbooboboobooobooog

5.3.3 U000

0280 Spaniel U0 ODOOD0OO0O0O0ODOODOOOOO0O0O0OD reeddODO
gobuoobobobooboboboboobobuooboboboobobon
OO0O0D0000O00DO00D0O00DO APIO sendto00D0OOODOODOO
OO00b0o00o0oob0oob0oooobbo0boobOtreedb0ooogonm
O0000000000000000000000 (label-1) 0000 OO Osendto
O00000000000000000 (label-1)D0O0O0O00O0O0O0O0OOOOO
OO00000000D0 read0 sendto0 000000 OODOO

gobog2gboobooooboboobobbo20booboboobo
000000000000 00 Ometerpreter 1 00000000 /ete/passwd O
0000000000 (reaed) 00000000 (IPOODODO 192.168.124.131) 0
gboboodgbbogobbooboobbooobboobbuoooboboan
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taint_in:
label-1

taint_resource: /etc/passwd

sys_call: sys_read
rr_instr: 3040551

command: cat
parent_cmd: meterbind2.elf
parent_cmd: sh

size: 1003

taint_out:
cmd: cat
parent_cmd: meterbind2.elf
parent_cmd: sh
syscall: sys_write
rr_instr: 3045056
resource: (Isnull fd:1)
label-1, /etc/passwd compute:31851
taint_out:
cmd: meterbind2.elf
syscall: sys_sendto
rr_instr: 3194324
resource: (Isnull fd:4)
candidate_dst_host: 192.168.124.131:44261
label-1, /etc/passwd compute:31851

028 00O0O0O0oaoobooo

gobogobooooobuoobbooobboobboobooobnboon
00000 I/jo000o0000oo0o0o00o0ooooooooooooog
gbbobuoooobboooobbboooob

54 000000 (Command and Control) 0 0000

0000000000000 0000 meterpreter(0 3) 0000000000
gbobbobbbuouooogobs3uooooobbboobouoooooonn
OOooboOooooooboooboooobobooooooooooobooooDo oS
gboobbooooobobboooobobuoooobood

000000000000 (fete/passwd) D00 O0OO0O0OOOOOOOOO
ODoOoO0opoooSOO0oooooboooooooooDboO0DOtainted 00
osSOuoboobobobobOobOobOobOobOobUobUObDOobDOobDOoDOoDO
gboboooggbbbooobbbuoobobobuooobbobooobooon

34



U 29 meterpreter U0 DU OO0OO00ODOUOO0O0OOOOOOOO

OO00000000000000 tainted0 0000000000 O0O0O0OOO
goooo

54.1 OO0 2000000 tainted0 0000000000000 OSOOOO
ggooood

O0000o0obOoobOOobOOoboOooSUbooooooboboooooooD
gbbodbodgbbuoobboobbooobboobbuoooboboob
OOooooSuboooooouobouboobooooosuouooooooDo
gbobogbbooodbbugbbouobbuogobbooboboooooon
gboboogbbooodbbugbobooobbooouooobboobooon
OO0 OoOSOD000D000000bO00D0bO00b0OWindowsOODOOODOO
00 Powershel DO OOOODOOO0OO0O [15]0

gboboogbboobuobobboobbuoobboobuooobboon
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VMITERBUIEXEYT YT

Current process: cat PID:2926 PPID:2925
Dynamic libraries list (16 libs):
open 0x08048000 49152 cat

0x08054000 4096 cat
0x08055000 4096 cat
0x088d5000 135168 [heapl
0xb75b2000 4096 [?27]
read 0xb75b3000 1445888 libc-2.13.s0

0xb7714000 4096 libc-2.13.s0

0 4

- (415 |:J> _
[Thmc T ca
SL3ED

|
REENYI7RETAVMF IV IZTW

BRT—9 OAMEEZRA

030 DOobobooobogooooSgooonoonoo

OO00O000000obo0ob0obb0ob0obOobDOoDoDOooOob0On tainted O
OOooSubobobooooooboboboobooboobobooooooobooo
gbooboogooobooan

5.4.2 U0 2000000000000 O0ObDbOOobOOobbOOo0obOo0buooDo

O000000000000000000 Jete/passwd0 0000000000
OO0000D000read000000ODOO0ODOOODOOODOOOODOOOOODOO
OO000D00O tainted0DODOOOOOO

D000 tainted0 00 OSOOOOO0OOOOODODOOOOODOOOODO
OO0Otainted 0000000000000 OO0OOVMIOOOOOOOODOO
ODoOo0oOoOooooooooooooobooooboosgoooboooooobooo
ODoOooovMIOOOO OoOSOOoOoOoooOooooooOoOoobosooobooonoo
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tainted 000000 OSOODO0O0OO0DODOOODOODOOODOOODOOODOOOO
gboooodo

5.4.3 0000

gododoogoobbooooooobbbbbb 28000000000
Oooboboo200000ooooobobuobobdbuobion taintedd O
gbobobogboodobbbiuddcatddbbbogonobobboooon
OO0o00ooboooobooovMIOODOOOoOOooOoooO000ObecatOOOOO
meterpreter U U D OO0 0ODO0OO0OOO0OO0OO0OO0DDODOOOODOOOOOO0n
OO0000000catODO0O0OD0O0OO0ODOOODOOODOODOSOOOOODOO
gboboggbboodgbboogbobboobbuoobbbooobboon
gbobogbooboodbbuoobooobboobobooobbooboboon
obobooboobod
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0 4 Encryption O O 0
oooooad openssl

ogoooooooo cryptme.txt
0000000000 APT | read(), write()

5.5 00000 (File Encryption) 00000

0oodoooooooooooooooooooooooooonogooon
O00Oopenssl 00 0000000000000O0O (cryptme.txt) 0000 AES
00000 (aes-cbe-256) 0000000000000 (O 4)0

5.5.1 U0 30tainted 00O OO OOOOOODOODOOODOODLDOODOO
goon

00000000000000000000000000000000000
0000 C2000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
000000 [16)0

0000000000000000000000000 tainted000000
000000000000000000000000000000000000
[17]0000penssl 000000000000000000O0O0O0OOOOOOO
0000000000000000000000000000 liberypto.so 0 O
000 tainted 000 000000000000000000000O0O000O
000000000000000000000000000000000000
0000000000000000
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VMITERBULIEXEYTY T

Current process: openssl PID:2742 PPID:2593
Dynamic libraries list (14 libs):
0x08048000 503808 openssl

0x080c3000 20480 openssl
open 0x080c8000 4096  [?77]
0xb7528000 1728512 libcrypto.so.

1.0.0
0xb76ce000 4096 libcrypto.so.1.0.0
1.0.0

0xb76cf000 110592 1libcrypto.so.
0xb76ead0@® 348160 1libssl.so0.1.0.0
0xb773f000 24576  libssl.so0.1.0.0
read U
E

SMEEA BB {UEE T R ERT
HEZFA1TIVDT71IVERE
ncryption |—u— E
EJ libcrypto.so

031 vMIOOOOOOoOoooobobooooooooooo

5.5.2 U030 0bbuouboooubboognobooonobouogooboboo
gboogoboooogd

040000000000000000 API(read,write) 000000000
O0000000000000 (cryptmetxt) DODODOO0O0O (read) D 0000
0000000000000 00000000000000000 (write) OO
OO000000000000D0 tainted0 00000000

Spaniel 0O OD0OODO tainted D0 DO ODOODOODOODOODODODODODO
OO0000DOO0000DO0bD0000DbUOb0OOtainted00000OD0ODOOO
obobooooboooboovMIOobooobooboooboobooovMIDOoO
tainted OO0 O00OO00O00O0OO0ODOOOOOOO31000000O

5.56.3 OO0

0000000000000 3200000000000000000 (cryptme.txt)
O00000D0D00OexcyptedtxtD 00000 DOOO0O0OOOODOOOOOOO
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taint_in:
label-1
taint_resource: /home/john/tmp/cryptme.txt
sys_call: sys_read
rr_instr: 10925499
command: openssl
parent_cmd: bash
size: 36

taint_out:
cmd: openssl
parent_cmd: bash
syscall: sys_write
rr_instr: 10945738
resource: /home/john/tmp/encrypted.txt
label-1, /home/john/tmp/cryptme.txt compute:38912

O 32 OpenSSLOOOOODOOOOOOODOO

libcrypto.s0.1.0.0

/home/john/tmp/encrypted.txt

0 33 OpenSSLOOODO0OOODOOOOOOOOODOODOO

gbobhoogobbobbobuoogobboooobboooobbbooon
liberyptoso D D OO DODODOO0OOODOOODOOOOODOOOOODOOOOO
gbobobooogobbobodoodan

000000000000 330oooooooob ArPICDOODODODODODOO
OooboooooboooboboooobbooobooooooSooooogon
gbobogbobooodbbogbbuooobbooobuoobboobobooan
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goboggbbogobboogbbboonobbooobobooobboon
gboboodbbuooobboobboobbooobboobbuooobboab
gbooooggn
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6. OO

gogobbbobbboodgbeltgobbbbbbtbouoooooooon
gobobbbouooooobbobobbbodue2bbbbboooooooon
goobodgd

6.1 JOUOOoooooood

O0000O00O0O0oOoOoO ATT&CKODOODO 0000000 0oog
OO000D0O0DO0bO0bO0000b000O0D0DOooDUOATTSSCKOODODO
OO0 MITREOODOODOODODOODOOODODOODOODOoOobOobDbOobDOoo
gbobooboodgoboood

ggbbbuoobobboooobbbuoooobboooon

0010000 APIDOOOOCOODOOODOOODOOOODOODOOOO

OO0 2 tainted 0000000000000 0ODO0DO0ODOOOOOOOOOO
gooodg

OO0 3 taintedd 0000000 OSOOOOODOOODOODOOOOODODOO
gooo

ggbbobuoooobbboooobobbbooobbboooobobooboag s
gooubgbobobogboboboboooobbobogboboboan
0000000000000 00000000000O0O00000000 (O 6)
Dbboobooboobooboobboobooboobooboson 25
gbboobooboodbbuooobbooobboobobooobboob
00000000000 26%00000000000000000000000
gbooboogooboood

gobobooobboggbbuoobbooobbuooo1buggoobboon
gbooboobbooobboobbuoobooobboobbooobboon
gboobooboboboboboobgoboboobobo2000b0b0n
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. P Defense Credential . Lateral . . . " . Command and
Persistence Discovery Execution Collection  Exfiltration .

S Evasio Access Movement Control
bash_profile Binary Bash History | Account Application Command- Audio Automated Commonly Used
‘and .bashrc of Padding Discovery Deployment Line Interface |Capture Exfiltration Port

Vulnerability Software
Bootkit Setuid and | Clear Command |Brute Force File and Exploitation of Graphical Automated |Data Compressed |Communication
Setgid History Directory Vulnerability User Interface | Collection Through
Discovery Removal Media
Cron Job Sudo Disabling Create Account Network Remote File Copy |Scripting Clipboard Data Encrypted | Connection
Security Tools Service Data Proxy
Scanning
Hidden Files Valid Exploitation of |Credentials in |Permission Remote Services |Source Data Staged |Data Transfer Custom
‘and Directories |Accounts Vulnerability Files Groups Size Limits Command and
Discovery Control Protocol
Rc.common Web Shell File Deletion Exploitation of |Process Third-party Space after Data from Exfiltration Over |Custom
Vulnerability Discovery Software Filename Local System |Alternative Cryptographic
Protocol Protocol
Redundant HISTCONTROL |Input Capture |Remote Third-party Data from Exfiltration Over | Data Encoding
Access System Software Network Command and
Discovery Shared Drive |Control Channel
Trap Hidden Files Network System Trap Data from Exfiltration Over |Data
and Directories |Sniffing Information Removal Other Network Obfuscation
Discovery Media Medium
Valid Accounts i Private Keys System Input Exfiltration Over |Fallback
Removal from Network Capture Physical Medium |Channels
Tools Configuration
Discovery
‘Web Shell Indicator Two-Factor System Screen Scheduled Multi-Stage
Removal on Authentication Network Capture Transfer Channels
Host Interception Connections
Discovery
Install Root System Multiband
Certificate Owner/User Communication
Discovery
Masquerading Multilayer
Encryption
Redundant Remote File
Access Copy
Scripting Standard
Application
Layer Protocol
Space after Standard
Filename Cryptographic
Protocol
Timestamp Standard Non-
Application
Layer Protocol
Valid Accounts Uncommonly
Used Port
Web Service

https://attack.mitre.org/wiki/Linux_Technique_Matrix &#&72£2X(2017/12/22)
RIEEH REEEH &R
RICHHLATHE
BHD

05 ATT&CKOOO D000 (Linux)

000030 tainted0 0000000 OSOOO0O0O0O (O:chmodO0OD0OOO
00000000000)000000O0o0oO00OoOo0oOoOoooOoUooDOO
0000 0ooooooobooobooobooobDOod “Command and Control”
OO00000o0ooO0o0obobooboboobobooOobooOonon “Persistence”d 0O
OO0O0000oobooo0ooobooooobobo0ooobooOooooOn tainted
gboobuooooboboggoobon
gsbbigbobogonoooobobooobbuooobboonobbooon
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FILFz—>DAFTTY ETFILE iR TRALETRE

Persistence (&1R) 9 4
Privilege Escalation (¥R F %) 4 1
Defense Evasion (571 [E]38) 16 4
Credential Access (S2:EEER D ENS) 9 2
Discovery (F5) 10 1
Lateral Movement (NE8EED) 5 1
Execution (3£1T) 2
Collection (UX£E) 1
Exfiltration (F3EX) 3
Command and Control (Z=BFIR1E) 17 6
ast 95 25

6 boggooboogon

(0DODoDDODOODODOD)DOD0O0O00OC0CCOC0OC0OO0O0O0O00OUUOOOOODODOOOO
OOoOoOoooooooooStObuoboooobooboobooooooooobooboo
gooboobobooobboobbuobbooobboobbooobboon
gbobodgbboodbbdobuooobboobbooobbuoobbooob
O00000000000000O0OSO00000 (0000g ArPIDOOO)OO0O
gbooboogobood

OOODATTCKODODODODODODODOODOOOOOoOooooooooooobooD
AODO8OIDODOO ATT&CKOODODOOODODOO

44



6.2 JUOUOUOUOooboooodg

gboboobodgbobdobobobooboboboobobbbodoboo
gbboodgbboodboobbuogbbuoobbooobbuoobbooon
gbooooooon

Yakdan O [18] 0000000000000 O0OOO0OOOOOOOOOOO
gbobodgboboodbooobbobbboobooobbuoobobobooon
gbodgbobobobboodbbduoobboobbooobbuoobbooab
gbbogbugbbugobboobobboobboobboooobbooon
gbooobobboobooboobubobuooboobobbobobobod
gbobooboboggbboobobooobooobooobbuooobooan
gboobogbobooodbbuogobooobboooboobbooboboon
obobooboobooboobobbobooboobooboobo
gbboggbbodgbbooobooboodobboobboobboob
gboogbobogbbogbboogbbuoobobooobbuooobooon
gboboodgbbuooobboobbuooboboogbboobuoooboboon
gooo
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7. OO

gbobogoboodgbboobbobboobbuoobobooobboon
gbobogoboobbooobbuooboboooboboobbuobbooon
ATT&CKOODODOOOOOOOOooOoooooooboboboboboooo
goooo

7.1 JOo0ooooooobon
711 J00OOo0oboobooboboboobooobooboobon

OO0D0oODOo0oooOo Anti-vMOOOOOODOOODOOOOOODODO
ODO000000O000OO0D00O0 Anti-vMOOODOOOOODOOOODOO
goooouobbobibiooooooobbbibooooouoouoooon
gboobogboboogbbugobooobbobbooobuooobooon
O000 Anti-VMOOODOOODOOODOOODODODODOODOOOD QEMU O
record/replay 0 0 00 0000000000000 0O0OOO0OOOOOOOO
OOoooooooooboob QeMUOOOoOoOoooooooooooooon
gbbobooobobbboooobbobuoooobbbouoobon

Anti-VMO QEMUDOOOOOOODOOOOODOODOOOOODOObDOOOO
0000000000000 000 Anti-VMOODOOOOO 190000000
gboodbbogbboooboodobboobboobobooobboab
gbbogboboodgbboobbuobbuooobbuooboobbooon
OOo0ob0OobOobooboooboooooobobobooboboobDQEMUDOO
OO0O0000O000 “QEMU HARDDISK’OOOOODOODOOOODODOODO
dmesg 0O O00O0OO0O0OOO0ODOODOODOOODOODOODOODODODOOO
gbodbbuoggbbooobboobboodobboobbooobooob
gbbodgbboodbbuobboodobbobboobbuoobboboob
ODO00000MACOODOODOODOOOOOOOOOOODOOOOOOOO
OO00bO0ooboobobooobooeEMUDOODOOOOOOOOODOOODO
gboobogbobooodbobooboobbooobbooobboobboon
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goobodgbobooodbbuoobobuoobboobbooobbuoooboboon
gbobobobooboobogubuogubodgboobobobobobobod

Anti-vMODODOOOOOOOOODOOOOOOOOODODOOOOOOOoooD
gboboodgbbuooobboobbobboogbboobbuoooboboon
OO00O0o0ooobooboooooobooooboboboo QeEMUOOOOOO
gboobodbbogobboobbuooobboooboobbuooobboon
0000000000000 000000000 0000000000000
gboboodgbbugobobooobbuoobbuooobboobboobboob
gbobogbobooodbboboboobboobbooobbuoobbooon
000000000 21j0Anti-VMOOOOOOOOOOOOOOOOOOOO
gbooodobbooobboobbuooobuogbboobbooobboon
ooooo

7.1.2 0000000 oobbooooooboooooboon

gobbuooobooobbooobbooobbooobbboobboo
gbobogoobbuogobbuooobbooobboooboobbooon
gbobogobooobbodgbbogobbooobooobboooboban
gboobooboboobboooboboobbuooobboobbboooboon
gbboodbbooobboobbuoobobooobbooobboobbab
Ooboooobooobooboooooo IbstooboooooooobooonDo
OOo0ooooooooooooooboooooo QeEMUDOOODOOoDOoOO
gbogdgbbuogobooobbuogbobooobboobbuooobboon
goo

72 JU0oooooooboboboobobobboddooooaoad

gogbbbuogoobbboooobbbooooooobbbooboooon
gboobboooobobboooobboboooobbbuoooboboboooon
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721 JO00O0OOOO

0000000000000 0OD0O000 (Dooooooooooooooo
00000000)00000D00o000U0oooo0Uoooooooooo
0000000 22000000000 WindowsODOOOOOOOOOODOOOO
OO0O00O00b000b0LinxODO000O00bOOo0obobobooboooboobon
gbobodbbOOstraceD0O0O0OODOOODOOOOOOOOOOOODOOOO
gbobodgbboodgbbuobboobboobbooobbuoobboon
gbobogbbooodbbuoobobooobboboboobbuoobobooon
gbooboboooobobooooon

e U UUOODLDLDOUOOOLDLDDOUOOODO

gbooooggoobooon

gboboooogbobboogan

gboboooodgobobod

Dooboobooog

gbobobobooobobooboboboboboobobobbobo
gbbogboboodbbuooobbuooboobduoobboobbooob
Ooboobooboboboooboobobogoo c2ubpobobobobooon
gboooooboboooooon

722 0O00OOO0OO

gooooocc2ibodboboboboboobooooooooooooobon
ooooooIlpOo0booboboobboobooboboobobooboon
gbobogbuogobdoobboobbooobbuoooboobobooon
gbhbboodgbobbbooodgbbbuoooobbbooobbboooab
gbooooooooboo cc2ibobobooobooooooooooobooobon
Oooo0obo0oboboboooooobobobc2oobooboboooooon
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"type":"package",
"id":"package--2d42dac8-c416-42c6-bc5c-7b6dcf576fc5",
"schema_version":"5.0",

"maec_objects": [

"type":"malware-instance",
"id":"malware-instance--19863c16-503e-493f-8841-16c68e39c26e",
"instance_object_refs": [

ugn

1,

"labels": [
"mass-mailer",
"worm"

1,

“capabilities": [
{

"name":"persistence",
"refined_capabilities": [
{

"'name":"continuous-execution"

},
{
"name":"system-re-infection"
¥
1,
"description":"The instance persists after a system reboot.",
"attributes":{
"persistence-scope": [
"self",
"other malware/components"
]

’
"technique":"creates registry key"

“Behavior_refs“:[
"behavior--1",
"behavior—-2"

1

’
"references": [
"source_name" :"ATT&CK",

"description":"Persistence",
"url":"https://attack.mitre.org/wiki/Persistence"

O3 MAECODOODOODODO ATT&CKOODO
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ATT&CK @MITREattack - 15 12H v
ATISCK We're releasing an ATT&CK for Enterprise content update next Tuesday 1/16.

There may be a bit of downtime. Some highlights: 19 new techniques (now up to

188), nine new groups, 26 new software entries. Many techniques and groups

have had content updates

& HFENSBR

Q 2 1 166 Q) 247 ]

0 36 ATT&CKODODODODODODOOOOOO (Twitter)

MTRE .bash_profile and .bashrc

B Resd Vo fom Vi ity [Seen i ) Technique
ATT&CK. — ettt e i T

Tactic Persistence
Platform  Linux, macOS

Jo nd basirc PermissionsUser, Administrator
Required
Data File monitoring,

Sources Process Monitoring,
Process command-line parameters,
Process use of network
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0000)043000000000 Datasouwrces 0000000000000 2
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Process monitoring 63
File monitoring 43
Process command-line parameters 33
Process use of network 27
Packet capture 19
Netflow/Enclave netflow 19
Network protocol analysis 12

O7 000000 DataSourcesU OO ODOOOODOODOOOOODOO
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