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Abstract

Java development kit 1.2 provides a runtime access control mechanism which
inspects a control stack to examine whether the program has appropriate access
permissions. For such a programming language, it is desirable to guarantee that
each execution of a program satisfies required security properties. Jensen et
al. introduced a verification problem of deciding for a given program P and a
given security property i written in a temporal logic formula, whether every
reachable state of P satisfies ¢y. They showed that the problem is decidable for
the class of programs which do not contain mutual recursion. In this paper, we
show that the set of state sequences of a program is always an indexed language
and consequently the verification problem is decidable. Our result is stronger
than Jensen’s in that a security property can be specified by a regular language,
whose expressive power is stronger than temporal logic, and in that a program can
contain mutual recursion. Furthermore, we discuss the computational complexity
of the problem. For example, the problem is shown to be deterministic DEXP-
POLY time complete if each check statement in P is specified by a NFA and a
security property is specified by a DFA.
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1 Introduction

As a world wide computer network grows rapidly, providing a well-defined access
control mechanism for network application systems becomes more important.
For example, consider an electronic commerce application. Since a number of
anonymous external mobile processes as well as local ones can be executed in a
user’s site, an appropriate access control is needed to prevent a malicious external

™ sandbox model provides a

process from accessing secret local resources. Java
security protection mechanism for such a distributed computational environment.
However, the sandbox model lacks flexibility since it imposes too strong restriction
on the behavior of an external process which may access local resources.

For this purpose, Java development kit 1.2 (JDK 1.2) provides a security check
method called checkPermission [GMPS97]. As is the case with other program-
ming languages, the Java execution environment has a runtime control stack,
which contains a series of frames for invoked methods. A frame for a method m
involves information on access permissions assigned to m as well as actual input
parameters, values of local variables and the return address. When the control
reaches an invocation of checkPermission(Perm) method where the actual pa-
rameter Perm is a particular access permission, the current contents of the stack
are inspected to examine whether the currently activated method m and all the
ancestor methods of m have permission Perm until a privileged method or the
stack bottom is encountered. If all the inspected methods have Perm, then the
execution continues. Otherwise, the execution is aborted.

Appropriate check statements should be carefully placed in the local methods
which directly or indirectly access secret local resources. Consider the follow-
ing simple example. Let write be a local method which directly updates a cus-
tomer’s bank account and credit be a method which is called by a customer’s
method and updates the customer’s bank account by calling write method. Sup-
pose the following situation. Both write and credit methods have write per-
mission Py, and every method of a valid customer has permission Pgystomer-
The system manager places checkPermission(Pwyy.) at the beginning of write
method. The system manager makes credit method privileged, but there is no
check statement in credit method. If a malicious user’s method which does not

have Poystomer calls credit, then credit successively calls write. Since credit is priv-



ileged, checkPermission( Py ) in write method succeeds and an illegal update
may occur. Let ¥ be the property that ‘if the control reaches write method, then
the control has passed through only methods which have Pcysomer 0T Pwrite,
which the system is expected to satisfy. Let us call such a property ¢ as a
global security property. The above mentioned execution does not satisfy ¢. In
this particular example, if checkPermission( Poustomer) 1s placed in credit method,
then every execution satisfies 1. However, ensuring that a program satisfies such
a global security property by hand becomes difficult when the whole program is
large and complicated. Therefore, an automatic verification method is needed
which verifies that every execution of P satisfies ¢ for a given program P and a
global security property .

In [JMT99], a pioneering paper in the formal verification of a program with

stack inspection, the verification problem is defined as follows:

e A program is modeled as a directed graph called a flow graph. Since a flow
graph does not have a data part, the contents of a control stack can be
represented as a sequence of nodes, each of which is a program point where
a method invocation has occurred. A trace is a finite sequence sg, s1, ..., S
of stacks (also called states), where sq is the initial state and s;,1(0 < 7 < k)

is a state reachable from s; by a unit step execution.

¢ A local security check statement has the form of check(¢) where ¢ is an LTL
(linear temporal logic) formula [CGP99]. The execution of check(d) at a
state s succeeds if and only if s, interpreted as a Kripke structure, satisfies
¢. A global security property ¥ to be verified is also represented by an LTL

formula.

e The verification problem for a given program (a flow graph) P and a global
security property v is to decide whether every state in every trace in P
satisfies 1.

In this formulation, [JMT99] presents a verification method using model checking

[CGP99] of LTL formulas. In [JMT99], it is also shown that if a given program

does not contain mutual recursion, then the verification problem is decidable.
In this paper, we define a program model and a verification problem using regu-

lar languages instead of LTL formulas for specifying both a local check statement



and a global security property. Since the class of regular languages is known to
properly include the class of languages represented by LTL formulas [E90], this
formulation is an extension of the one in [JMT99]. Furthermore, we show that
the verification problem is decidable in general even if a program does contain
mutual recursion, which is a proper improvement of the result of [JMT99]. The

outline of the proof of the decidability is as follows:

(i) For every program P, the set of traces in P is shown to be an indexed
language. An indexed language is a language which can be generated by an

indexed grammar [A68], which is an extension of a context-free grammar.

(ii) The decidability of the verification problem follows from the fact that the
class of indexed languages is closed under intersection with regular lan-

guages and the emptiness problem for the class of indexed languages is
decidable.

In this paper, we also analyze the computational complexity of the verification
problem. The complexity of the problem generally depends on the representations
of regular languages for specifying a local check statement (called a check node
in this paper) and a global security property (called a verification property). The
results of this paper are summarized in table 1 in section 5. For example, the
problem is shown to be deterministic DEXP-POLY time complete if each check
node is specified by a NFA and a verification property is specified by a DFA. As a
special case, we show that the problem is solvable in polynomial time if a program
contains no check node and a verification property is specified by a DFA.

The rest of the paper is organized as follows. In section 2, the program model
is presented based on [JMT99]. The verification problem is defined and a simple
example is presented in section 3. In section 4, we show that the verification
problem is decidable. Section 5 discusses the computational complexity of the

problem.

Related Works In [WF98|, a general notion of stack inspection which is
independent of a particular programming language is introduced by using ABLP
logic [ABLP93]. The authors also provide a sufficient condition for a local security
check to succeed. However, [WF98] does not mention the verification of a global

security property.



[D76] and [DD77] are the pioneering works which proposed a systematic method
of analyzing security information flow based on a lattice model of security classes.
Subsequently, there have been a number of works which generalize Denning’s
method [BBM94, 095, VS97, HR98, LR98]. For example, [095] proposes an anal-
ysis algorithm and proves its correctness using abstract interpretation. Various
type systems have been also proposed in which if a given program is well-typed
then the program has the noninterference property such that it does not cause
undesirable security information flow (e.g., [VS97, HR98, LR98|). A structure
of security classes such as {topsecret, trusted, untrusted} is usually modeled as
a finite lattice. [ML98| proposes a fine grained model of security classes called
decentralized labels for a distributed access control. All of the above mentioned
studies are basically concerned with information flow analysis to ensure that
high level secret information does not flow into an insecret storage. In contrast,
[JMT99] and this paper discuss the problem of deciding whether a program pos-
sesses an arbitrarily given global security property provided that the program
passes local security checks.

Security verification in a distributed system has been extensively studied by
using a process algebra called spi calculus and its extensions in [AFG99] and
its companion papers. [SV98| showed that their type system in [VS97] is no
longer correct in a distributed environment and presented a new type system for
a multi-threaded language.

In the field of data engineering, access control and information flow control is-
sues have been also extensively studied for a distributed and object-oriented envi-
ronment (see [BW94]). For example, [SBCJ97] presents an information flow con-
trol algorithm which blocks illegal information flows in object-oriented databases.
However, their algorithm does not perform semantic analysis inside a method. Se-
mantic analysis of security flows or security verification against inference attacks
in object-oriented databases are discussed in [T96, IMI99].



2 Program Model

2.1 Flow Graph

Following [JMT99], we model a program as a directed graph called a flow graph.
Each node of a flow graph corresponds to a location of the program (program
point). A statement which performs runtime check of access permission such as
checkPermission in JDK 1.2 is incorporated into the model. A check statement
examines whether the current state of the executed program satisfies the prop-
erty specified in the statement (e.g., whether the executed method (procedure)
and all of the ancestor methods have access permission of specific resources). If
the property is satisfied, the program continues its execution. Otherwise, the
execution is aborted. In the model, such a check statement is also represented as
a node.

A flow graph has two kinds of edges. The first one is a transfer edge (TG),
which represents a control flow within a method. For example, if there is a TG
from n; to ny (denoted as ng ¢ n2), then the control can move to ny just after the
execution of n;. The second edge is a call edge (CG), which represents a method
invocation. For example, suppose that there is a CG from n; to ny (denoted as
ny “g ns). If the control reaches ny, then the control can further be passed to ns.
If the execution starting from n, has been terminated by a return node explained
later, then the control is passed to a node nz which satisfies n; ¢ ns.

Formally, a program P is a directed graph represented as a 5-tuple P =
(NO,IS,IT, TG,CG) such that

IS : NO — {call, return, check(Ly)}
IT : NO

TG : NO — 2N°

CG : NO —2%°

NO is a set of nodes representing program points and 2V9 is the set of all subsets
of NO. IT is the entry point of the entire program. TG and C'G are sets of
transfer edges and call edges, respectively.

The set of nodes is divided into the following three subsets by I.S. Let n € NO.

e /S(n) = call. nis a call node which represents a method call.

5



e 15(n) = return. nis a return node which represents the return from a callee
method.

o [S(n) = check(Ly). n is a check node which represents a check statement.
If the current state of the program satisfies the property represented by the
language L4, then the execution is continued. Otherwise, the execution is
aborted. The syntax and semantics of a language Ly are defined in section

2.3.

Conditionals such as if statements and while statements are substituted for
nondeterministic statements. For example, consider the following sequence of
statements: mq(); if ... then mz() else m3(). In a flow graph, there will be two
TGs ny 2§ ny and n; 5 n3, where ny, ny, and nz represent my(), mz(), and
ms(), respectively. Transformation methods from an object-oriented program
into a flow graph using data flow analysis or type inference have been studied
(e.g., [PS94]).

Note that a flow graph does not always represent the exact behaviors of an
original program. More specifically, if an ordinal imperative program F, is mod-
eled as a flow graph P, then every execution sequence (trace) of Py is also a trace
of P, but not vice versa. The reasons why we do such an “approximation” are as

follows:

e Most of decision problems for imperative programs which contain either
conditional statements and procedure calls or while statements are unde-
cidable. Therefore, static program analyses such as type inference and
abstract interpretation use an approximatation such as the one described

here.

o If a flow graph P of an original program P, satisfies a safety property
discussed in this paper, then it is guaranteed that F, also satisfies the

property. (This is not true for liveness properties.)

2.2 State of Program

Each state of an ordinary imperative program can be represented by a tuple of

a current program point (or a continuation), contents of global variables, and a
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runtime control stack (shortly, stack).

For each invocation to a method m, a frame f,, is allocated and pushed onto
the stack. A frame f,, contains actual values of the input arguments of m, values
of local variables, the return address, and other information on access permissions
which m has. In the flow graph model, however, values of variables and arguments
are abstracted away. Hence, a frame degenerates into a return address, i.e, a node.
If, in addition, the current program point is also kept on top of the stack, then
each state of a program can be represented as a stack, that is, a sequence of nodes
as follows:

A state of a program P = (NO,IS,IT,TG,CG) is a finite sequence of nodes,
which is also called a stack. The initial state of P is the stack which contains only
the entry point IT of P. The state immediately after a method call is the state
(stack) obtained by pushing the node of the callee onto the current state. If the
top element (current program point) of the stack is a node n; and n, i n9 holds,
then the next state can be the state obtained by replacing the top element of the
stack n; with no. The concatenation of sequences s; and so of nodes is represented
as s1 : 2. The sequence which consists of only one node n is denoted by (n).
We may write n instead of (n) if no ambiguity occurs. For example, a stack
ny : ng : ng indicates that first the method including the program point n, has
been called from n;, the control has reached n,, the method including program
point n3 has been called from n,, and the current program point is n3. If the top
element of the stack is n; and n; is a return statement (I.5(n;) = return), then
the next state is the state obtained by popping n; from the stack and replacing

the top node ny of the resultant stack with a node n3 such that n; ¢ ns.

2.3 Trace

The semantics of a program is defined by a transition relation > on the set of
states. For states s; and s, s; > so means that the transition from s; to s, is

possible by a unit step of the program.

Definition 2.1 (transition relation) Foragiven program P = (NO,IS,IT,TG,CG),

the relation > is the least relation which satisfies the following three rules, where



s is a state (€ NO*) and n, m, n;, n; are nodes (€ NO).

1S(n) = call, n Sm

s:nb>s:n:m

IS(m) = return, n; ¢ n;

s:ni:mbs:nj

I1S(n) = check(Ly), s :n € Ly, n ¢ nj

s:m > s:in;
O

For a program P, a trace in P is a finite sequence of states in which the first
state is the initial state and every pair of adjacent states satisfies the transition
relation >. The concatenation of states is denoted as > by slightly abusing the

notation. The set of traces is defined as follows.

Definition 2.2 (set of traces) Foragiven program P = (NO,IS,IT,TG,CG),
the set [P] of traces in P is:

[P] ={si>-->sp|s1={IT), s1,...,5: € NO* Vi <k, s;>5;41}
O

A language L, in a node check(Ly) is a regular language over NO (i.e., Ly C
NO™). Recall that every state s is a sequence of nodes, that is, s € NO*. As
defined in the third rule of Definition 2.1, if the control reaches a node check(Ly),

the execution is continued if and only if the current state belongs to L.

2.4 Security Property in Check Node

A language Ly in a node check(Ly) is a regular language over NO. The model
itself does not assume any particular representation (e.g., regular expression,
finite automaton) to denote a regular language L, although we will often use a

regular expression until section 5.

Example 2.1 (Java stack inspection in JDK 1.2)

A method invocation checkPermission(Perm) succeeds if

8



e every frame of the stack has permission Perm, or

e aframe (say f) is privileged and every later frame (including f) in the stack

has Perm.

Let Priv be the set of privileged nodes and ¢ be the set of nodes which have
permission Perm. checkPermission(Perm) can be represented as the check node

check(JDK (¢)) where:
JDK (¢) = (NO*(Priv N ¢) Ue€)p* (1)

and ¢ is the empty sequence. O



3 The Verification Problem

3.1 Definition of the Problem

In this section, we define a verification problem, which is a generalization of the
one in [JMT99]. Each program is required to satisfy a certain global security
property such as ‘local resource 7 never be read out by any (malicious) method
which does not have permission Perm.’” Intuitively, the problem is to verify
whether every state in every trace in [P] of a given program P satisfies a given
global security property. A global security property is expressed as a regular

language, which is called a verification property.

Example 3.1 (A critical section) [JMT99] Let Critical be the set of nodes
which belong to a critical section and Manager be the set of nodes which have

permission for managers.
CS = (Critical)* Manager NO*

means that the control of the program must not reach the critical section before

it reaches the program point which has permission for managers. O

Let Lg[t)] be the set of state sequences a such that every state in « belongs
t0 Ly. Lsage[t)] can be represented as Lgage[t)] = (Ly>)*Ly. A program P satisfies
a verification property L, if and only if every state in every trace in [P] belongs

to Ly. Formally, we define the verification problem as follows:

Instance: A program P and a verification property L.

Question: [P] C Leg[9]?

3.2 An example

In this subsection, we show an example of the verification problem for electronic
commerce. As shown in Theorem 4.7, the verification problem is decidable in our
framework while this instance cannot be directly solved by the verification algo-

rithm in [JMT99] since the program of this instance contains mutual recursion.

10
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Figure 1: The flow graph of the example

Consider an on-line banking system which serves its clients with methods for
spending and saving some money. There are four protection domains called
System, Provider, Client, and Unknown. A reliable provider is supplied with
read and write methods and is privileged by the system. All users including
clients and unknowns can invoke canpay, debit, and credit methods, which invoke
read and/or write methods. The flow graph P of this banking system is shown
in Figure 1. In the figure, a solid arrow represents a call edge and a dotted arrow
represents a transfer edge. Let NO = {n; | 1 < i < 25}. Protection domains are

represented by the following sets of nodes D gjicns = {13, 74, 15, 16, 27}, D provider =

{n10,n11, . -,n21}, D.S'ystem = {nl,ng,ngg,n23,n24,n25}, and D ypinown = {n8)n9}'
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Let Priv = {ny1, nys, n1g, n19, Nog } be the set of nodes which are given a privilege
and let Ppeyit = D ciient U Dprovider U Dsystem be the set of nodes which are given
debit permission. Also let Pconpay = Pceredit = D ctient U D provider U Dsystem and
Pread = Pwrite = Dprovider U Dsystem- Then, the property JDK (Ppesir) specified

in node ny3 is represented by the following regular expression:
JDK (Ppepit) = (NO* (Priv 0 Ppepit) U €)(Ppepit)”

by (1) in section 2.3. The property JDK (Pcunpay) specified in node n19, JDK (Pcyredit)
in n1g, JDK(Pgeqq) in Nag, and JDK (P ) in noy are represented by the follow-

ing regular expressions, respectively:

JDK (Pcanpay) = (NO* (Priv N Peounpay) Y €)(Poanpay)”
JDK(PC'Tedit) - (NO* (PTZ‘U N PCredit) U 6)(PCT€dZt)
JDK(PRead) (NO* (PTiU N PRead) U 6)(PRead)
JDK(PWrite) = (NO* (PTZ‘U N PWrite) U 6)(PWrite)*
where:
PCanpa,y — DClient U DPT‘O’UideT U DSystem
PCredit = DClient U DProvider U DSystem
PRead = DProvide'r U DSystem
PWrite — DProvide'r U DSystem-

Consider the following two sequences:

Q; = Ny BbNgng>ningnge > NiNnzngg > N1ngng1Mgg > NiN3Ny1 N3 B NiN3Ng2
D N170g B N TaMN 3 D NNgN14 B NNy N 1410 D N1 T4 T14M11 B 17047147011 1022
D> N1M4M14M11M23 B 1NN 147012 B M1 Mg M5 B 114N 15M92 B 174N 15M23
D> N1M4T1e > 1 1T4M016T024 B 101 M4 T 16M25 B M1 T0aT17 > Ny N5,

Qy = Ni1bningbningnizb ningnig.

First, we consider a;. Through the entire execution of oy, check nodes have
been executed seven times, at the underlined states. In each case, the state satis-

fies the property (belongs to the language) specified in the check node. Therefore,

12



a; € [P]. For the sequence ag, ningniz & JDK(Ppepi) since ng & Ppepir, and
hence, ay & [P].
Let L1/1 - ((EWTite)*U(PDebit)*EWm'te(EWm'te)*)m((ERead)*U(PC'anpay)*ERead(ERead)*)

be the verification property, where:

Erewds = {n22, n23}

Ewrite = {n24,n25}.

Then, Lefe[t)] = (Ly>)*Ly means that if the control reaches Egeoq/Ewrite Suc-
cessfully, then the control has passed through only nodes in Ppepit/Poanpay- It

this particular example, [P] C Lgg[t0] holds, that is, program P satisfies L.

13



4 Decidability of the Verification Problem

In this section, we present our approach to the verification problem. We will show
that for each program P, the set [ P] of traces in P can be generated by an indexed
grammar. The generative capacity of indexed grammars (IGs)[A68] is stronger
than that of context-free grammars (CFGs) while IGs inherit good mathematical
properties from CFGs. Using these properties, we prove the decidability of the
verification problem.

As stated in the following lemma, the set of traces can not always be generated

by a CFG.

Lemma 4.1 There exists a program P such that the set [P] of traces is not a

context-free language (CFL).

Proof. Let P = (NO,IS,IT, TG, CG) be the program where NO = {n},
IT = n, there is no transfer edge in P, and there is only one call edge n % n.

The set of traces in P is as follows.
[P] = {n, n>nn, n>nnennn,---}.
Let h be the homomorphism defined by h(n) = n and h(>) = €. Then we obtain:
W[P]) = {n, nun, nnnnnn, nannnnnnnn, - -} = {n /214§ > 1},

It is easy to prove that h([P]) is not a CFL using the pumping lemma for CFLs.
Since the class of CFLs is closed under homomorphism, [P] is not a CFL. a

The above lemma implies that a class of grammars of which generative capacity
is stronger than CFGs is needed to generate the set of traces. The outline of this

section is as follows.

(a) A trace in a program is a sequence of stacks, which are sequences of nodes.
A state transition does not alter the nodes other than the top and the next
to the top node in a stack (see section 2.3) at a time. That is, if s; > s;11,
then there are o, 3,7 € NO* with | 8 |< 2, | v |< 2 such that s and s’ can

be written as s = a § and s’ = «a 7, respectively. As explained in section

14



4.1, an indexed grammar can generate a sequence which is controlled by

such a stack-like data structure.

A sequence of states is called an unchecked trace if the sequence becomes
a trace by assuming that every possible local check node succeeds. More
precisely, a sequence « of states is an unchecked trace in a program P if o
is a trace in P when the third inference rule in Definition 2.1 is replaced
with

IS(n) = check(Ly), n a4 n;
s1m > oSs:im, ’
For a given program P, we will define an indexed grammar Gpr which

generates the set of unchecked traces in P in section 4.2.

(b) An unchecked trace « is also a trace if « satisfies the properties specified
in check nodes in a. That is, if the property specified in a check statement
holds at the current state, then the execution continues; otherwise, the
execution should be aborted at the state. For this reason, in section 4.3, we
will also define the regular language Lp of state sequences in which any
pair of states can be adjacent to each other as long as those states satisfy
the property (belong to the language) specified in check nodes. Finally, we
will show [P] = L(Gp1) N Lpc in section 4.4.

4.1 Indexed Grammar

Indexed grammar[A68] is an extension of CFG. An index grammar (IG) is a

5-tuple G = (N,T,I, R, S) where:
(a) N is a finite set of nonterminal symbols,
(b) T is a finite set of terminal symbols,
(c) I is a finite set of index symbols,
(d) S € N is the start symbol, and
(e) R is a finite set of productions of one of the following forms:

(Type 1) A— «

15



(Type 2) A — Bf
(Type 3) Af — a,

where A, BE N, fel,and a € (NUT)*.

A nonterminal symbol, a terminal symbol and an index symbol are abbreviated as
a nonterminal, a terminal, and an index, respectively. A derivation in IG is similar
to a derivation in CFG except that IG has operations on index sequences. The
derivation relation — on (NI*UT)* is defined as the least relation which satisfies
the following conditions (1), (2) and (3). In the following, let g, v € (NT* U T)*,
€l and X; € NUT.

(1) Let A —» X;X5--- X} € R be a Type 1 production. Then,

BAEY = BXa61 Xk -+ Xy
where if X; € N then & = &, and if X; € T then &; = ¢.

(2) Let A — Bf € R be a Type 2 production. Then,
BAEY = BBfEy.
(3) Let Af —» X1 X5--- X} € R be a Type 3 production. Then,

BAFEY = BX161 X582+ - Xiiy
where if X; € N then & = &, and if X; € T then &; = ¢.

A Type 1 production distributes index sequences associated with the nonter-
minal to which the production is applied to all nonterminals on the right-hand
side. A Type 2 production adds an index f to the left-end of the index sequences
associated with the left-hand side (and provides the nonterminal on the right-
hand side with the resultant index sequence). A Type 3 production deletes the
leftmost index of the index sequence and distributes the remaining sequence to
all nonterminals on the right-hand side. The reflexive and transitive closure of
- is denoted by % We will simply write — for the relation = if G is clear from
the context. The language generated by an IG G = (N, T,1, R, S) is defined as
LG)={weT*|S %w}

16



4.2 Set of Unchecked Traces

We will omit the concatenation symbol : of node sequences in the following.
For a given program P = (NO,IS,IT,TG,CG), the index grammar Gpr =
(N,T,I,R,S) is constructed as follows.

(a) N = {S,W, A, B,C} U {N;, N/, N | n; € NOY.
(b) T = NO U {p}.

(c) I ={n;|n; € NO}U{$}.

(d) Let R be the set of productions which consists of:

S — W8 (2)
W — Any forn, =1IT (3)
A = BnC (4)
A —- B (5)
Bn; — Bn; forVn; € NO (6)
B$ — ¢ (7)
Cn; — N; forVn; € NO (8)
N]{' —  Any, for Vn;,ny suchthat n; ¢ Nk (9)
For each node n;, one of the following sets (i), (ii) and (iii) of productions
is added to R according to I5(n;).
(i) 1S(n;) = call:
N; — Nhi; (10)
N; — An; for Vn; suchthat n; = n; (11)
(i1) IS(n;) = return:
Nynj — NI for Vn; € NO (12)
(iii) 1S(n;) = check(Ly):
N; — An; for Vn; suchthat n; =5 n; (13)
It is clear from production (13) that L(Gpr) is the set of unchecked traces in
P.

17



4.3 Set of Sequences Satisfying Local Checks

The execution which has resulted in a state s continues if and only if s satisfies

the following condition.

If the top element of the state s is n; and 1.5(n;) = check(Ly,), then

s € Lg, holds.
For a check node n;, let the language L%,)c consisting of state sequences which
satisfy the above condition for this particular node n; is represented by the fol-

lowing regular expression.
LY. = NO*(NO — {n;}) U U L,

We can define the language Lp ¢ consisting of state sequences which satisfy the

above condition for all check nodes as follows:
LP,C = (XD)*NO* (]_4)

where {n,...,n;} is the set of check nodesin P and X := Lg’)c ﬂL(P%)C n-- -ﬂLg’)C.

4.4 Main Results

First, we will show that the language L(Gpr) N Lpc coincides with the set [P]

of traces in P.

Lemma 4.2 Everya € L(Gpr) can be written as a = s1>+ - ->s,, where s; € NO*
(1 <i<n)andn > 1, and there is a derivation of the following form resulting
in «. The number at the right-end of each line is the number of the applied
production in section 4.2, and 6, € (I —{3$})" (1 <i < n).

S 5 A6:$ (1), (2)
— B&S$>C8S (3)
2 B6S > AbyS (7) — (10)
— B&S$ > By > C6:% (3)
X B&$>--->B6, 1S AS,$
— B&$>--->B6,_1$> B8,S$ (4)
= S1D> DS, (5)7 (6)
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Proof. For an arbitrary derivation S = s; & --- > s,, the only production
which can directly generate a terminal symbol is (6). The derivation steps using
productions (7) and (8) can be moved to the end of the derivation. It is easy to

see that the other steps in this derivation is exactly those stated in the lemma by

the definition of G'p . O
Let 0 : NO* — (I — $)* be the mapping defined by o(n;, ---n;,) :=nj, -+ ny,.
Lemma 4.3 For each program P, § € (I —$)* and s € T*,
B(5$Gi> s if and only if s € NO* and § = o(s).
PT
O

Lemma 4.4 For each program P, s;>---> s, € [P] if and only if SGL Bb6,$ >
P, T
-+« Bb,_1$v> A6,% and siv--->s, € Lpc, where §; = o(s;) (1 << n).

Proof. The only if part is shown by induction on n. (The proof of the if part is
similar.)
(basis)  Assume s; € [P]. By the definition of a trace, s; = (IT) = (n1). By
productions (2) and (3),

S —W$ — An;$
holds. Also, ©; = g(ny) and s; € NO C (Xv)*NO* = Lpc.
(inductive step) For an integer n (> 1), assume an inductive hypothesis if
sy >++->8, € [P], then S 5 B§$>---> B, 18> A8,8, 6; = o(si) (1 < i < n),
and sy >:--> 8, € Lpc. Further assume that s;>---> s, > 8,11 € [P]. Since

S, 7 € we can write s, = s§'n, for some s’ € NO* and n, € NO. By production

(4),
A6,$ — B8,$ > C6,8. (15)

One of the following three cases holds according to 1.5(n,).

(1) IS(n,) = call. Since s, > $,+1 and s, = s'n,, there is a node n; such that
ny, <8 n; and s,41 = §'nyn;. Productions (8), (10) and (11) can be applied
in this order to C'¢,$ in derivation (15), and it follows from 6, = o(s,),

$p = 8'n, and s,41 = §'n,n; that

C6,$ = Cri,o(s')$ — N,o(s")$ — N,yn,o(s)$ — Arijri,o(s)$ = Ao(s,11)89.
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Hence, S = B6;$>Bé$p--->B6,8>A8,,18 and §; = o(s;) (1 <i < n+1).

Next, we will show s; > s3> --->5,>8,41 € Lpc. From the inductive
hypothesis s; > so > > s, € Lpc, we can see s; € X (1 < i < n) by
(14). Hence, it suffices to show that s, € X and s,.; € NO*. The latter is
trivial. It follows from s, = s'n, and 15(n,) = call that s, € X holds by
the definition of Lpc.

IS(n,) = return.

Since s, > §,11, wWe can write s, as s, = sn,n, for some n; € NO and
s € NO* such that n, =5 n; and s,4+1 = sn;. Productions (8), (12) and (9)
can be applied in this order to Cé,$ in derivation (15), and

C6,$ = Cnynyo(s)$ — Nyrnyo(s)$
— Nlo(s)$ — Anjo(s)$ = Aog(s,41)$.

Hence, S = B6;$>Bé$p- - > B8, 8> A8, 18 and §; = o(s;) (1 <i < n+1).
It can be shown that s;>s3>--->5,>5,.1 € Lpc in a similar way to the
case of 1.5(n,) = call.

IS(n,) = check(Ly, ). Since s, > $,11, there is a node n; such that n, ¢ n;
and s, € Lg,. Also, 5,41 = s'n; follows.

Productions (8) and (13) can be applied in this order to C'¢,$ in derivation
(15), and

06,8 = Criyo(s)$
$

— N,o(s")$ — An;o(s')$ = Ao(sn11)$.

Hence, S = B6;$>B6y$>--->B6,$> A8, 18 and & = o(s;) (1 <i < n+1).

In a similar way to the other cases, it suffices to show s, € X in order to
prove that s; > s>+ > 8, > 8,11 € Lpc. It follows from s, = s'n, and
s, € Ly, that s, € LS;’,)C. Therefore, s, € X.
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Theorem 4.5 For each program P, [P] = L(Gpr) N Lpc.

Proof. We will show [P] C L(Gpr) N Lpc. Assume that s;>s50--->s, € [P].
By Lemma 4.4, G'pr satisfies S 5 B6$ >+ -> B6,_1$> A6,$, where §; = o(s;)
(1 < i < n). By applying Production (5) to Aé, in the above derivation, we
obtain

Bé6$>--->Bb,_1$> A6,$ — B6 S>> Bb,_1$> Bb,S.
Since 6; = a(s;) (1 < i < n), by applying Lemma 4.3 to each B§;$, B6:$p>--- >

B6,$ = s+ s, holds, from which s;>--->s, € L(Gpr) follows. By Lemma
4.4, $1>---> s, € Lpc holds, and hence s1>s2>+-->s, € L(Gpr) N Lpc. Thus,
[P] C Lp holds.

L(Gpr) N Lpc C [P] can be shown in a similar way. a

Lemma 4.6 [A68] The class of indexed languages is closed under intersection
with regular languages. The emptiness problem for indexed languages is decidable.
g

Theorem 4.7 For a given program P and a given verification property Ly, the
verification problem [P] C Lgute[t)] is decidable.

Proof. The theorem follows from the fact [P] C Leag[] & [P] N Leate[t)] = 0
(the empty set), Theorem 4.5, and Lemma 4.6. O

4.5 An Alternative Method

The set of all states [P] which are reachable from the initial state of P is defined
as follows:
[P] ={s € NO* | ds1> sy --->s; € [P], s = s;}.

It is easy to see that for a program P and a verification property L., [P] C Ly
if and only if [P] C (Ly>)*Ly. Hence, we can decide the verification problem by
deciding [P] C L, instead of deciding [P] C (Ly>)*Ly. If [P] belongs to a class of
languages which is closed under intersection with regular languages and for which

the emptiness problem is decidable, then we can obtain a decision algorithm for

21



the verification problem. If P contains no check node, then it is easy to see that
[P] is a CFL and hence we can decide whether =[P] C L, (see Theorem 5.5 in
Section 5).
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5 Complexity of the Verification Problem

Since an input for the verification problem is a program P and a verification
property L, the complexity of the problem depends on the representation of
regular languages specified in check nodes and L,. We use a finite automaton
(FA) as the representation of a regular language. A deterministic FA and a
nondeterministic FA are denoted by a DFA and a NFA, respectively. Let DEXP-
POLY time denote the class of decision problems solvable in deterministic O(cF(™)
time for a constant ¢ (> 1) and a polynomial p.

In the following, we will show that the verification problem is DEXP-POLY
time-complete if the regular language in each check node is specified by a NFA
and a verification property is specified by a DFA. For a set A, let |A| denote
the cardinality of A. The number of states of a FA M is denoted as #M. Let
P = (NO,IS,IT, TG, CG) be a program where P contains check(Ly,) (1 <
i < k) and each Ly, is specified by a FA My, The size of P is defined as
|P| = |NO|+|TG|+|CG| +max{#My,,...,#My,}.

For an IG G = (N,T,1, R, S), the size of G is defined as |G| = |N| + |T| +
|I| + | R|| where |R| is the description length of R. We can obtain the following
lemma by analyzing the proofs of Lemma 3.2 and Theorem 4.1 of [A68].

Let L(M) denote the language accepted by a FA M.

Lemma 5.1[A68] (a) For an IG G and a NFA M, an IG G' can be constructed
such that L(G') = L{(G) N L(M) and |G| is O(|G|(#M)?). (b) The empti-
ness problem for the language generated by an IG G is solvable in deterministic

0(2eUED) time for a polynomial p. O

Lemma 5.2 Let P = (NO,IS,IT, TG, CG) be a program. Assume that P con-
tains check(Ly,) (1 < i < k) where each Ly, is specified by a NFA M,,. Also let

Ly be a verification property specified by a DFA My. The verification problem
for P and Ly s solvable in DEXP-POLY time.

Proof. By Theorems 4.5 and 4.7, the problem is equivalent to deciding whether

L(Gpr) N Lpc N Leage[t)] = 0 (16)
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where G'p 1 is the indexed grammar constructed in section 4.2, Lp ¢ is the regular
language defined from Ly, (1 < i < k) in section 4.3 and Lyuge[t)] = (Ly >)*Ly.

We can show the following properties.
(i) IGpr] is O(INOP?).

(ii) Let ny = max{#My,,...,#My,}. A NFA Mpc can be constructed as
follows such that Lpc = L(Mpc) and #Mpc is O(|NO| - ny).

Let ny, be the node check(Ly,). In section 4.3, Lpc is defined as (X >)*NO*

where
k
X = ﬂ(NO*(NO - {n¢z}) UeU th‘)
=1
k
= €U NO*(NO — {nq_«,l, . ,7L¢k}) U LJ(]VO*’n,d)2 N Lq_‘;,)
=1

(These equations follow the fact that for any sets Ay,..., Ay, B1,..., By,

(AfUB)N---N(ALUBL) = (AN NA, 2N A, 1 NA)
(A1 N N A, 2N Ag 1N By)
(A1 N -+ N A, 2N B 1N Ag)
(A -+ N Ap 2N By_1N By)

u
u
u
U -
U (B1 N By_2 N By_1 N By).

Note that NO*(NO — {ny,})UeU Ly, = eUNO*(NO — {ny,})U(NO*ny, N
Ly,). When we let Ay = --- = A, = {¢} and B; = NO*(NO — {ny,}) U
(NO*ng, N Ly,), the right-hand side equals {¢} U N, B;, When we let
A; = NO*(NO — {ny,}) and B; = NO*ny, N Ly, for 1 < i < k, the right-
hand side equals ﬂle A; U Ule B; since A;N Bj = Bj and B; N Bj = () for
any distinct ¢ and j.)

Without loss of generality, we assume that each My, (1 < i < k) has no
e-move. (If My, has an e-move, then we can construct a NFA equivalent to
My, which has the same number of states as My, in O((#M,,)?) time.)

For a language L, let L® denote the language obtained by reversing words in
L. For a FA M, we can construct a NFA M® such that L(M®) = (L(M))®?
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Ny, M, Theinitid states > Thefinal states of My,
Ny, of My which are not final in Mp¢

>

® NO-{ny,....ny} ®
S % 3>No
The initial states of Mpc are the ones

The initial states of M}% are the ones of Mx and s3. The final state of Mpc
of any Mg} and s;. The final states of is s3.
M)P} are the ones of any Mg, s1 and ss.

Figure 2: NFA MY Figure 3: NFA Mpc

and #M¥® = #M by reversing the transitions and exchanging the set of
initial states and the set of final states. The reverse of X can be denoted as
X® = eU(NO—{ny,,...,ng,})NO*UUL,(ng, NO*NLE.). We can construct
a NFA ME such that X® = L(ME) and #ME = 8 (#My, + 1) + 2, as
shown in figure 2 where M} is a NFA such that L(M}') = ny, NO* N LE.
This NFA Mgf can be constructed from M(g by adding a single new state
s' and a transition s — ¢ for each state ¢ such that there is a transition
s "% { for an initial state s of Mgi. The initial state of Mgf is s’ and the
final states are the ones of MQI;. Thus, a NFA Mx can be obtained such
that X = L(Mx) and #Mx = #M%.

Using Mx, we can obtain Mp¢ as figure 3 and #Mpc = #Mx + 1, that
is, O(|NO| - ny).

(iii) Let ny = #M,. A FA M_ can be constructed such that Lg,g[¢] = L(M_x)

safe safe

and #M_; = no by defining the set of final states of M_g as the set of

afe

non-final states of M.

Hence, by Lemma 5.1 (a), an indexed grammar Gp can be constructed such that

L(Gp) = L(Gpr) N L(Mpe) N L(Meers) = L(Gp1) N Lpc N Leage[t] and |Gp| is

safe

O(|NOJ*(|NO|-ny-n2)?), which is a polynomial order of | P| and ny. By (16), the
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verification problem is equivalent to deciding whether L(Gp) = . By Lemma 5.1
(b) and the above facts, (16) can be done in deterministic O(2P(Z1+72)) time for

some polynomial p. O

Note. If a verification property L, would also be specified by a NFA instead of
a DFA in Lemma 5.2, then #M_ in the proof would no longer be a polynomial
of ny (= #M,). The complexity of the problem in this case becomes a double

exponential time.

Theorem 5.3 Let P = (NO,IS,IT, TG, CG) be a program and Ly, a verification
property which satisfies the assumption stated in Lemma 5.2. The wverification
problem for P and Ly 1s DEXP-POLY time-complete.

Proof. By Lemma 5.2, it suffices to show that the problem is DEXP-POLY
time-hard. It is known that a language L belongs to DEXP-POLY time if and
only if L is accepted by a polynomial space-bounded alternating Turing machine
(ATM)[CKS81]. For any given polynomial space-bounded ATM M and any input
x of M, we can transform M and z into a program Pj; and a verification property

L, within polynomial time such that
[Pu] € Leate|t0] & M accepts .

Therefore the verification problem is DEXP-POLY time-hard.

Below we sketch the transformation. Assume that for any input = whose
length equals n, M uses not more than p(n) space for a polynomial p. Let
I' = {m,...,7r/} be the set of tape symbols of M and ; be the blank symbol.
Let 6 be the transition function of M.

Consider a program P; shown in figure 4. A node with check(NO™) is the
one with no operation since every state satisfies NO*. When the control reaches
the node n; for the first time, the state (stack) of the program P; is a sequence
of nodes whose length equals p(n) + 1. Considering that each 7;; corresponds
to the tape symbol +;, we can regard this state as one of the |F|p(”) possible
strings contained by the p(n) tape squares of M, which we will refer to as an

instantaneous description (ID) as usual. In general, the node n; has been visited
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chegkl( NO*) =—un—

A/// v \\\\
yl,l: Ca” V2,1: Ca” y|r|'1: Ca”
V1,2: Ca“ yzvz: Ca“ y|r|'2: Ca”

i

Yipm)- call Y2,p(n)- cal - Yirtpm): cal
n;cal — — > TG

Figure 4: Program P;

more than once (by recursive calls), and thus the state of P; can be regarded
as a sequence of IDs separated by n;. However, this sequence of IDs may not
represent a valid computation of M because any two IDs may be adjacent. To
simulate a computation of M, the program should guarantee that the tape square
scanned at the last computation step is rewritten to a specified symbol and the
other tape squares are preserved.

For an ID a = 0102+ 0p(n) (Where 0; = 7,; with 1 < u < || and 1 <7 <
p(n)), let alo/k] = 01+ 0k_100)41 -+ Op(n), Where k corresponds to the position
of the tape head of M at the last computation step and o is the tape symbol
which the tape square k is rewritten to. By modifying P;, we can construct a
program Pslk, o] (figure 5) which pushes afo/k| onto the stack where « is the
topmost 1D of the stack. More precisely, let s = sgang (for sg € NO*, a an 1D,
and ng € NO) be a stack. When Pylk, o] is called with stack s and the control
reaches the node n; at the bottom of figure 5, the stack becomes sajo/k]n; (cf.
figure 8). Pylk, o] is obtained by attaching a check node x;; and a return node
to each v;; in Pi. x;; is check(NO*y; ;NOP™T1) for all j # k, check(NO*) for
j = k and 7 such that v; = o, and check(D) otherwise. Figure 6 shows the state
of Py[k, o] when the control is at x; ;. These check nodes obstruct a sequence of
IDs which does not represent a valid computation of M.

Let a = 0102+ 0pn) be an ID with state ¢ and head position k. Assume that

(¢',o,A) € 6(q,04), that is, a possible move at « is to rewrite k-th tape square
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chegk( NO*)

~ -

g T
X11 X21 XL
| | |
v v_o~ return v
I’etl.lm - — yl,l y2,1 e V|r|'1 — > I’etl.lm
X1.2 X222 e Xiri.2
| | |
v v_o~ return v
return < — Y12 Y22 o Yiri2 — - return

ey

Xip(n) X2p(n) X
; _ereun |
return <« — Y1p( Yapr) “ Yiriem — - return
n,: check(NO*) — CG
! - TG
\J
Xi,j is check(L; ;) where
L,'J' =
NO*; ; NOPMFL i j oL e,
NO* if j=% and v; = o,
0 otherwise.

Figure 5: Program Pk, o]

the string contained by the tape at the last computation step of M

p(n) 1 1 p(n) 1 -1

Y- p(n) Y e Yi1 | Vi e Y.p(n) Y1 e Y.j1

Xij examines whether this node equalsyy;;.

Figure 6: The stack of P,[k, o] when the control is at x; ;
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from o to o, change the state from ¢ to ¢’, and change the head position from
k to k' = k+ A. A program Pslk,o,q, k'] in figure 7 with topmost ID « on
the stack first pushes the ID o' obtained from « by the above move (¢',0,A) €
6(q,01), and simulates further moves from o' recursively (figure 8). Ps[k, 0,4, k']
first executes Ps[k, o] to write the new ID o' onto the stack. After executing
Pk, o], P3|k, 0,4, k'] examines whether the current contents of the tape square &’
equals v; € T' by check(NO*’yLk:NOP(”)_k’H), and calls Ps[k', o', q", k"] for each
(¢",0',A") € 6(¢,v;) and k" = k'+A'. Pslk,0,q, k'] calls all these P3[k/, o', ¢", k"]
sequentially if ¢’ is a universal state of M. If ¢’ is an existential state of M,
Pslk,0,q, k'] calls any one of these P3[k',0',¢", k"] and returns. Otherwise, that
is, if ¢’ is a final state of M, Ps[k,0,q, k'] calls no Ps[k’,0’,¢", k"] and simply
returns. Thus Ps[k,0,¢, k'] returns if and only if the configuration of M which
consists of ¢', k' and the contents of the tape (ID) written on the stack is a
yes-configuration.

A program P, which simulates the initial configuration of M is similar to
P3lk, 0,qo, 1] where qq is the initial state of M; P, does not execute Pylk, 0| and
instead it writes the input string « onto the stack (figure 9).

The overall program P, constructed by the transformation consists of P,,
Pslk,0,q K] for all k, o, ¢' and k', and two call nodes ng, and n (figure 10). An
execution of Pj; reaches the node n; if and only if M accepts . We can simply

let Ly = (NO — {n:})*. O

Note that the language ]\TO*’yi,j]\fOp(”)+1 in the check node x; ; in the proof of
Theorem 5.3 does not seem to be specified by a DFA whose size is a polynomial
of n. Thus it is unknown whether the verification problem is still DEXP-POLY
time-hard if the language in each check node is specified by a DFA. However, the
verification problem in this case can be shown to be PSPACE-hard.

Proposition 5.4 Let P = (NO,IS,IT, TG, CG) be a program and Ly a veri-
fication property which satisfies the assumption stated in Lemma 5.2 except that
the language Ly, in each check(Ly,) ts specified by a DFA My, . The verification
problem for P and Ly 1s PSPACE-hard.

Proof. We transform QUANTIFIED 3-SATISFIABILITY (QUANTIFIED 3SAT)
problem to the verification problem. An instance of QUANTIFIED 3SAT is a
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Pz[k,O']

check(NO")

~
— -

— -
— _

CheCk(No*Yk'NOp(n)-k'ﬂ)

4 -

\
cal
l \ P3[k’ ,Gil,qil,kil]
call

| \ ’ , .,
' P3[k',0i .0 k]
return

(@) g isauniversa state

Pz[ K, O']

[
— =
— ~_
_—— l -

Check(NO*/yi\’k’Nop(n)-k#l)

VAN
# 3

cell call
s P —

return return

a N

PJK 0.0 K]

(b) ' isan existentia state

Pz[k,O]
|
v
return

() g isafina state

In this figure, we assume
6(‘1,)71) = {(qzl7 o-il) Azl)a (%27 0'12, A?)}7
kl = k' + A}, and k? = k' + AZ.

Figure 7: Program Ps[k, 0,4, k']
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a q Pko] | Piko.q K]

Figure 8: The extension of the stack made by Pylk, o] and Ps[k, 0, q, k']

\

Yy, 10 call —+return

Y,2: call —+return

!

'
yxmn:l call —+return

Y1 Call —return

_1
|

Yipm. call —=>return

chgckl(NQ*)
— — — l ~ -~ -
(the same as the lower part of P;[k,0,00,1])

Let € = v,V - - - Ve, - (71 1s the blank sym-
bol.)

Figure 9: Program P,
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— CG

ng cal ——»n; cae-3 — TG

Py

e Pi k0,9 K] Pijk,o',q" K']

\/'

Figure 10: Program Py

\
ng cal ——ng cai\l) header
return < —x, ¢ call X7 call — - return Q=0
Yo CAll —— Xp1: call —— return (Q=0)
Vo<l
: truth assignment
V<<
return < — X, call Xy 7. call — - return Q=D

check(L,;. check(L,,) check(L,3)
%\\ =T 27

ST TRES N
check(Lz%\ check(L,,) check(Ly) satisfaction check

~_ ~. —
N e, <C

Lo

N e T =271
< =

be =< >
—~

check(Lmll chec‘k(Lmz) check(L,3)

S v o —* CG

ry return —=> TG
Figure 11: The program Pgssat to solve QUANTIFIED 3SAT

Boolean formula F' = (Qq21)(Q222) ... (Quz,)E where E is a conjunction of 3-
literal disjunctive clauses involving the variables x;,zs,...,2, and each @); is
either “3” or “V.”

The program Pgssat constructed by the transformation consists of three parts:
header, truth assignment, and satisfaction check (Figure 11). Header consists of
two nodes ny and n;. Truth assignment consists of z; ¢ and ;v for 1 <1 < n.
We consider that “false” is assigned to x; when the control passes through z; r
and “true” is assigned to z; when the control passes through z; . We put a call
edge between z;_1y and z; v for each V,V' € {F, T} if Q; is “3” (Figure 12).
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Xi1F X1

return «<—— X X7 —— return
(@ Q=0

Xi1F ERS
Vo

Xip —— X1 ——return

(b) Q=0
Figure 12: Edges in the truth assignment-part of Pgsgar

That is, the program tries assigning one of the truth values to x; in this case. If
Q; is “V,” we put a call edge between ;1 v and z;r for every V € {F, T} and
put a transfer edge between z; p and x; v. The program tries assigning each truth
value to z; in this case.

Let E = CiANCoA-+--NCy and O = 31 Vup Vs for 1 <4 < m, where u;; is a
literal over {zy,...,,}. Satisfaction check consists of check(L;;) for 1 <i <m
and 1 <7 < 3, where

nSNOkilin,FNO* if U5 = .’B_k,
ij = _ .
! n,NO* lajk,TNO* if u;j = .

The control can reach the return node r; if the current truth assignment satisfies
E.

Therefore, an execution of Pgssar reaches the node n if and only if F' is true.
That is, [Pqssat] € Lsate[t] for Ly = (NO — {n4})* if and only if F is true. Since
the language L;; can be specified by a DFA M;; such that #M;; < n 4+ 2, this

transformation can be performed in polynomial time. a

As a special case, the problem is solvable in polynomial time if a program

contains no check nodes.

Theorem 5.5 Let P = (NO,IS,IT, TG, CG) be a program without check nodes.
The verification problem for P and a verification property specified by a DFA M,

is solvable in polynomaial time.

Proof. Since P contains no check node, we can construct a regular grammar Gp

such that L(Gp) = [P] N L(My) and |Gp| is O((|NO| + | TG| + | CG|)(#My)?).
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The emptiness problem for the language generated by a regular grammar G is
solvable in O(||G|) time. Hence, we can decide whether L(Gp) = 0§ in polynomial
time in | P| and #M,. O

As is the case with Lemma 5.2, the proof of the above theorem is not valid if a
verification property L, is specified by a NFA instead of a DFA. Especially, the

verification problem in this case can be shown to be PSPACE-complete.

Proposition 5.6 Let P = (NO,IS,IT, TG, CG) be a program without check
nodes. The verification problem for P and a verification property specified by a
NFA My, s PSPACE-complete.

Proof. Both of the following two problems are known to be PSPACE-complete[GJ79].

FINITE AUTOMATON INEQUIVALENCE
INSTANCE: Two NFA A; and A, having the same input alphabet X.
QUESTION: L(A;) # L(A3)?

REGULAR EXPRESSION NON-UNIVERSALITY

INSTANCE: A regular expression E over a finite alphabet X.
QUESTION: L(E) # ¥*?

PSPACE-solvability of the verification problem can be shown by transforming
the problem to FINITE AUTOMATON INEQUIVALENCE problem. In the same
way as the proof of Theorem 5.5, we can construct a NFA Mpg such that [P] =
L(Mpg) and #Mps = O(|NO|). We can also construct a NFA Mpg , such that
L(Mpg ) = L(Mpg) N L(My) and #Mpg, = #Mps - #M,. This construction
of Mps and Mpgs, completes the transformation since [P] € L(My) iff [P] #
[P\ L(M,) iff L(Mps) # L(Mps.y).

PSPACE-hardness of the verification problem can be shown by transforming
REGULAR EXPRESSION NON-UNIVERSALITY to the problem. First we construct
the program Ps« = (NO, IS, IT, TG, CG) in figure 13, where the set NO of nodes
is the alphabet ¥ and the entry point /7 is an arbitrary node o; € Y. Ps« is
similar to the complete graph with |X| nodes and obviously [Ps:] = 0;%*. Second

we construct a NFA M, such that L(My) = L(oy- E) from the regular expression
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c>l: calD
A/\gf;: call

o5 call

)

— CG

Figure 13: The program Ps«

Table 1: Complexity of the verification problem

the verification property

NFA DFA

in double exponential time

langnage — NFA | "y b bOLY time-hard

DEXP-POLY time-complete

n 3 check DFA in double exponential time in DEXP-POLY time
node PSPACE-hard PSPACE-hard
without check nodes PSPACE-complete PTIME

E. This construction of M, can be performed in polynomial time[HU79]. The
construction of Py« and M, completes the transformation since [Ps+] € L(My)
iff o4X* € L(oy - F) iff ¥* # L(E). O

The results on complexity of the verification problem shown in this section are

summarized in table 1.

[JMT99] does not discuss the complexity of their verification algorithm. The
best known upperbound of the time complexity of the verification problem for a
Kripke structure S and an LTL formula f is linear in the size of S and exponential
in the size of f [CGP99]. Let us assume that a program P in the flow graph model
of [JMT99] and a verification property specified by an LTL formula ¢ is given.
The size of the Kripke structure induced by P and v in [JMT99] is exponential
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in both the size |P| of P and the size |¢| of ¢. Hence, the time complexity of
the verification algorithm in [JMT99] is shown to be exponential in both |P| and
141

Note that although we extend the [JMT99)’s model so that check statements
in a program are specified by regular languages instead of LTL formulas, the
PSPACE-hardness of the verification problem shown by Proposition 5.4 holds
even for the [JMT99)’s model because the languages in check nodes of the pro-
gram Pgssat and the verification property L, in the proof of Proposition 5.4
can be specified by simple LTL formulas. Also note that Pgssat does not con-
tain mutual recursion, and thus the verification problem is intractable (unless
P = PSPACE) even if we assume the absence of mutual recursion as is done in
the verification algorithm in [JMT99].
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6 Conclusion

In this paper, we defined the verification problem of deciding whether a given
program which may contain stack inspection satisfies a given security property.
Also we showed that the problem is decidable and analyze the computational
complexity of the problem. Narrowing the gap between the upperbound and the
lowerbound in three cases in table 1 is a future study. Improving the efficiency of
the decision algorithm for practically important subclasses such as JDK1.2 stack

inspection is another interesting problem.
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